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Abstract 
 
Privacy on the internet has increasingly become an issue of grave importance to citizens, 
businesses and governments alike evidenced in the recent breaches involving Facebook, 
WhatsApp and WikiLeaks, where large amounts of data have been disseminated to corporate 
and government entities.  The aim of this research is to investigate applications operating 
through ‘smart’ software that can be specifically referred to as privacy applications and the 
implications the use of these applications has for user social relations on the internet and 
beyond.  The thesis applies a case study methodology that incorporates a theoretical synergy 
based on the key components from the work and conceptions of Jean Francois Lyotard, 
Zygmunt Bauman and Anthony Giddens.  This knowledge framework is then used to 
examine the data collected from surveys, interviews and focus groups.  In the end, this thesis 
will show that the nature of both privacy and social relations differs from how both may be 
understood beyond the internet and this in turn throws up considerable problematic to moving 
forward. 
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Chapter 1 
Introduction 
 
Privacy on the internet has increasingly become an issue of grave importance to citizens, 
businesses and governments alike evidenced in the recent breaches involving Facebook 
(Facebook 2017), WhatsApp (WhatsApp 2018) and WikiLeaks (WikiLeaks 2019), where 
large amounts of data have been disseminated to corporate and government entities.  As a 
result, internet users increasingly look for ways to access privacy on the internet.  However, 
the internet is an inherently public space and although privacy is often referred to on the 
internet, it does not appear to be the same thing as privacy as traditionally understood.  
Nonetheless, in response to such privacy breaches on the internet various types1 of privacy 
software have been regularly released with privacy applications (apps)2 being the most recent 
version of privacy available on the internet.  Yet where users pursue privacy on the internet 
through the use of ‘smart’ software, this creates a whole new set of issues surrounding 
privacy.  At its most fundamental privacy is understood to be that which is hidden or 
withheld from public view, however as will become apparent in the thesis, privacy also 
seems to operate in a way that is more complex than this.  Here privacy is addressed in terms 
of the various discourses surrounding privacy as well as the various ways that privacy may be 
conceptualized, defined and valued (Rossler 2004, pp2-11).  These ideas are discussed in 
further detail in Chapter Two.  As such, although the use of apps that provide the particular 
service of privacy on the internet may provide users with a certain privacy solution, it is 
unclear what the implications of such use are for privacy more generally.  Considering the 
absence of research on these particular types of apps and the importance of privacy in our 
everyday lives (Bailey 2000, pp381-401), it is crucial to understand how the use of these apps 
is impacting privacy. 
 
                                                
1 ‘Type’ refers to a category having common characteristics or a person or thing that exemplifies the ideal or 
defining characteristics of a thing.  This operates at the level of knowledge in contradistinction to ancient Greek 
‘forms’ that relate to the nature of being. 
2 Application refers to a piece of software that sits on top of systems software because it depends upon its 
utilities and operating system.  Systems software in turn interacts with the computer hardware.  Where the word 
‘application’ generally refers to software that can perform multiple functions, the word ‘app’ generally refers to 
software that can only perform a single function. (Refer Beal, 2019, Application (Application Software), 
accessed 09/05/2019, https://www.webopedia.com/TERM/A/application.html 
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The aim of this research is to investigate those apps operating through ‘smart’ software that 
can be specifically referred to as ‘privacy apps’ and the implications the use of these apps 
have for user social relations on the internet and beyond.  This Introductory Chapter will 
firstly discuss types of privacy that are significant today.  The chapter will then set out the 
theoretical direction of the thesis and the method.  The thesis applies a case study 
methodology that incorporates a theoretical synergy based on the key components of the 
work and conceptions of Jean Francois Lyotard (2004), Zygmunt Bauman (2000) and 
Anthony Giddens (1992).  This knowledge framework is then used to examine the data 
collected from surveys, interviews and focus groups.  Specifically, the thesis proposes that 
accessing privacy through the use of smart software alters the nature and operation of privacy 
that in turn impacts on the nature and operation of social relations more broadly.  In the end, 
this thesis will show that this process has repercussions for how both may be understood 
beyond the internet and this in turn throws up considerable problematic to moving forward. 
 
The Issue of Privacy 
Privacy as traditionally understood is associated with women, the home, family and intimacy 
(Rossler 2004, pp2-11) and importantly, plays a key role in how we conduct our social 
relations and in our means to protect ourselves from harm (Crow, Allan & Summers 2002, 
pp127-145).  While the private and the public are considered to be an essentially held 
division that is invariant and inviolable (Freeman 1970, p96), what constitutes each is often 
not so clearly delineated.  For example, one can engage with a public setting yet still have a 
reasonable expectation of privacy (Crow, Allan & Summers 2002, pp127-145).  Certain types 
of secret societies also operate in this way and operate to promote democracy by providing 
the means for citizens to challenge the dominant culture or despotic central powers.  These 
types of societies differ from more general sub-cultural groups in that with the secret society 
either the content of the society or that the individual is connected to the society remains 
secret (Simmel 1906, pp441-498).  Yet when privacy is pursued in privacy apps this 
arrangement becomes altered.  Not only can the practice of privacy in privacy apps create 
confusion more generally about what private and public mean, in certain instances this type 
of privacy can become prioritised over or even practiced at the exclusion of more 
 
 12 
traditional types of privacy3.  In such instances, the boundaries that constitute privacy become 
redrawn (Bauman & Lyon 2013, p25).  This complicates privacy because while private areas 
do occur in public places just as they do for example with privacy apps on the internet, 
privacy app users expect not only the content of their interactions to remain unseen but also 
the connection itself (Lawler 2013, Sloane 2014).  As discussed throughout the thesis, this is 
clearly not the case.  Further, although recent research on the Snapchat app shows that the 
app is often used to reinforce friendships and create bonds with other users by limiting the 
scope of who has access to certain interactions in the app (Vaterlaus et al. 2016, pp594-601, 
Velten & Arif 2016, pp5-43, Velten, Arif & Moering 2017, pp220-250), there is still concern 
about the types of social relations that users are able to gain more broadly in society4.  As 
such, where users both overlook the complexity of traditional types of privacy and are unable 
to control their privacy in privacy apps, user social relations are ultimately impacted, 
particularly in terms of the type of intimacy users are able to experience (Bailey 2000, pp381-
401). 
 
Nonetheless, privacy continues to be sought in privacy apps and it is important to understand 
the various phases of privacy software that have been released on the internet and that have 
subsequently led to the development and use of privacy apps.  As such, privacy moved 
through the software phases of email and networking prior to apps.  For example, in response 
to concerns over privacy with emailing, Canadian privacy email company, Hushmail 
(Hushmail 2014), emerged approximately two decades ago.  Then more recently issues have 
been raised about the personal information that users upload to social networking services 
(SNS) and the lack of privacy settings provided on these sites (De Wolf & Pierson 2013, pp1-
5).  Much has been reported in the literature raising concern over the type of information 
being disclosed on these services, particularly by women (Kiss 2013, Ruggieri 2011, Shah 
2014).  Although SNS such as Facebook regularly review and modify their privacy settings 
                                                
3 Simmel states that secret societies only promote democracy where they do not operate primarily for the benefit 
of the secret society itself or the individual personality which he associates with condescension and hypocrisy.  
Further, he states that where secret societies can assist in the preservation of silence through the process of 
socialisation, secrets held only by the isolated or abstracted individual are prone to disclosure (Simmel 1906, 
pp441-498). 
4 Here Simmel states that in such instances, the rituals of the secret society itself can become severe but at the 
same time members perceive an excess of freedom within society more generally.  In this way, members of 
secret societies do not become as absorbed within the group as members of more general sub-cultural groups 
and thereby maintain a certain epistemic advantage.  However, this also carries a certain burden associated with 
always acting in a way that is conscious, intentional and without impulse (Simmel 1906, pp441-498). 
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(Papacharissi 2010), since 2012 there has been a gradual shift in communications on the 
internet from SNS to communication apps.  Apps, unlike SNS, while accessed through the 
use of smart software are also accessed via the server of the app company rather than through 
an internet service provider (ISP).  Not only have users become aware of the permanent 
nature of the information they upload to SNS (Kiss 2013), they have also become aware of 
the ease with which the information they upload via an ISP is able to be accessed by others 
(Bowscott 2014, Kiss 2013 & Poitras 2014, Rusbridger & MacAskill 2014).  Hence, the 
attraction of apps for communicating on the internet. 
 
Although apps have become popular, concern has again been raised recently over the privacy 
on the more general of these communication apps, such as WhatsApp, which was recently 
bought out by Facebook (Dillet 2014).  Subsequently, many app users look for increased 
levels of privacy and a range of privacy apps have been gradually released that provide 
somewhat of a solution5.  While apps more generally avoid the use of an ISP, privacy apps in 
particular provide additional ‘privacy features’6 (Lawler 2013, Sloane 2014).  Yet regardless 
of these additional features, some privacy apps have experienced server malfunctions that 
have compromised the integrity of user information (Hern (b) 2014, Shontell 2013).  
Messages can also be screenshot and saved by recipients (Dredge (a) 2013), while in other 
instances developers have been reported to have forwarded user information to governments 
(Hill 2014, Lewis & Rushe 2014, Reyburn 2014, Ribeiro 2015, RT.com 2014).  It has also 
been reported that user information has been aggregated by developers and then sold to 
marketing companies (Burns 2014, Olson 2014).  Use of these apps has become significant 
and has continued to increase throughout the duration of the research (2015 – 2019).  
Because privacy is fundamental to how intimacy and social relations are experienced (Bailey 
2000, pp381-401), it is crucial to gain an understanding of how the use of these apps effect 
privacy.  Hence in order to investigate this issue, the research question asks; How is privacy 
being impacted by the use of privacy apps and what effect does this have on user social 
relations? 
 
 
                                                
5 See Appendix A that lists the release dates of all the privacy apps included in this research. 
6 ‘Privacy features’ refers to the type of privacy offered in privacy apps that attempts to copy traditional types of 
privacy but where each privacy app generally offers only one particular aspect of privacy. 
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What are ‘Privacy Apps’? 
Over the last five years there has been a steady release of apps more generally.  These operate 
through three main internet companies that include; Apple (Apple 2017), Google (Google 
2018) and Microsoft (Microsoft 2019).  The various software that are associated with these 
companies include; iOS (iTunes Preview 2017), Android (Android 2014) and Windows 
Phone (Microsoft 2017).  As mentioned, although users consider apps generally to provide a 
certain level of privacy because they avoid connection through an ISP (Dillet 2014), what are 
being referred to as privacy apps also provide additional privacy features.  Although one of 
the first privacy apps named Secret that was released in 2014 closed down because users 
began harassing and bullying other users (Shontell (b) 2014), a number of privacy apps have 
since been released that have operated more successfully.  The privacy provided on these 
apps generally focusses on one particular aspect of privacy and this type of privacy is 
interpreted in a way that is internet compliant.  For example, some privacy apps claim to 
provide privacy through the message only lasting for a very short duration, often only a 
number of seconds, after which the message is deleted from the recipient’s device and the 
app server (Snapchat 2015, Telegram Messenger 2015, Wickr 2014).  Other privacy apps 
provide areas on the internet that require a password to access (CoverMe Inc. 2015, Signal 
2015, Wire 2015, Yik Yak 2015).  Other privacy apps prevent the reproduction of messages 
being screenshot by revealing only portions of the message at a time (Confide 2015).  One 
privacy app goes as far as minimising the context of the message through the use of only a 
single word (Yo 2014).  Others promise high levels of encryption that require a password to 
view the message (ChatSecure 2014, Silent Circle 2017, Threema 2015, Wickr 2014).  
Further, other privacy apps allow users to upload secrets to a large audience anonymously 
(Whisper 2015).  These features will be explained in more detail in the following section. 
 
In addition, each privacy app makes a central claim about how it provides privacy on the 
internet.  For example, the Wickr app claims to provide a site that allows the user to ‘Escape 
the Internet’ via a means that will ‘leave no trace’.  The premise by which this app operates is 
that governments monitor ISP’s and user information, therefore by avoiding ISP’s it is 
suggested that the message becomes undetected on the internet.  In addition, the app provides 
privacy through what it claims to be its ‘zero knowledge system’.  This is achieved through a 
‘secure shredder’ that overwrites user communications with ‘junk information’ rather than 
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deleting the message as such (Wickr 2014).  It is in this continuous overwriting of messages 
that the app claims to not ever be in possession of any user information and to therefore 
provide privacy.  Another privacy app claims to be 'taking back our right to privacy' 
(Telegram Messenger 2015).  Acknowledging the lack of privacy that characterises the 
internet more generally will appeal to privacy app users because users are aware of the 
previous privacy disclosures that have occurred with SNS and communication apps more 
generally (De Wolf & Pierson 2013, pp1-5, Dillet 2014, Kiss 2013, Ruggieri 2011, Shah 
2014).  Another privacy app claims to provide the user with 'Social Sense' (Cloak 2014) a 
feature which implies that it will help improve user social relations by making users more 
attuned to others. 
 
Further, the Wire app claims that it provides the service of ‘Messaging. Reborn’ (Wire 2015) 
suggesting that the service it provides supersedes other types of social relations on the 
internet.  The Yo app claims to provide a service that is reminiscent of a time in history that 
represents ‘Life Before Us’ (Yo 2014).  The claim appeals to a sense of nostalgia while also 
raises questions about the privileging of human existence.  Another privacy app claims that 
the user will 'learn more' (Snapchat 2015) suggesting that the user will simply increase the 
quantity they learn without any deterioration in the quality.  While yet another privacy app 
claims to provide access to ‘Your Secret Public’ (Whisper 2015).  This suggests that ‘the 
public sphere’7 that is associated with physicality8 can be accessed on the internet through the 
use of this app.  This outlines but a few of the privacy apps that are currently available.  A 
total of twenty-seven privacy apps are included in this research and details about these apps 
are provided in Appendix A. 
 
How Do Privacy Apps Operate? 
As mentioned, the privacy features in privacy apps are provided in a variety of ways but are 
generally associated with messages being either short-lived, decontextualised, encrypted, 
overwritten, password protected or anonymous.  For example, Snapchat (Dredge (a) 2013), 
Telegram Messenger (Salerni 2015) and Wickr (Pangburn 2013) all have disappearing 
                                                
7 'The public sphere', a term coined by Jurgen Habermas in 1989, describes the ideal functioning of a political 
system cited in The Structural Transformation of the Public Sphere: An inquiry into a category of bourgeois 
society. 
8 The word physical/ity refers to the body as opposed to the mind.  It also refers to that which is tangible and 
concrete while infers a notion of presence.  This is in contradistinction to operating on the internet. 
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messages that operate within a certain viewing timeframe by the recipient, usually between 
three to ten seconds.  The Snapchat app was one of the first privacy apps released that used 
‘disappearing’ or ‘self-destructing’ messages and was used predominantly by teenagers.  
However, this app is now also becoming popular with young adults (Perez 2017).  The 
Confide (Confide 2015) app allows users to send text messages where the possibility of 
screenshots being taken is reduced.  This occurs where the message is hidden under coloured 
blocks that reveal only one or two words at a time by touch swiping the screen (Bilton (a) 
2014, Huffpost 2014).  Yet the app is becoming known as the 'cheating' app because many of 
its users have been using the app to conduct affairs.  This app has been described by 
technology journalists as the Snapchat app of the corporate world (Sloane 2014).  
Alternatively, the Yo app operates by sending the single word 'yo' to other users and is 
thereby deemed to be private because it only uses the word ‘yo’.  The value of the app is 
derived from the meaning associated with the physical social relation between users (Crook 
2014).  The Yo app, like the Confide app, both operate to enact privacy by decontextualising 
the message in some way. 
 
Developers of privacy apps such as Threema claim to be unable to access user data because 
encryption keys are stored within the user device while the site also deletes user data 
immediately after the data passes through its server.  Threema developers state that the app 
has been designed in such a way that should any government request user data from the site it 
would be unable to accommodate such a request because it does not hold encryption keys nor 
store user data (Price 2015).  The Wire app also encrypts user information (Murdock 2016), 
as does the Heml.is app (Torrent Freak 2015).  The Wickr app, as mentioned, overwrites user 
information with junk information rather than deleting information per se (Wickr 2014).  
Other privacy apps provide password protected areas where users can store data and images 
(CoverMe 2015) or provide the means for users to interact in closed groups.  For example, 
the Yik Yak app allows groups of up to 128 users who are in a local geographic area to 
interact (Reyburn 2014).  The Vent app is promoted as the app to ‘express yourself’ and is 
arranged around communicating with other users based on the user’s most prevalent emotion 
at a given moment.  Therefore, happy users will connect with other happy users and angry 
users will connect with other angry users.  Users interact in these designated groups that 
require a password to gain access (Campbell 2016). 
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The Whisper (Whisper 2015) app provides the means for users to upload secrets 
anonymously to a large audience.  The message can be seen by all users who have 
downloaded the app, however the identity of the user is concealed from other users.  Whisper 
(Whisper 2015) accesses user address books and location data within the user's mobile phone 
in order to connect users (Bereznak 2014, Himler 2014).  However, the app developer has 
been reported to have released user data to the US government (Hill 2014, Lewis & Rushe 
2014, Reyburn 2014, Ribeiro 2015, RT.com 2014).  Alternatively, the Cloak app uses geo-
tracking in order to assist users to avoid certain friends and family and has been coined the 
'anti-social' app (Fox 2014, Himler 2014, Lytton 2014, Mott 2014).  Further, Popcorn 
Messaging also uses geo-tracking to assist users to connect with other users who are nearby 
in order to physically meet up (Bilton (a) 2014).  Finally, dating apps, sometimes referred to 
as lifestyle apps, such as Cupidly (Cupidly 2017), Dabble (Dabble 2017), Grindr (Grindr 
2017) and Tinder (Tinder 2017), while providing the means for users to interact anonymously 
also include geo-tracking features.  Again, these apps are designed to connect users with 
other users who are nearby in order to physically meet up.  What all of these apps essentially 
offer users is the means to connect with others on the internet where some notion of privacy 
is alluded to and where traditional types of privacy are avoided. 
 
Why Research Privacy Apps? 
Where much has been researched about the public domain, the literature revealed a general 
lack of research on privacy with one article in particular stating that privacy in its own right 
had gained little acknowledgment in the literature and in fact featured mainly for its absence 
(Scrambler 1996, pp567-581).  Further, although use of the internet and mobile phones have 
been well researched (Bond 2010, pp591 & 600-601, Henley 2013, Humphrey 2013, Kiss 
2013, Rettie 2009, pp421-438, Ruggieri 2011, Sevignani 2013, pp733-739), there is also a 
lack of research on smart software.  Smart software operates through the convergence of the 
internet and a wireless device such as a mobile telephone, a laptop or a tablet.  Through this 
convergence, smart software operates as an additional layer over the systems software of the 
internet and the mobile phone but depends upon their utilities and operating system 
(UMSL.edu (undated)).  It is within this additional layer that privacy apps operate to provide 
certain privacy features.  Yet where privacy as traditionally understood is accessed through a 
single source of knowledge (Rossler 2004, pp1-13), in privacy apps only a single aspect of 
privacy can be accessed on each app.  It is important to understand the implications of 
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separating the various aspects of privacy in this way and then making them available to users 
on the internet. 
 
Information reported by journalists indicates that the use of smart software, particularly in 
relation to mobile telephone use, is significant with around 1.75 billion smartphone devices 
sold worldwide at the end of 2014 (eMarketer 2014).  It is estimated that around 85% of the 
Australian population own a smartphone (Rogers (Freeman) 2015).  Further, the use of 
privacy apps is becoming increasingly significant with a large majority of users being young 
adults, particularly females (Gannes 2013).  Brazilian communication app WhatsApp 
(WhatsApp 2018), although not being defined here as a privacy app, has 800 million users.  It 
is essentially as a result of the privacy breaches associated with this app and its recent buyout 
by Facebook that its users have turned to the Swiss privacy app Threema (Dillet 2014).  At 
June 2015 Threema had 3.5 million active users (Price 2015).  Wickr has been downloaded 
over 4 million times and has raised $40 million in funding revenue to date (Franceschi-
Bicchierai 2014).  In addition, the Yo app hosts 50,000 active users and 100,000 downloads 
as at June 2014 (Cuthbertson 2014), while Whisper page views grew to 2.5 billion in July 
2015 with users spending around half an hour per day on the app (Gannes 2013).  Keeping in 
mind that these numbers relate to only four of the twenty-seven privacy apps that are 
included in this research.  In addition, this research is only including privacy apps that have 
been released in the English language. 
 
Research Hypothesis 
With the development of the internet and prolific use of surveillance related technologies in 
contemporary societies, the issue of privacy has become prominent.  Opinion varies upon the 
degree to which privacy has been impacted by these technologies and whether privacy has 
been subject to processes of degradation.  In the literature it has been cited that privacy may 
have in fact not degraded over time but rather it is only that discourse about privacy regularly 
characterises it as so.  Although this literature discusses how the introduction of legislation 
associated with mass media has had the effect of limiting discourse about privacy (John & 
Peters 2016, pp284-298), it is proposed that privacy has been gradually degrading for a much 
longer period and that the introduction of such legislation is an effect of the degradation of 
privacy rather than its cause.  As such, the thesis proposes that privacy has been degrading 
since at least the beginning of Feudalism and that this is closely associated with the processes 
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surrounding the development of the modern Enlightenment project.  This project was 
developed as a means of pursuing reason as the guiding principle of society and in order to 
overcome the vagaries of superstition and religious doctrine.  This period culminated in the 
French revolution and the decline of the sovereign state and is considered to have in certain 
ways necessitated the type of discipline and abstraction we see in the arrangement of 
industrialised societies (Wagner 1994, pp3-18).  Although some authors consider the 
contemporary issue of privacy able to be reconciled through the modern project (Scrambler 
1996, pp567-581), it is considered that the modern project has had the initial effect of further 
degrading privacy. 
  
The introduction of the internet toward the end of the 20th century represents the latest 
development in processes set in place by the overturning of the sovereign state, and while 
presenting certain opportunities for exploring anonymous types of privacy also presents a 
number of challenges to privacy more generally.  Further, while the internet may be said to 
offer certain opportunities associated with catharsis through confession in societies where 
religious following has largely declined (Rossler 2004, pp215-225), the internet has also 
facilitated unprecedented levels of monitoring over populations (Bauman & Lyon 2013, 
pp60-69).  Such practices have been described in terms of systems rationality having come to 
predominate over life-world rationality (Scrambler 1996, pp567-581).  Subsequently, the 
effect that the use of privacy apps has on more traditional types of privacy is unclear, 
however it is considered that the use of these apps ultimately has a degrading effect upon 
privacy.  It is also thought that users begin using privacy apps with the expectation that the 
type of privacy provided by these apps will be the same as traditional types of privacy, 
however find this not to be the case.  Additionally, it is considered that gaining traditional 
experiences of privacy after the use of privacy apps may prove difficult.  Further, it is also 
thought that users do not consider how traditional types of privacy are impacted by their use 
of these apps nor how intimacy and social relations are being effected in the longer term. 
 
Three Theorists 
In order to investigate this hypothesis, it is important to recognise that the use of privacy apps 
is situated within the modern context.  Not only has the arrangement and operation of 
modernity come to favour liberal and individualised pursuits in contemporary society, 
modernity is also characterised by opposing narratives surrounding liberty and freedom that 
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carry an inherent contradiction in terms of its discourse and practice.  It has been suggested 
that these contradictions act to mask bourgeois interests where bourgeois interests instead 
operate by a means associated with a greater degree of continuity (Wagner 1994, pp5 & 11).  
As such, in order to explore the use of privacy apps and their situated ambiguity, use will be 
made of selected parts of the work and conceptions of Lyotard (2004), Bauman (2000) and 
Giddens (1992).  As mentioned earlier in the chapter, these three theorists will be used to 
form a knowledge framework.  The thesis firstly aims to situate privacy app use within the 
current body of sociological literature.  Then selected parts of the work of the three theorists 
will be used to answer the key components of the research question. 
 
The work of Lyotard, ‘The Postmodern Condition’, will be used firstly to explain the 
increasing level of incredulity toward the modern metanarrative occurring in contemporary 
Western societies.  His discussion on language games and the rules associated with these 
games will also be referred to (Lyotard 2004, pp123-130).  The operation of language game 
rules will be used to explain how the use of privacy apps effects traditional types of privacy 
that have in turn impacted on the modern metanarrative.  The discussion here focusses on the 
politics surrounding the reduction of welfare support by Western governments during the 
1980’s (Fuller 1999, pp583-586).  Bauman’s conception of ‘fluidity’ (Bauman 2000, pp1-8) 
provides the means to explore the impact this has on both the individual and society more 
generally through a lens of economy.  This conception also points to the nature of the type of 
privacy that is provided in privacy apps in terms of sustainability.  For this reason, pursuing 
privacy on the internet and particularly through the use of privacy apps, presents certain 
issues for moving forward.  Finally, Anthony Giddens’ work on the transforming nature of 
intimacy and social relations in modern societies will be referred to.  Specific reference will 
be made to the ‘pure relationship’ and its associated ‘confluent love’ (Giddens 1992, pp49-
64).  These two social relations will be used to explain how pursuing privacy on the internet 
and through the use of privacy apps effects user social relations.  What follows is a more 
detailed discussion about how the work of these three theorists will be used in the thesis that 
will in turn be explained in much more detail in the theoretical framework provided in 
Chapter Four. 
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The Postmodern Perception 
It is generally accepted within the literature that contemporary society is involved in a 
profound industrial transition that increasingly spans the globe while the modern project has 
also come under increased scrutiny.  In the report, ‘The Postmodern Condition’, Lyotard 
(2004) refers to highly developed societies being in a state of narrative crisis where the 
modern pursuit for truth, justice and salvation has become subsumed by an imperative of 
performance and efficiency.  He states that the technological transformations associated with 
the development of computers directly relates to this dynamic and has subsequently altered 
the way society researches and learns.  Information that can be processed through machines 
has become prioritised and any type of process or social relation that is incompatible with 
machinery has slowly become redundant.  Consequently, research has become accessible to 
the layperson and learning has become channeled through commercialised machines and 
devices.  He refers to this type of knowledge as postmodern and as producing a miniaturised 
version of society (Lyotard 2004, pp124-130).  Hence, the condition of being postmodern 
signals an engagement in such technology at the exclusion of the context within which such 
technology has evolved.  Further, Lyotard discusses postmodern society in terms of being 
contingent, contradictory and impermanent.  He states that society has slowly become 
desensitised as a means of coping with the uncertainty of postmodern life and that such a 
condition is a tool of authorities and decision makers (Lyotard 2004, pp124-130). 
 
Yet there are certain issues associated with this report and the degree to which the report 
itself was used to substantiate its claims.  The report was written in 1979 and much of what 
Lyotard presents as factual in the report had not at this stage yet occurred, however the 
recommendations of the report were more broadly disseminated through the Canadian 
Education system during the mid to late 1980’s (Sumara et al. 2001, pp144-163).  Although 
the report was an attempt to curb social unrest at the time and to make the university 
curricular more relevant to current social issues, challenging the classical way of teaching in 
this way, particularly with undergraduate level students, ultimately had the effect of 
delegitimising the university’s claim to knowledge (Fuller 1999, pp583-586).  Lyotard’s 
discussion on language games also from this report provides an explanation for how this 
process of the breakdown or reversal of the modern metanarrative has been perpetuated 
(Lyotard 2004, p124).  However, it is important to keep in mind that there were also other 
strands of postmodernity provided within the academy prior to Lyotard’s report that offered 
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the means to more formally and sustainably critique the modern metanarrative and its 
associated institutions of knowledge (Fuller 1999, pp583-586). 
 
The Games and Rules of Language 
There are few in contemporary society who do not use the internet or own a mobile phone.  
The use of smart software has more recently become popular along with the use of apps more 
generally.  In ‘The Postmodern Condition’ Lyotard describes the breakdown of the modern 
metanarrative as an array of miniaturised narratives and likens these to ‘a pragmatics of 
language particles’ (Lyotard 2004, p124).  In much the same way, the use of privacy apps 
may be considered to represent a breakdown of privacy where traditional types of privacy 
associated with the metanarrative have been dissected and decontextualised.  Here, Lyotard 
discusses language games in order to further explain this process.  Language games access 
more local types of knowledge, and while denying broader contexts that concern history still 
require rules in order to operate (Lyotard 2004, p124).  He states that without rules there can 
be no game but that the rules do not carry with them their own legitimation and rather are 
negotiated by partners in the interaction.  He also states that if the rules of a particular game 
are not being adhered to then it is some other game that is operating (Lyotard 2004, pp128-
139).  Similarly, each privacy app usually offers only a single privacy feature and each 
privacy app operates independently of other privacy apps.  Lyotard further explains how 
language occurs on two levels.  The level that we speak and also at the level of parole where 
we play with language at the level of connotation (Lyotard 2004, pp128-130).  Privacy apps 
may be considered in the same way.  Each app has a software framework that has been set 
out by the developer and users establish the rules on the app through their interactions with 
other users. 
 
The Logic of Fluids 
Bauman’s conception of fluidity provides further import toward understanding how 
postmodernity operates and how this process of the breakdown of the metanarrative has 
occurred.  Bauman likens the operation of contemporary society to the characteristics held by 
fluids in contrast to solids.  He states that from such a perspective, fluids prove robust 
through their malleability by comparison to the supposed fragility of solids.  Fluids can bend 
around solids and move quickly where solids are tied down and become worn by the shearing 
force of fluids.  Although many fluids are in fact heavier by the same mass than many solids, 
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fluids carry the perception of being lighter and more portable (Bauman 2000, pp1-4).  The 
use of privacy apps may be considered as a fluid type of privacy.  Rather than accessing 
privacy through the seemingly large and cumbersome frameworks associated with 
metanarrative types of knowledge, users move between different privacy apps in order to 
access the particular aspect of privacy they require at a given moment.  Through the 
conception of fluidity, accessing privacy on the internet can be conceptualised as displacing 
traditional types of privacy. 
 
Bauman discusses how the intention of the modern project was to review the structures that 
existed in pre-modern society.  It was not intended for these structures to be dismantled and 
entirely abandoned but to be reassembled in order to be made better and stronger.  However, 
the knowledge that has been achieved through the work of the modern project has become 
absorbed within an imperative of economy in a way that ensures the continued reproduction 
of this economic order (Bauman 2000, pp5-6).  Bauman goes on to say that where modern 
power entails two sides, the supervised and the supervisor, fluid power releases the 
supervisor from the burden of supervising.  This type of power is largely undetected and 
thereby infers a certain notion of freedom to the otherwise confined.  As such, fluid power 
operates remotely and is cheaper to administer (Bauman 2000, pp9-11).  Bauman states that 
this type of power has little to do with territory but rather concerns a certain propaganda that 
weakens an enemy’s desire to formulate their own rules.  He equates this process with the 
promotion of global free trade (Bauman 2000, pp11-15).  Similarly, privacy app developers 
are remotely located.  They often release only partially completed software and users are 
invited to contribute to the development process whereby it becomes unclear that developers 
remain in control of these apps. 
 
Transforming Intimacies and Social Relations 
Finally, Giddens’ work on intimacy will be used to explain the nature of the social relations 
that occur in privacy apps.  Intimate social relations represent the most personal aspects of 
privacy, yet without privacy it is impossible to experience intimate social relations.  Such 
social relations require commitment between partners that in turn builds trust.  Use will be 
made here of Giddens’ concepts of the ‘pure relationship’ and its ‘confluent love’ in order to 
explain how social relations are transforming through the use of the internet and specifically 
through the use of privacy apps.  These two intimate social relations occur within a broader 
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complex of romantic attachments and are premised on the pursuit of trust between equal 
partners, this is in contrast to the obligation associated with more traditional patriarchal-based 
social relations.  These two intimate social relations also allow a greater latitude in terms of 
sexuality than traditional intimate social relations (Giddens 1992, pp49-64).  Yet where 
privacy is pursued in privacy apps, it is anticipated that certain complications result because 
pursuing intimacy through the use of these apps precludes recourse to commitment and the 
building of trust in intimate social relations. 
 
What Research Method? 
The research employs a methodology informed by Maggie Walter (Walter 2010, pp32-58) 
that includes a theoretical framework, the researcher’s standpoint and a case study method of 
data collection.  The data for the research was collected through the use of a survey, semi-
structured interviews and a focus group from privacy app developers, technology journalists 
and privacy app users.  Respondents were sourced through the use of university campus 
noticeboards, snowball sampling (Walter 2010, p138), and also through the use of email and 
the Facebook (Facebook 2017), Twitter (Twitter 2017) and LinkedIn (LinkedIn 2017) 
networking sites.  There were no imposed preferences in the respondent selection process and 
all who volunteered were included in the research.  The research was limited to participants 
aged 18 years and over in order to minimise ethical complications, and precautions were 
taken to ensure the anonymity of respondents due to the nature of the research.  Further, the 
research did not specifically probe the content of what users uploaded to privacy apps, it only 
set out to investigate what users thought about these apps and what users thought about 
privacy more generally (Australian Government NHMRC 2014).  The user focus group and 
the majority of the user interviews were conducted on the University of Wollongong (UOW) 
campus while the most substantive parts of the journalist interviews were conducted via 
Skype (Skype 2018).  The developer surveys were collected via the use of both email and 
Google Forms (Google 2018). 
 
In terms of the literature, searches revealed that while privacy more generally is an under-
researched area, privacy apps in particular have not been researched.  Search alerts set in 
place for the duration of the research did not either turn up any related research.  Further, 
when the research began, privacy apps had only recently been released and while developers 
remain reluctant to release information about these apps, little had also been written about 
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these apps by journalists at this stage.  Developers were not apt to release details about their 
users for the simple reason that these apps are deemed to be private.  In addition, many 
developers did not know their active user numbers or user demographics due to the design of 
these apps, they only knew the original download numbers (Allton 2017).  Further, due to the 
time constraints surrounding the research, twenty-seven privacy apps were too many to 
adequately research.  Therefore, a representative sample (Walter 2010, p124) was devised 
that summarised the entire sample into three privacy app categories that have been developed 
and introduced in this research.  These three categories of privacy app are able to account for 
all privacy apps.  They are named Online Connect, Activistic and Offline Connect and will be 
detailed in Chapter Three.  It was considered that such an approach to the research would 
provide the best means of investigating this thus far under-researched topic for the purpose of 
modelling future research. 
 
Expected Results 
As a result of researching the topic of privacy across a broad range of literature combined 
with a close examination of privacy apps it is anticipated that, although these apps do provide 
a certain short term solution for users, the data will reveal that the use of these apps 
ultimately has an adverse impact on both privacy and social relations.  For the most part, the 
use of privacy apps is considered to provide users with a false sense of both security and 
control over privacy on the internet.  The type of privacy being offered on these apps is a 
machine compatible version of privacy that is considered to accord with power flows that 
promote global free trade (Bauman 2000, pp11-15).  Continuing use of privacy apps relies on 
users being satisfied with a limited type of privacy and it is unclear how users interpret the 
type of privacy provided on these apps.  It is anticipated that the data will reveal that users 
realise to some degree that there are certain complications and shortfalls surrounding the 
practice of privacy in privacy apps.  However, it is also anticipated that users are unaware of 
the longer term implications surrounding prolonged use of these apps for privacy and social 
relations more generally. 
 
Chapter Summaries 
The aim of this chapter is to introduce the thesis whose focus is on privacy and the use of 
privacy apps that are accessed through smart software.  Specifically, this thesis will propose 
that the use of smart software alters the operation of privacy, that in turn influences the nature 
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of social relations. The chapter began with a brief discussion about types of privacy and its 
significance today.  The chapter then set out the theoretical direction of the thesis and the 
method that involves a mixed method approach that will provide both quantitative and 
qualitative data. 
 
The aim of Chapter Two is to develop an historical exploration of privacy.  A key objective is 
to establish a social historical approach and in so doing detail how privacy existed at four 
important moments in history that include: Ancient Greece; Feudalism, the implementation 
of the 1890 Warren and Brandeis legislation and finally, the introduction of the internet.  The 
reason for taking an historical approach is to reveal the underlying social patterns associated 
with the operation of privacy throughout each period.  The chapter considers these four stages 
as a continuous narrative.  Here the ‘sociological imagination’ (Mills 1959, pp7-221) is 
applied to each of these historical moments in order to make the connection between the past, 
present and possible future.  The underlying social patterns revealed throughout these four 
periods indicate that society has been gradually adjusting to operate without a place or 
purpose for privacy and has become increasingly designed to operate through the public 
sphere.  Further, these first three periods reveal a process that initially provides access to 
confidential social relations in ancient Greece but fails to secure anonymity by the third 
period where what is publicly revealed is unable to be controlled.  The Warren and Brandeis 
legislation that introduced ‘The Right to Privacy’ marks a significant point in the history of 
privacy and by the fourth period that involves the internet, privacy is seen to attempt to 
reproduce notions of co-operation characteristic of ancient Greece.  Another important 
objective of the chapter is to provide a definition of privacy and to link the underlying social 
patterns revealed in the four historical periods to this definition. 
 
The aim of Chapter Three is to investigate how privacy operates with respect to smart 
technologies today.  Here the chapter further explores the issues raised in the previous 
chapter concerning privacy on the internet.  A key objective of the chapter is to focus on 
social relations.  Because the meaning of what constitutes a social relation is inconclusive, 
the chapter begins by providing a definition of a social relation that draws on the current 
sociological literature.  The chapter finds this definition to be largely incongruent with the 
social relations in privacy apps.  A further objective of this chapter is to detail the various 
types of software available that facilitate privacy via smart technologies.  The chapter 
discusses software that supports social relations that occur via email, networks and apps and 
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offers an account of the varying motivations underlying the development and use of these 
types of technologies.  These types of technologies provide information that will 
subsequently be applied to social processes and access to justice.  Each stage of privacy 
software development in the chapter presents the same set of privacy problems from Chapter 
Two but unlike the historical accounts of privacy at each period, internet versions also 
provide a privacy solution.  Through this investigation of privacy software, a privacy model 
is established.  This model has the potential to elaborate the previous patterns that reduced 
privacy into a more controlled type.  Another important objective of the chapter is to apply 
this model to the use of privacy apps in order to investigate how privacy operates with 
respect to smart technologies today.  Here the chapter outlines three categories of privacy app 
and includes a description of two characteristic apps from each category. 
 
Chapter Four and Chapter Five detail the broad methodology employed in this research.  
Informed by Walter, this includes development of the theoretical framework, the researcher’s 
standpoint and the ‘case study’ method of data collection (Walter 2010, pp32-58).  Chapter 
Four provides the theoretical framework.  An important objective of this chapter is to provide 
the means to translate the use of privacy apps that are accessed through the use of smart 
software into the sociological literature.  This is achieved through a theoretical framework 
constituted from relevant parts of the work of Lyotard from ‘The Postmodern Condition’ 
(2004), Bauman’s conception of ‘fluidity’ (2000) and Giddens’ work on ‘intimacy’ (1992). 
 
Chapter Five, as mentioned, is also part of the broad methodology informed by Walter 
(2010).  This chapter outlines the ‘case study’ method that was used to collect the data.  This 
method of data collection is appropriate where information is limited because it provides the 
means to access a range of privacy app stakeholders who are remotely located.  These include 
privacy app developers, technology journalists and privacy app users.  In addition, a mixed 
method approach has also been used that includes the use of a survey instrument, semi-
structured interviews and a focus group. 
 
The aim of Chapter Six is to present a selection of the 85,000 words of data collected.  This 
selection of data was guided by the three groups of participants and the associated methods 
used in the research.  The basis for the selection of the data was to highlight how privacy and 
the nature of social relations are changing through the use of privacy apps.  Firstly, the data 
presented from the developer surveys outlines the structures associated with privacy app 
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software that are set in place by the developers.  The structure of this software is shown in the 
chapter to provide access to only a limited type of privacy.  Secondly, the data presented 
from the journalist interviews outlines some of the challenges journalists face in reporting on 
privacy apps.  Without the adequate language available to report on privacy apps, journalists 
conflate privacy on the internet with traditional types of privacy.  As a result, users become 
confused about how privacy apps are operating.  Thirdly, the user interview data presents the 
rules that users are increasingly establishing about appropriate ways to interact in privacy 
apps.  These rules provide developers with the information that they require in order to move 
forward with their apps.  Finally, the presentation of the user focus group data shows that by 
attempting to gain privacy in privacy apps, users are precluded access to intimate social 
relations based on commitment where trust is able to be established. 
 
The aim of Chapter Seven is to analyse the data.  Where the three groups of participants 
guided the presentation of the data in Chapter Six, the methodology from Chapters Four and 
Five are now revisited in light of this data.  This data is also considered cognisant of the 
entire 85,000 words of data that was collected.  The chapter is arranged in three sections that 
further investigates the nature of the language games being established by users and where 
each section builds upon the previous.  Here the data presented in Chapter Six is connected to 
the three privacy app categories from Chapter Three and then applied to the concepts outlined 
in the theoretical framework from Chapter Four. 
 
The final Conclusion Chapter brings all components of the thesis together in order to answer 
the research question.  The significance of the issue of privacy and social relations is 
reconfirmed in this chapter.  This is achieved by reflecting on Chapter Two and Chapter 
Three and by summarising the findings from the analysis in Chapter Seven.  The key findings 
from the thesis are also reviewed in light of the current sociological field.  The chapter 
explains how the current research brings previous work on privacy and social relations 
together and provides the means to situate this work within a sociological context.  The 
research method is also reflected upon in the chapter.  Here the chapter discusses the 
importance of approaching the issue as a ‘case study’ in order to achieve results that are of 
the most benefit to society overall.  A further objective of this chapter is to relate the key 
findings from the thesis to the public domain.  Here the chapter provides recommendations 
for how the thesis may inform future policy development by addressing the changing nature 
of privacy through the use of privacy apps and the associated social impact.  A final objective 
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of this chapter is to provide areas where further research is required in relation to the 
changing nature of privacy, intimacy and social relations. 
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Chapter 2 
The Gradual Dismantling of Privacy 
 
Privacy, at its most generic, may be described as being the opposite of the public.  In this 
respect, it is something that is concealed from public scrutiny and view, and something that is 
decidedly separate from the state (Rossler 2004, pp1-2).  However, as discussed in the 
Introduction, how we experience privacy in our everyday lives and how privacy operates 
throughout societies occurs in a way that is much more complex than these simple 
dichotomies.  As such, privacy has been described variously in connection with a wide range 
of themes and ideas (Baghai 2012, pp954-956, Bailey 2000, pp381-401, Brewer 2005, 
pp661-677, Butt & Langdridge 2003, pp477-493, Fahey 1995, pp693-697, McCulloch 1997, 
pp793-799, Wyness 2014, pp59-74).  For instance, privacy has been described as that which 
is personal and held inside rather than openly and outwardly shared with others and in this 
respect, has been connected with the unconscious, the self and intimacy (Bailey 2000, pp381-
401).  In other instances, privacy is deemed to have been misunderstood where within 
societies only certain aspects of privacy have become the focus while other aspects have been 
ignored.  This has contributed to a certain confusion about what constitutes privacy and how 
privacy operates both within the literature (Fahey 1995, McCulloch 1997) and more generally 
throughout society.  Privacy is also something that has been associated with an individual’s 
knowledge and level of awareness in relation to others.  In this respect, privacy is considered 
to be that which enables the very basis of Western thought (Blatterer et al. 2010, pp73-84, 
Rossler 2004, pp2-11). 
 
Yet aside from all of these ideas, at the heart of privacy the message is quite simple and is 
clearly articulated in Jean-Jacques Rousseau’s work, Of the Social Contract, or Principles of 
Political Right from 1762.  Here Rousseau states that privacy is a gift that the individual has 
an obligation to preserve for others and for future generations (Rousseau & Betts 1994, pp45-
168).  In line with this sentiment and considering the misunderstandings that surround 
privacy in contemporary society, the importance of the current research becomes all the more 
apparent.  In order to begin to generate clarity about privacy, the thesis will discuss privacy 
as two chapters; this first privacy chapter provides a social history of privacy and the chapter 
that follows will provide a contemporary account of privacy.  The aim of this first privacy 
chapter is to detail four important historical moments in privacy in order to reveal the 
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underlying patterns associated with the operation of privacy at each period.  The four periods 
selected were those that after extensive consultation with the literature involved the most 
significant changes to have occurred to privacy during this period.  The chapter shows how 
society has increasingly adjusted to operate without a place for privacy and where privacy 
has increasingly merged with the public sphere.  But firstly, considering the complex nature 
of privacy, what is being referred to as privacy needs to be further explained and what 
follows this is a more detailed explanation of privacy that includes a definition.  This is 
followed by a short review of the literature before providing a social history of privacy that 
details these four significant periods. 
 
What is Privacy? 
Privacy is generally considered to be something that is personal, internal to ourselves and 
something that allows us to distinguish ourselves from others.  It allows us separation and 
distance from public scrutiny and direct accountability (Rossler 2004, p3).  Yet it is also 
privacy that allows us to acknowledge ourselves within the greater scheme of society and to 
discern our existence and contribution within society.  As such, the type of privacy we are 
able to access impacts on the quality of life we are able to experience and our access to 
justice (Morawetz 1991, pp3-31).  Further, the aspects of privacy that we are able to 
recognise and prioritise will vary depending upon the society we live in, our past experiences 
and our education for instance.  In addition, the aspects that we are able to draw from will 
vary depending upon whether privacy is considered from the perspective of the individual or 
society, whether privacy is considered within a short or long term context, and where 
boundaries are drawn about where the private and the public meet (Rossler 2004, pp1-2).  As 
such, there are a range of discourses concerning privacy in the literature that include 
sociological, philosophical, legal and feminist perspectives.  Discourses are also associated 
with the privacy of information and the private family.  The private family is more 
specifically associated with the household and domestic life and this domain is considered to 
be the most significant refuge from public life (Rossler 2004, pp2-11). 
 
Yet in certain instances, this distinction between the public and the private, along with the 
private domain being considered as a refuge, has become problematic.  Feminist theory cites 
that such distinction being made between the private and the public, along with such 
definitions about privacy, are oppressive and confining for women (Nelson 1999, pp279-306, 
O’Neill 2015, pp100-120, Ribbens McCarthy & Edwards 2001, pp767-768).  Feminist theory 
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also cites that privacy is often associated with harbouring violence (Patai 2012, pp314-317).  
In addition, different countries place emphasis on differing aspects of privacy that are 
supported through their legal system.  For example, the United States (US) places emphasis 
on privacy in a more general sense, while Germany focuses quite specifically on privacy as 
being primarily a concern for the protection of one’s home and person (Rossler 2004, pp2-5).  
Furthermore, some theorists have connected privacy more generally with the concept of 
freedom (Mill 1960, pp65-170).  What follows is a broad outline of privacy that is informed 
by Beate Rossler (2004).  This account firstly looks at how privacy may be conceptualised, 
then secondly at the various ways that privacy may be defined, and finally at the different 
ways that privacy may be valued (Rossler 2004, pp2-5).  To simply provide a definition of 
privacy does not adequately convey the scope of what constitutes privacy.  Therefore, by also 
exploring how privacy may be conceptualised and valued will provide a more accurate 
account of how profoundly privacy impacts our lives.  These three aspects of privacy 
operating together, combined with the range of discourses on privacy, are considered to 
constitute a framework of support that importantly provides the means to access justice 
(Rossler 2004, pp2-11, Morawetz 1991, pp3-31). 
 
Conceptualising Privacy 
Privacy may generally be conceptualised in two ways.  Firstly, privacy may be 
conceptualised in its relation to the public in terms of four different layers that include the 
individual, the family, society and the state.  Although what constitutes private and public 
may vary, what remains constant between each of these four layers is that there is always a 
relation between privacy and the public.  For example, the individual will always be 
considered the private counterpart to the public, however the family may be considered 
public when compared to the individual and civil society may be considered private when 
considered against the state, but only the state will always be counted as public because there 
is no higher level.  In this way, where privacy is considered to be threatened in a particular 
layer, the next layer below will be pursued in order to gain privacy.  Alternatively, privacy 
may be conceptualised as infinite dimensions that are held by the individual that may relate to 
any number of decisions and responsibilities encountered in the course of daily life.  Privacy 
conceptualised in this way may be thought to act as a skin or as a protection of the rights and 
autonomous decisions made by the individual, for example the individual’s decision about 
what clothing to wear.  This conception of privacy may be considered to concern the 
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individual’s negotiation of their relation to other people, authorities and institutions (Rossler 
2004, pp6-7).  As mentioned, apart from these two general conceptions of privacy, the 
varying ways that privacy may be defined is provided as follows. 
 
Privacy Defined 
What follows is an account of the various ways that privacy may be defined.  These 
definitions fall into five main groups where the fourth group introduce ideas concerning 
control and the final group attempt to define privacy by combining certain aspects of these 
groups.  The first of these groups defines privacy in terms of the natural biological necessities 
that are largely associated with reproduction, family and the household (Arendt 1958, pp30, 
72-73).  The second of these groups defines privacy in reference to certain laws that concern 
the individual’s ‘right to be left alone’.  This relates specifically to the 1890 Warren and 
Brandeis legislation that introduced ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-
220).  A third group defines privacy in terms of access where perfect inaccessibility 
represents a state of perfect privacy.  However, privacy is not usually situated within the 
domain of the private in such a pure form because privacy continually merges with the public 
when the individual engages in social relations with others.  However, access does not only 
concern how others are able to access our person, it also concerns the information about 
ourselves that is released to the public as opposed to what is held in the private domain 
(Rossler 2004, pp7-9). 
 
The fourth group defines privacy in terms of control.  This concerns the means for the 
individual to control the previous three groups of privacy that relate to biological necessities, 
the ‘right to be left alone’ and access both to the individual and information released about 
the individual.  This is how the individual is able to protect their feelings and reputation.  
This definition also entails control over what is withdrawn from public view or what is held 
within the private and intimate domain (Rossler 2004, pp7-9).  In this way, privacy provides 
the means to negotiate how close or how distant our social relations with others are via a 
combination of the level of trust or caution we choose to exercise within the social relation 
(Crow, Allan & Summers 2002, pp127-145).  As mentioned, such social relations may be 
with other individuals, or various types of groups or institutions.  As such, privacy entails a 
certain amount of control or work where falling into a crevasse, although fulfilling the criteria 
of inaccessibility, does not constitute privacy.  The final group defines privacy as the linking 
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of the general to the particular.  This involves combining selected aspects of privacy from the 
previous groups that are generally summarised as relating to either informational privacy, 
protection from ‘public view’, or the maintenance of intimacy into a single definition 
(Rossler 2004, pp8-9).  However, each of these five groups of definitions will vary depending 
upon the value that is placed on privacy. 
 
The Value of Privacy 
In terms of how privacy is valued, Rossler (2004) suggests two main approaches.  The value 
of privacy relates to the varying normative dimensions of privacy that concern how privacy is 
understood.  In the first approach, it is considered that the value of privacy is reducible to 
other values and ‘must be reduced’ (Rossler 2004, p10) to these values.  This approach is 
reticent to assign privacy a distinct and homogenous place with any moral or judicial 
foundation that relates to a right to privacy.  Proponents of this approach consider the value 
of privacy able to be reduced to pre-existing rights that relate to property or one’s own 
person.  The second approach considers it to be an ‘irreducible fact that we value privacy’ 
(no italics in original) (Rossler 2004, p10) and this approach may be divided into two 
different approaches.  The first approach considers the value of privacy as irreducible to be 
intrinsic and thereby valued simply for its own sake.  The second approach considers the 
value of privacy to be irreducible in terms of the function/s privacy affords.  Importantly, 
these functions are not to be confused with the various reducible rights outlined above.  
Functional approaches also diverge from one another depending upon whether they refer to 
‘the protection of a person, or to the respect requisite for human beings, or to the protection 
needed by intimate relationships.’ (Rossler 2004, p10).  Additionally, there are a number of 
approaches that connect privacy with freedom, while the value of privacy more generally 
may be summarised as being justified on claims that are either conventional, moral or legal 
(Rossler 2004, pp10-11). 
 
A Review of the Literature on Privacy 
While the broad framework for privacy outlined by Rossler (2004, pp2-11) above provides 
the most coherent and comprehensive account of privacy found in the literature, the review of 
the literature generally revealed that in comparison to work on the public little has been 
researched on privacy.  Meanwhile, an article by Tony Fahey (1995, pp693-697) argues that 
privacy has been strategically deployed by various groups throughout history in order to gain 
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power in society.  He states that there has been struggle over the last century surrounding the 
roles of the state, religion and medical profession and that privacy has been important in 
many of these arguments yet at other times throughout history privacy has been neglected.  
He argues that such neglect is indicative of high levels of state intrusion into the private lives 
of individuals (Fahey 1995, pp693-697).  As such, Harry Blatterer (2010 pp73-82) addresses 
issues concerning privacy on the internet and argues that here the default is no longer that all 
is kept private unless released to the public but rather that only that which is held within the 
private domain remains private.  He explains this in terms of a generational divide and states 
that where generations prior to the introduction of the internet understood privacy to be the 
default, younger generations who have grown up with the internet understand their lives by 
default to be publicly available.  Yet without confusing the notion of publicity with what is 
traditionally understood to be the public in a political sense, Blatterer also introduces 
important ideas that link privacy to the sense of vision and standpoint that are associated with 
acknowledgement and that form the basis of democracy.  These three articles by Rossler 
(2004), Fahey (1995) and Blatterer (2010) provide key information about privacy. 
 
Otherwise, the vast majority of the literature presented a more fragmented and disjointed 
account of privacy.  Articles usually referred to one particular aspect of privacy that was 
decontextualised and where privacy was often presented as something that was mysterious 
and precarious.  This particular literature was confusing and in a number of instances the 
articles themselves referred to the confusion surrounding privacy.  The majority of these 
articles argued about which account of privacy was the more accurate.  In this respect, much 
of the research on privacy was directly focussed toward the work of other researchers rather 
than providing any substantive contribution to the topic of privacy (Bailey 2000, pp381-401, 
Brewer 2005, pp661-677, Butt & Langdridge 2003, pp477-493, Fahey 1995, pp693-697, 
Fuchs 2011, pp224-231, Huebert 2011, pp1-22, McCulloch 1997, pp793-799, Mosher 1996, 
pp555-558, Ribbens McCarthy & Edwards 2001, pp767-768).  Yet what these fragmented 
accounts of privacy did provide that Rossler’s (2004) broader outline for example could not, 
was evidence of two distinct yet disconnected themes concerning privacy.  Privacy was 
generally discussed in the current literature primarily in relation to the individual or to society 
and was little recognised by the author of the article in terms of how privacy was being 
conceptualised, defined or valued in the article.  As such, the review of the literature is 
presented in two sections.  The first section concerns types of privacy that relate to the 
individual while the second section concerns privacy that is associated with social institutions 
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and society more generally.  While each of these sections shows the segmented nature of the 
current literature on privacy, the focus on individual types of privacy gained markedly more 
attention in the literature than what is being referred to here as society types of privacy. 
 
Individual Types of Privacy 
Privacy that focusses on the individual has been written about in terms of intimate social 
relations, the self and the unconscious.  A lack of privacy poses certain complications for 
intimacy and identity that can make it difficult for some members of society to interact with 
others.  It has been suggested that these three markers ought to form the basis of future 
sociological enquiry into privacy.  The author justifies this line of sociological enquiry by 
stating that social forms of disavowal toward classical and democratic types of privacy have 
given way to a culture of DIY types of privacy in late modernity (Bailey 2000, pp381-401).  
Another article employs the use of Bailey’s (2000) categories in order to further explore 
privacy.  The piece discusses pre-reflective and reflective thought and the author argues that 
both types of thought may be considered to be real and natural.  The article conducts a 
discourse analysis on a diary of a deceased male comedian who was tormented over his 
sexuality.  He was outwardly homosexual but inwardly disavowed this aspect of himself.  As 
such, he designated himself to a life largely of celibacy and to being alone.  The diaries 
revealed that during the 1950’s the comedian gave up on finding a space within society where 
he could feel comfortable about his sexuality (Butt & Langdridge 2003, pp477-493). 
 
Interestingly, one article discusses C W Mills’ contribution to sociology and his work on 
linking the private and the public in the 1950’s.  Here Mills’ focussed on spaces of selfhood 
that repositioned sociology through a degrading of the public-private distinction.  The article 
discusses Mills in a biographical sense and explains how he was a solitary person and not 
popular amongst his academic colleagues.  The article states that he suffered traumatic 
experiences during World War Two that consequently fueled his interest in political 
radicalism and military.  He came from Texas and wanted to achieve sociological fame in 
New York (Brewer 2005, pp661-677).  The article goes on to say that Mills actively 
contributed to the construction of his biography and ‘often dramatised his Texan roots and 
deployed an imagined Texas as a strategy’ (Brewer 2005, p668) in order to cope with 
problems he encountered in ‘other spaces of selfhood’ (Brewer 2005, p668).  He is reported 
to have thought of himself as an ‘outlander’ (Brewer 2005, p668).  Another article provides 
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an analysis of love poetry written by an Anglican preacher in the 17th century.  The analysis 
seeks to gain an understanding of how privacy was conceptualised during this time.  In the 
author’s assessment, the preacher considers privacy to be ‘an experience that embodies the 
spirit of contradiction at every turn’ where the body and soul are binary opposites but where 
the mind provides the possibility of bridging the two (Huebert 2011, pp1-22). 
 
The literature also reports that privacy provides the basis of identity.  Although we forsake 
part of our privacy when we enter into social relations with others, we never forsake all of it.  
Privacy is discussed as providing the means for the individual to enter into social relations 
and to then refocus in light of such relations (Lloyd 1984, pp65-66).  Privacy is also said to 
provide the means to make summaries of large amounts of information.  It is suggested that it 
is privacy that provides the necessary amnesia needed to forget certain information in order 
to think more sharply.  This aspect of privacy is appealed to as being a human right (Baghai 
2012, pp954-956).  Further, the literature describes privacy as providing the individual the 
means to manage emotional proximity in social relations.  This is discussed in terms of 
different types of social relations with neighbours.  Social relations that are friendly yet 
maintain a certain distance are considered to be healthy.  But social relations that encroach 
too much on the personal lives of neighbours is considered to be intrusive (Crow, Allan & 
Summers 2002, pp127-145).  Meanwhile another article describes the privacy of the home 
and family as a place of domination, confinement and violence rather than as providing safety 
and security as traditionally conceived.  The article discusses the importance of women and 
those who are subordinated through privacy being afforded the power to enact change in their 
lives under their own terms rather than relying on government intervention.  The article states 
that in seeking legal protection from domestic violence, women have inadvertently invited 
the government inside their homes (Pattai 2012, pp314-317). 
 
Privacy is also discussed in the literature in terms of gendered access and argues that men 
gain privacy through silence and women gain privacy through rhetoric.  As such, women 
have been designated spaces where they are unable to remain silent and must access privacy 
through language and confession.  However, women cannot speak to the world directly, their 
utterances must be legitimated and mediated through doctors and the medical profession for 
example.  The article argues that this is because women are deemed incapable of expressing 
their own thoughts and feelings in an acceptably rational manner within what is traditionally 
considered to be a public forum.  Only the hegemonic male is able to experience privacy 
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through autonomous democratic means.  As such, where men are able to speak directly to the 
wider community, women must maintain distance through mediation.  The article goes on to 
say that men cannot be subordinated however, because as soon as the masculine gender is 
violated it becomes represented as the figure of the female, specifically the girl (Nelson 1999, 
pp279-306).  A final article found in the current literature that refers to privacy in an 
individual context discusses the importance of being able to control what different people 
know about us in our various relationships.  It is important that we are able to distinguish 
between our private and public selves, not only in relation to events that may be embarrassing 
but also with regard to innocuous events.  This is because our sense of privacy cannot only be 
explained by our need to avoid embarrassment, we also sense that particular aspects of our 
lives are simply no one else’s business.  Further, the author negates the notion of the ‘real’ 
person beneath our many social relations and roles, such social relations and roles are instead 
what constitutes the real.  Therefore, adjusting our behavior to suit different situations must 
not be seen as dishonesty or hypocrisy (Rachels 1997, pp69-76). 
 
Society Types of Privacy 
Elsewhere in the literature, privacy is considered in terms of the role it plays in society more 
generally.  One article accuses another of muddling different types of privacy and as failing 
to establish a clear distinction between what is being referred to both as objective and 
subjective and then as public and private.  This problem is attributed to the piece not referring 
to the public in a social sense and of therefore failing to adequately address the structures that 
govern our lives (McCulloch 1997, pp793-799).  As such, privacy was described as being 
omnipresent and was discussed in terms of the way that its meaning endlessly slips (Fahey 
1995, pp693-697).  Further, although privacy is often shown to be associated with providing 
personal liberation from public scrutiny, one article suggests that it is something that must be 
overcome in order to experience a full and public life (Ribbens McCarthy & Edwards 2001, 
pp767-768).  More recently, privacy has become complicated by the emergence of the rights 
of the child where the child acts as a third party mediating between parents and the state.  
Such mediation, while providing greater rights to the child, both undermines the power for 
members of civil society to manage their own lives and instils greater power in the state 
(Wyness 2014, pp59-74).  Further, such outcomes may be seen to only further deepen and 
embed disparity between men and women and to create a type of social inertia (Lloyd 1984, 
pp40-43). 
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A further article reviews work concerning the implications that the ‘tyranny of transparency 
[and] pressure for self revelation’ have for privacy.  Such implications are thought to concern 
a divide between liberty and equality in contemporary Western societies where equality is 
considered to have gained dominance.  The author of this work associates such equality with 
passivity and self-doubt while attributes these issues to the current institutional focus on 
administration and Libertarian principles.  The author argues that as a result, citizens become 
less likely to question the state and authorities (Mosher 1996, pp555-558).  A final article 
found concerning privacy in relation to broad social issues challenges the Liberal notion of 
privacy and explores a typology of privacy definitions.  The article discusses four elements 
that critique the Liberal concept of privacy that were raised by Karl Marx and Friedrich 
Engels and then further elaborated by Hannah Arendt and Jurgen Habermas.  These include; 
atomism that advances, possessive individualism that harms the public good, that which 
reproduces capitalist class structure, and capitalist patriarchy.  As such, the article proposes 
that privacy rights be differentiated according to position in the power structure so those who 
are wealthy must be more transparent and those who are poor have a greater degree of 
personal privacy.  This paper states however, that it is owing to the Liberal bias toward the 
concept of privacy that in fact the interrogation and theorisation of privacy has largely been 
ignored and the paper aims to illuminate this blind spot while also more generally restore 
weak and strong force back into their rightful position (Fuchs 2011, pp220-237). 
 
It becomes evident from the literature that privacy is most often written about in a way that is 
fragmented in comparison to more classical understandings of privacy such as that provided 
by Rossler (2004).  As such, it is often unclear in what context these accounts are referring to 
privacy and how these would be considered in terms of their conceptualisation, definition and 
value.  While the review of the more contemporary literature through the lens of either the 
individual or society provides an account of privacy that is confusing, a review of the social 
history of privacy provides insight into how privacy has operated in different societies.  Here 
important information is found that may be used to inform these confused contemporary 
accounts of privacy.  The following section is arranged in terms of social historical 
understandings of privacy that leads into the next chapter on privacy in the contemporary 
moment. 
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Four Significant Historical Moments in Privacy 
Modernity marks quite a specific period in history and an exploration of how privacy 
operated during other periods will assist in further contextualising more contemporary 
accounts of privacy.  Subsequently, a social history of privacy has been established where it 
becomes apparent that privacy had manifested in four important ways.  These were 
considered to represent the most diverse operations of privacy that were found and included 
privacy in connection with; ancient Greece, Feudalism, the introduction of ‘The Right to 
Privacy’ (Warren & Brandeis 1890, pp193-220) legislation, and computing during the 20th 
century9.  Here the ‘sociological imagination’ (Mills 1959, pp7-221) is applied to each of 
these historical moments in order to make the connection between past, present and possible 
future.  The first section on ancient Greece clearly delineates the public sphere and the 
private domain while the Feudal section focusses on privacy becoming associated with 
property and the primacy of capitalism.  Here, what constitutes privacy becomes less clear 
and privacy becomes seemingly detached from its traditional bearings.  The third section 
focusses on the fragmented nature of privacy subsequent to the industrial revolution and 
specifically in relation to the introduction of the print press and ‘The Right to Privacy’ 
(Warren & Brandeis 1890, pp193-220), legislation.  The final section focuses on the internet 
where traditional types of privacy exist alongside more contemporary types.  Through the 
exploration of these four important moments in privacy, certain processes that are associated 
with the operation of privacy are revealed.  These processes are seen to become more urgent 
in the fourth section that concerns privacy on the internet. 
 
Ancient Greek Origins 
In ancient Greece it was the public and political sphere that was considered to provide the 
key to power and freedom.  Greek philosophers formulated the basis of Western philosophy 
from The Milesian School and Thales through to Porphyry of the Neoplatonist school, who in 
turn further substantiated the work of the Pythagoreans (Freeman 1970, pp70-110 & 230-
235).  Greek philosophy spanned some six hundred years and a range of philosophers 
contributed both broad narratives and more specific theories that related both to the operation 
of society and to the nature of man.  The height and centre of Greek philosophy is arguably 
the work of Socrates, Plato and Aristotle.  Much of the work before and after these three 
                                                
9 These four periods were selected for analytical purposes and helped to delineate the significant periods in the 
development of privacy.  These four key moments continue to be represented throughout the thesis. 
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seems to represent some derivative or refocus of these works.  Plato leant toward the side of 
mind while Aristotle tended more toward the material and sense.  Socrates advocated a life 
that was more balanced between the two (Freeman 1970, pp70-110).  Subsequent 
philosophers, for example, Antisthenes and Aristippus are said to have in part misunderstood 
Socrates' meaning about the importance of the senses and to have provided a critique that 
responded to an exaggerated interpretation of Socrates' work.  As a result, the cynicism of the 
Stoics and the unbound pleasure of the Hedonist school have come out of these 
interpretations (Freeman 1970, pp96-97). 
 
The Public Sphere10 
In Greek society the domain of the public was associated with political power and could only 
be accessed by men, although there existed a hierarchy between male masters and male 
slaves.  The public was based on a premise of universality where there was one world that 
held the truth.  This truth, that was derived by the process of reason, formed the basis of what 
it meant to be human and what it meant to experience a well-lived life.  Although truth was 
derived from a process of reason that was associated with the male thought process, it was 
also thought to be neutral and to mark that which existed independently of different societies 
at different times throughout history.  In effect, reason was considered to be the common and 
innate factor between all men throughout time11 (Lloyd 1984, ppiix-x).  Reason was to 
confront previous and long standing narratives surrounding superstition and religion and was 
associated with a mode of thought that was clear and determinate.  It was a means to explain 
life in a way that could be logically understood and was based upon four cardinal virtues that 
included; piety, courage, moderation and justice.  These virtues were thought to be the 
foundation for life and that from which all else derived.  Reason was essentially about human 
beings taking control over nature and over their destiny, yet the ancient Greek philosophers 
emphasised the importance of this process being undertaken by a means that prioritised 
                                                
10 As mentioned previously, 'The public sphere' is a term coined by Jurgen Habermas in 1989.  It describes the 
ideal functioning of a political system cited in The Structural Transformation of the Public Sphere: An inquiry 
into a category of bourgeois society. 
11 Lloyd reports in this text that reason was considered to be associated with the mind and men, while non-
reason was associated with the body and women.  Much of how reason was accomplished involved overcoming 
that which was connected to women such as passion, sense and imagination.  However, throughout the text 
Lloyd does not explicitly state whether such attribution of reason is connected to the male sex or gender and this 
in turn makes it difficult to gauge what she is suggesting about the nature of the relation between women and 
reason. 
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negotiation and respect rather than simply being undertaken by sheer force (Freeman 1970, 
pp3 & 94-109). 
 
Ideally, it was essential that reason be distinguished from and kept separate to emotion and 
sense-perception that was associated with women, nature and the private domain.  As such, 
reason was connected to knowable form and distinguished from unknowable matter.  As an 
objective and universal truth, the forms were eternal and fixed.  Reason that was extruded of 
matter and sense in this way was referred to by Plato as mind, or what at later times he 
referred to as the 'supersensible', and was only able to be accessed by the gods and by men 
who were well-versed in the processes of reasoned thinking (Lloyd 1984, pp4-5, 8 & 16).  
The cultivation of such thinking was supposed to allow freedom from the body as the body 
was thought to imprison the mind.  Reason represented purity, immortality, the eternal and 
the unchangeable.  Matter and senses on the other hand, were associated with change, 
confusion, blindness and slavery (Freeman 1970, p96, Lloyd 1984, p6).  Although in later 
works, Plato does make room for passion and the senses in the intellect where he compares a 
calm and practical social relation to knowledge with that of a social relation filled with 
passion.  However, many philosophers refuted this proposition and aimed to firmly re-
establish the importance of prioritising mind over sense and in keeping them separate.  
Philosophers warned of the fall into a mortal and unhappy existence where one has fallen 
prey to sense and pleasure, and described this as the deception of the serpent.  On the other 
hand, Aristotle firmly positioned life within material and timely principles that he claimed 
were the true means to release the mind from its imprisoned body.  This became the more 
widely accepted approach (Lloyd 1984, pp8-9 & 24). 
 
Forfeiting Privacy 
On the other hand, the private domain was assigned to women and nature, it was associated 
with family and raising children, and was considered to be pre-political.  Although its 
importance in the greater scheme of society was acknowledged, the private domain acted 
only as support to public and political proceedings.  Women's capacity to conceive connected 
them directly to nature and they were seen to imitate the earth.  Women gained their 
connection to the public and political sphere through men.  Further, privacy, women and the 
family were understood to provide the connection to kin and blood relatives where men were 
considered to provide the seed for life while women housed and nurtured that seed.  Women 
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were associated with mystery, immersion and darkness, everything that reason was designed 
to overcome.  Yet while the public sphere seemed to exemplify the foundation for a perfect 
society and to provide protection from the darkness, it was only extended to a very small 
section of the population who were the dominant males (Lloyd 1984, pp2-5 & 36).  Women 
and slaves were denied access to this domain.  And while women were designated the private 
domain of home and family, slaves were designated a domain that was seemingly between 
the public and the private effectively being able to access both yet belonging proper to neither 
(Howard 2008, pp492-497). 
 
However, Genevieve Lloyd raises objection to the way that women were represented in 
Greek philosophy.  She states that femininity had not been negated outright and discusses 
how many feminine traits had been applauded and incorporated into Greek thought.  Yet she 
states that this was a large part of what had embedded and reiterated women's a priori 
subordinate status.  For this reason, she describes women as always already having been 
transcended (Lloyd 1984, pp2-3 & 105).  In Greek philosophy the conversation was held 
within the public sphere and was centered around politics.  Lloyd endeavours to 
retrospectively re-orientate the conversation between the public sphere and the private 
domain and to focus the discussion rather on gender.  She sets the challenge toward 
understanding 'the structural features of our concepts of gender' in order to escape the 'older 
structure of male norms and female complementation' (Lloyd 1984, p105).  She states that as 
a solution to this issue, women today need to initiate and work on their own projects.  She 
further remarks on what she perceives to be the irony of this process having to occur within 'a 
space already prepared for it by the intellectual tradition it seeks to reject.' (Lloyd 1984, 
p105).  The process that Lloyd is recommending does however, seem to create a bind because 
it suggests that in order to progress, women need firstly to wind back existing structures and 
to clear their mind of existing types of knowledge.  Such suggestions in themselves seem to 
pose an idealised assumption about how human beings are able to think and about how 
knowledge is able to be formed.  By Lloyd's recommendations, women not only remain 
invisible to the public sphere but also begin to sever their capacity for reasoned thought 
(Kaika 2011, pp968-981).  In addition, by occupying a place that is between the public sphere 
and private domain without access to either, women are effectively demoted from the private 
domain to the status of slaves (Howard 2008, pp492-497). 
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In summary, it is evident that privacy is clearly delineated from the public in ancient Greece 
and women are unable to themselves directly access the public and political sphere (Lloyd 
1984, pp2-5 & 36).  Slaves on the other hand, occupy a space that is less clearly distinguished 
(Howard 2008, pp492-497).  Within the public sphere of Greek society philosophers 
ruminated at length over the operation of the human mind, matter and sense and which ought 
to be included and prioritised in directing political society (Freeman 1970, pp70-110).  When 
considering the state of contemporary society in terms of consumption and pleasure 
(Featherstone 2007, p13), the importance of how sense is interpreted becomes all the more 
apparent (Freeman 1970, pp96-97).  Yet the type of knowledge derived from Plato’s notion 
of mind or what he referred to as the ‘supersensible’ (Lloyd 1984, pp4-5, 8 & 16) provides 
the means to access more clear and enduring types of knowledge.  However, the private 
domain does not always seem to provide an entirely adequate or satisfying life for women 
and where women seek to write over the work of the ancient Greek philosophers, they 
effectively enter the public sphere under spurious conditions (Lloyd 1984, pp2-3 & 105). 
 
Feudal Pros and Cons 
By Feudal times privacy is no longer hidden nor seemingly subordinated, on the contrary it 
has become a conspicuous feature of society and has become something that is sought after.  
Granted the characteristics of Feudal society mark a distinct difference in what privacy and 
the private mean, but not only has the private changed, the public has changed also (Miller 
2012, pp39-63).  This process of change occurring to privacy also endures a history over time 
that develops and builds (Bergmann & Sager 2008, pp1-8, Manderscheid 2009, pp27-45).  
During Feudalism the aristocracy was replaced by government and privacy became described 
in much more informal terms.  The French Revolution marked the overthrow of the ruling 
class and the rise of civil society.  This corresponded with the decline of the sovereign state 
that was passed down through aristocratic bloodlines and the introduction of government that 
was administered through the nation state system.  Much of the impetus for this change came 
about as a result of Enlightenment philosophy that focussed on the importance of reason 
rather than superstition and religion in directing the course of society12.  As such, where in 
ancient Greece privacy acted as support to public and political proceedings, privacy is now 
                                                
12 In reaction to the focus on reason associated with the Enlightenment came the later counter-reaction of the 
romanticist period that focussed on the importance of emotion and the imagination as the apparent basis for 
creativity.  See Kehoe, B (Undated), What is Romanticism?, https://www.nationaltrust.org.uk/features/what-is-
romanticism 
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described much more informally and is seemingly independent of the public sphere (Devons 
& Gluckman 2007, pp13-19).  Rather than being associated with nature and women, privacy 
is now associated with property, capital and bourgeois culture.  This comes with an 
accompanying shift in focus from religion, intellect and politics to possessions and pleasure.  
Further, where privacy had been associated with family in Greece, it is now predominantly 
mediated through money.  This is something out of reach to most of the population.  But 
privacy in Feudalism also maintains its connection to family and kin.  So alongside the 
monetisation and mediation of privacy, privacy is expressed as property being passed down 
through the bloodlines of wealthy families (Miller 1995, pp141-157).  Another significant 
change to privacy occurred in that where it had symbolically been associated with nature and 
earth in Greece (Lloyd 1984, pp2-5 & 36), privacy had now become associated with these 
things quite literally.  Great sections of land were fenced off and gated from public access as 
private property (Devons & Gluckman 2007, pp13-19).  So in one respect, capitalism and 
property can be seen to have colonised the area designated to privacy, yet in doing so also 
had the effect of materialising privacy (Miller 2012, pp39-63). 
 
The 'Nether World'13 Surfaces in Property 
As discussed in the ancient Greek section, the private domain was associated with 
particularity, powerlessness, being pre-political and confined to nature.  Hegel refers to the 
private domain and its various resources as 'the feminine nether world' (Lloyd 1984, p80).  
He explains that the private and the family can access a form of the universal indirectly 
through the embodiment of ethical life that exists within the family.  However, the means by 
which the private and the family, and by extension women, gain direct and legitimate access 
to the universal world can only be via the male.  Further, where men are able to experience 
the particular within the family and then to experience the universal in the public sphere, 
women must experience both of these through family life.  This creates a tension in the 
consciousness of women between how they see the sum of their own world and how they see 
their own world in relation to the public world from which they are aware that they are 
excluded.  Hegel states that the feminine consciousness is distinctly embodied in this way.  In 
addition, this world is defined by always already having been transcended, just as public life 
for men is defined by already having transcended the private world.  Yet during the overturn 
                                                
13 Hegel refers to the private world of women as 'the feminine nether world', cited in Genevieve Lloyd, 
1984,'The Man of Reason: 'Male' and 'Female' in Western Philosophy', p80. 
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of the sovereign state, women and the ‘nether world’ surfaced into public life without male 
endorsement and entering the public sphere in this way led to an illegitimate experience of 
public and political life for women.  As a result, women became fixed and exposed in an area 
that is traditionally designated to masculinity without masculine endorsement (Lloyd 1984, 
pp18-37 & 80-84).  However, notions of privacy as hidden and mysterious from ancient 
Greece still persisted.  In addition, the traditional association of privacy with family and kin 
had now manifested in private property being passed down through the bloodlines of wealthy 
families (Miller 1995, pp141-157).  Through these bloodlines, a particular group in society 
was considered to hold innate entitlement to both property and privacy. 
 
This also had an impact on the public sphere.  Aside from its political focus being largely re-
orientated to commercial values, the public sphere also became imbued with the persistent 
and embodied notions of privacy.  These concerned concealment and mystery along with 
sense and emotion.  Yet access to privacy proper was no longer an option available to men 
either.  Thus, the surfacing of the 'nether world' had the effect of displacing the traditional 
public sphere while also creating a generic version of itself in the Commons.  The intellect 
and reason derived from the Greeks became submerged under private property and bourgeois 
culture.  While those who were unable to gain access to the traditional public sphere nor gain 
access to private property became the common public (Miller 1995, pp141-157).  It becomes 
evident that the surfacing of the ‘nether world’ and the primacy of bourgeois culture 
displaced the public sphere and left the private domain largely unattended.  It also created the 
effect of both political and illegitimate versions of the public sphere and the private domain 
coinciding.  This is precisely what the Greek philosophers had determined to avoid when they 
advocated the importance of form and matter remaining as distinct and separate entities.  It 
was effectively the means by which reason was able to be kept separate from sense (Lloyd 
1984, pp4-5, 8 & 16).  This is not to be confused for example with Plato’s attempts to 
incorporate passion or emotion into the intellect and reason.  Rather it was specifically the 
appetite that the Greek philosophers were attempting to rule over with reason when they 
prioritised form over matter (Klosko 1988, pp341-345).  As such, this process of privacy 
entering the public sphere through illegitimate means produced the effect that the Greek 
philosophers had described as the deception of the serpent (Lloyd 1984, pp8-9 & 24). 
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Women as Objectified and Fixed 
However, because women had entered a public area that did not incorporate the political 
elements of the traditional public sphere, women had become highly visible in Feudal 
society.  Such visibility without the protection and awareness afforded by the process of 
having entered the public through legitimate political channels, meant that women had no 
control over how others saw them.  They were unable to authorise what they displayed and in 
a sense they were exposed to others and blind to the context of their own actions.  Rather than 
being looked at, women were instead looked through.  It is only by accessing the public 
sphere via political legitimacy that women are able to gain the means to protect themselves 
by being able to control what they reveal to others.  By accessing the public sphere via 
illegitimate means, women are not only precluded from recourse to political power but are 
also now denied access to what little power was available to them in private domain 
(Blatterer et al. 2010, pp73-76, Rossler 2004, pp194-214).  As was mentioned, although 
slaves in ancient Greece were able to access both the public sphere and the private domain 
they belonged proper to neither (Howard 2008, pp492-497).  Women however, who have 
entered into the public via illegitimate means not only belong neither to the public nor private 
domains, but are also denied access to both of these spheres. 
 
In effect, where previously women had held the status of being pre-political and possessed 
the potential to legitimately enter the political, this potential had now been relinquished.  In 
this sense, the private world of ancient Greece afforded women certain possibilities (Lloyd 
1984, p2), however the illegitimate public area occupied by women in Feudalism had 
complicated the place and role of women in society.  Through their association with private 
property women were not only highly visible in society, they had also become associated 
with property and fixity.  These characteristics jarred with traditional conceptions of privacy 
that associated women with mystery and change (Freeman 1970, p96, Lloyd 1984, p6).  Yet 
while women had traditionally been connected with change, this change was understood to be 
situated within a public and political context and not within the illegitimate and visible area 
where women find themselves during Feudalism.  In this respect, change became internalised 
and the role that women had played previously in generating social change became 
refocussed around change occurring within the individual.  This created a certain stasis in 
society that had the effect of further promoting internalised notions of change that in turn 
made consideration of society outside of a capitalist context difficult. 
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Evidently, the emergence of the bourgeoisie and capitalism bears certain connection to 
women having vacated the traditional place of privacy (Lloyd 1984, pp18-37).  Here, what 
constitutes both public and private have become unclear and contradictory while the public 
sphere also becomes displaced (Miller 1995, pp141-157).  Without the clear direction from 
the public sphere that was apparent in ancient Greece, society can only look internally for 
direction about how to move forward.  Meanwhile, women have been placed in a position 
where they are no longer able to authorise their own actions and have become connected to 
private property and the emerging tenets of bourgeoisie society (Blatterer et al. 2010, pp73-
76, Rossler 2004, pp194-214). 
 
A Dialectic of Rights and History 
With the development of the printing press and photography toward the end of the 19th 
century, yet another manifestation of privacy and its associated problems arose.  The speed 
and repetition involved in the use of machinery that developed during the industrial 
revolution introduced a new range of social complications.  Where in Feudalism property had 
become privatised, production and factories now induced increasing levels of specialisation 
in the manufacture of consumer items.  With the mass distribution of information by the print 
press a whole new industry involving celebrity culture arose.  In response to pressures 
surrounding the growing celebrity culture, Judges Samuel Warren and Louis Brandeis 
enacted a new legislation named 'The Right to Privacy'14 (Warren & Brandeis 1890, pp193-
220).  This legislation was published in the Harvard Law Review in 1890 and although the 
legislation emphasised an individual's 'right to be let alone', it was specifically designed to 
protect the inner feelings and emotions of the individual from public exhibition and 
embarrassment.  Hence, although the individual was already afforded privacy rights within a 
social and political context under liberal democracy, limits and boundaries on what could be 
published about a person became further elaborated and fixed through the law (Warren & 
Brandeis 1890, pp193-220).  The introduction of this law departed markedly from the 
sentiment intended by Rousseau in the Social Contract because where the Social Contract 
entrusted the democratic citizen with the preservation of privacy (Rousseau & Betts 1994, 
                                                
14 This refers to ‘The Right to Privacy’ legislation that was implemented in 1890 by Judges Samuel Warren and 
Louis Brandeis.  The legislation occurred in reaction to the development of the print press and the article was 
published in the Harvard Law Review. 
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pp45-168), ‘The Right to Privacy’ legislation removes this responsibility from citizens and 
bypasses this entire social process. 
 
Controlling Nature – The Right to Privacy 
The private domain was always considered to be separate to the state.  Although ‘The Right 
to Privacy’ legislation seems to afford the individual greater rights, it actually had quite the 
opposite effect.  Such intervention by the law with a legislation about privacy overrides the 
autonomy of the individual to take care of their own privacy.  Any law enforced over citizens 
precludes individual choice over that issue, the decision is made exclusively through legal 
channels and the issue is taken out of the hands of the individual to decide.  Therefore, it is in 
the best interest of the individual to do the right thing in the first instance because self 
regulation through our morality delivers greater freedom than legal and state regulation 
(Rossler 2004, pp73-112).  As was outlined at the beginning of the chapter in the discussion 
about Rousseau and the Social Contract, privacy underpins our freedom because the contract 
extends privacy to the individual in the first place.  This comes with the expectation that the 
individual will choose to fulfil their social duty (Rousseau & Betts 1994, pp45-168).  
However, the introduction of ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-220) 
legislation removes the means for the individual to choose to exercise their privacy and 
thereby precludes the individual from fulfilling the Social Contract.  It is of interest that there 
was not greater resistance to the implementation of this legislation at the time considering the 
enormous impact this has for the autonomy of the individual. 
 
The other interesting aspect of ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-220) 
legislation is that the central premise upon which this legislation had been devised was 
already available through a number of other privacy laws.  These related to 'slander', 'libel', 
the 'right to be let alone', 'contractual rights', 'inviolate personality', 'breach of contract' and 
'breach of faith' within the Common.  Theorists are now divided about the need for this 
legislation and debate that the Common adequately protected the privacy of individuals.  It is 
argued that the introduction of the legislation had been essentially about creating publicity for 
Warren and Brandeis and the recently established Harvard Law Review.  In addition, 
although the legislation was designed to protect the privacy rights of all individuals, public 
figures and celebrities were those who were most in need of such protection as a result of the 
growing print media.  The needs of the majority of the population would have already been 
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adequately covered in the Common (Glancy 1979).  In effect, ‘The Right to Privacy’ (Warren 
& Brandeis 1890, pp193-220) was a law that regulated the many in order to benefit the few.  
As a consequence, what had previously been something that was variously accessed as 
required, now became something that the individual was continuously in possession of. 
 
The Commons Embodied 
Although privacy was still associated with women in terms of family and bloodlines from 
Feudalism (Miller 1995, pp141-157), privacy was now less clearly connected to women.  
This came as a result of their disconnection with social change by becoming fixed in property 
as well as from the introduction of ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-
220) legislation.  These two changes in particular set processes in motion that promoted focus 
on the individual at the expense of broader social issues.  Such focus on the individual, 
combined with imperatives that had been set in place by the bourgeoisie during Feudalism 
(Miller 1995, pp141-157), became manifested in an intensified version of capitalism that was 
expressed through the industrial revolution.  Subsequently, focus has become less about the 
public sphere and the private domain and the social relation between the two, but rather on 
consumption and the acquisition of consumer objects in order to produce a sense of self and 
identity (Featherstone 2007, p13).  With such degradation of social relations, people lose trust 
in each other and in society more generally and feel at a loss to improve their lives (Faden et 
al. 1986, pp274-294).  Certain theorists consider trust to be prerequisite for the sense of 
vision.  Yet in order to attain this sense of vision, the individual must firstly be acknowledged 
or ‘seen’ by others.  Such acknowledgement is the means for inclusion and is considered to 
be the basis of democracy.  Yet when we ‘overlook’ others we fail to validate their presence 
and deny them inclusion (Blatterer et al. 2010, pp78-82). 
 
In this same way, the implementation of ‘The Right to Privacy’ (Warren & Brandeis 1890, 
pp193-220) legislation effectively acts to ‘overlook’ and to withhold acknowledgement of the 
individual within a democratic context.  In effect, the implementation of this legislation 
renders the population invisible and this begins to break down the Social Contract.  Recalling 
the discussion at the beginning of the chapter that is, that privacy is a gift that is given to the 
individual at birth with the expectation that the individual will preserve that gift (Rousseau 
and Betts 1994, pp45-168).  In this way, the spirit of the contract necessarily anticipates the 
agency of the individual for fulfilling this requirement.  The implementation of ‘The Right to 
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Privacy’ (Warren & Brandeis 1890, pp193-220) legislation effectively bypasses this process 
and thereby bypasses the agency of the individual.  As a result, because privacy is unable to 
be preserved for others and for future generations the contract has been breached and this 
marks a decided violation of the law (Faden et al. 1986, pp274-294).  In effect, the 
implementation of ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-220) legislation 
was a law that broke the law because it disregarded the fundamental condition of democracy 
that involves the requirement of informed consent (Faden et al. 1986, pp274-294).  This is the 
bind that people find themselves held within during the 20th century and subsequently people 
search for some other means by which to gain acknowledgement. 
 
The introduction of ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-220) legislation 
marks a significant point in the social history of privacy.  Under the operation of democracy, 
the introduction of this legislation has the effect of paternalising, fixing and homogenising 
citizens in order to support celebrity culture.  This is in contradistinction to allowing citizens 
to enact their own privacy through the Common and thereby allowing the existing social 
mechanisms set in place within democracy to simply regulate a more appropriate response to 
the prevalence and even necessity of celebrity culture within society (Faden et al. 1986, 
pp274-294).  Subsequently, contradictory messages occur writ large throughout society that 
include issues concerning where the the boundaries of the law lie. 
 
The Internet and Division 
Henceforth, Western society in the 21st century is characterised by large systems that 
coincide with specialisation.  Society is now often discussed in terms of being globalised and 
is generally thought of as extending comprehensively and equally beyond Western 
civilisation although the notion of globalisation is inherently Western-centric.  Knowledge 
and information have become a layer of exchange over capital and money (Castells 2010 
pp77-215).  Further, what now constitutes reason and knowledge itself is called into question.  
Knowledge is no longer about one universal truth that enables an infinite source of creativity, 
it is about many ideas and competing realities, and such types of knowledge are viewed 
primarily in terms of how they afford without due consideration to how they also constrain 
(Lyotard 2004, pp124-126).  Knowledge is viewed in terms of its exchange value whereby it 
has become integrated with the imperatives of capital (Bauman 2001, pp78-92).  Academic 
knowledge has also been impacted and to some degree retyped by such competing realities 
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and this has increasingly contributed to the confusion about what constitutes knowledge 
within contemporary society (Rayment 2013, Wellen 2009, Westheimer 2010).  Interestingly 
and amid such impairment, a discourse of pleasure has replaced what was previously 
described as a work-ethic (Goodale 2009, pp1-19).  Further, the overriding sentiment in 
contemporary Western society is one of impermanence rather than durability.  This sentiment 
negates continuity with the past and considers the arrangement of contemporary life to be 
unprecedented in a way that is associated with progress in terms of science and technology 
(Livingstone 2002, pp17-21).  The existence of social hierarchy is much less visible and it is 
an impression of equality and freedom that currently predominates (Fuchs 2011, pp224-231).  
Life is still essentially about human beings attempting to take control over nature but this 
process is now undertaken through the employment of instinct rather by reason.  Further, the 
means by which attempts at such control are undertaken is less important than the apparent 
power that such control provides (Urry 2013, pp159-162 & 219-223). 
 
The Great Public-Private Shift 
It is evident thus far throughout the chapter that the role and place for privacy and its relation 
to the public sphere has gradually changed.  As the chapter has detailed, this process has 
flowed on from Feudalism and become further embedded by ‘The Right to Privacy’ (Warren 
& Brandeis 1890, pp193-220) legislation.  Following from this, the introduction of the 
internet during the late 20th century has further complicated privacy.  Where traditionally the 
private domain was associated with what was hidden and the public sphere was associated 
with what was open to view (Rossler 2004, pp2-11), this arrangement now coincides with the 
much less distinct roles of private and public that exist today on the internet.  The chapter 
shows that this process has occurred as a gradual yet continuous narrative where society was 
increasingly designed to operate without a place or purpose for privacy.  The development of 
the internet marks a decided moment in this process where the type of privacy available on 
the internet becomes clearly predominant while traditional types of privacy become more 
obfuscated (Blatterer et al. 2010, p76-82).  The use of SNS on the internet has increasingly 
become understood as a public practice (Hall & Baym 2011, pp316-331, Livingstone 2008, 
pp393-411) and as a result many users now search for more private types of social relations 
on the internet.  The use of privacy apps in response to privacy issues on the internet 
represent the most recent development in this process.  As such, privacy apps are considered 
to be more private because they bypass ISP’s (Bereznak 2014, Bilton (b) 2014, Fiegerman 
 53 
2014, Gannes 2013, Hill 2014, Lawler 2013, Olson 2014, Reyburn 2014, Sloane 2014, 
Wortham 2014).  As mentioned in the Introduction, privacy apps are also considered to be 
private because of the additional privacy features they provide (Lawler 2013, Sloane 2014). 
 
The changes occurring to privacy as well as the relation between the public sphere and the 
private domain as a result of the development of the internet are encapsulated in recent work 
by Blatterer et al. (2010, p76).  These detail what may be referred to as a certain supplanting 
of reality whereby, as already mentioned in the chapter, previous generations considered 
private life to be the default and some action was required in order to make something public.  
Whereby in contrast, it was also stated that youth today consider their lives to be public by 
default and some action to be required in order to make certain aspects of life private 
(Blatterer et al. 2010, p76).  These two versions of the relation between the public and the 
private concur on the internet.  Subsequently, privacy apps are used in contemporary society 
in order to access privacy on the internet where on certain of these apps privacy is derived by 
uploading personal information that is lost in the anonymity of the crowd (Whisper 2015).  In 
summary, the notion of the public and the private still exist but what was traditionally 
understood as the public sphere is now largely obfuscated by the internet.  While what was 
traditionally considered to be private is effectively the internet and is now considered to be 
public (Blatterer et al. 2010, p76).  Additionally, the internet has become further 
differentiated by the inclusion of private areas that may be accessed through the use of 
privacy settings (Papacharissi 2010).  Yet apps that specifically cater to privacy provide the 
user with a default type of privacy that in certain instances provides the user the means to 
access a type of public domain (Whisper 2015). 
 
Emptying Out 
Clearly, privacy in contemporary society may be described in many respects as a paradox.  
The type of knowledge associated with popular culture, formerly referred to as the Commons, 
has slowly merged with academic knowledge.  This has created confusion and weakened 
what was previously more structured and contextualised types of knowledge such as, the type 
of knowledge that is based around Greek understandings of politics and society (Fuller 1999, 
pp583-586).  Further, where reason was kept separate from the senses in Greek philosophy, 
in contemporary types of knowledge this arrangement has become complicated where reason 
has been somewhat displaced and where sense in terms of emotion and appetite have 
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combined to become the greater focus.  Subsequently, competing conceptualisations of what 
constitutes the public and private have eventuated causing confusion in contemporary 
society.  These represent the culmination of the complications introduced by capitalism that 
were combined with the legal issues surrounding the introduction of ‘The Right to Privacy’ 
(Warren & Brandeis 1890, pp193-220) legislation and the subsequent development of the 
internet.  Effectively, it is no longer settled as to how both public and private are to be 
defined nor where each is to be anchored.  Further it is no longer settled that these two 
conceptualisations are even of the same type nor which is to be the derivative of the other 
(Rayment 2013, Wellen 2009, Westheimer 2010).  This is what Greek philosophy had 
described as unknown matter, change, confusion, blindness and slavery and had described as 
the problem with sense foregrounding reason (Freeman 1970, p96, Lloyd 1984, p6).  As was 
discussed in the ancient Greek section of the chapter, philosophers warned of the fall into a 
mortal and unhappy existence where the deception of sense and pleasure have become 
prioritised over reason and known form (Lloyd 1984, pp8-9). 
 
As was also discussed earlier in the chapter, Plato did attempt to incorporate passion and the 
senses into the intellect yet attempts at such synthesis proved an unpopular endeavour with 
fellow philosophers and the general consensus was to firmly re-establish the importance of 
keeping these separate (Lloyd 1984, p24).  Further, although it was viewed by later 
philosophers that Plato had unnecessarily laboured in isolating the connection between reason 
and sense, understanding this connection certainly does now seem to have become a pressing 
issue in contemporary society (Lloyd 1984, pp8-9).  As previously discussed, privacy is the 
basis of the Social Contract that has itself been established around notions of theology, 
sovereignty and nation-states (Rousseau & Betts 1994, pp45-168).  Although there is an 
overriding sentiment in the literature that contemporary society cannot be understood within 
these traditional contexts, there is also a competing literature that provides certain 
explanations that can account for this effect.  These include concepts that concern the 
miniaturisation of society and the desensitisation of the individual (Lyotard 2004, pp124-
125).  In addition, this effect is discussed in terms of characterising a one-sided exchange 
processes whereby the individual utilises the rights afforded them by society yet gives little in 
return (Bauman & May 2001, pp78-84).  Where privacy is difficult to access via traditional 
channels users look for privacy instead on the internet.  Consequently, something that was 
traditionally generated and managed through the commitment of the individual to society 
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(Rossler 2004, pp6-11, Rousseau & Betts 1994, pp45-168), is now mediated through 
channels focussed on capital imperatives that include the use of various devices. 
 
Privacy on the internet presents a certain confusion whereby what constitutes knowledge 
itself has become less clear (Rayment 2013, Wellen 2009, Westheimer 2010).  Society has 
effectively re-geared to operate somewhat independently of classical types of knowledge and 
privacy apps have developed in response to these changes.  Lyotard’s conceptualisations of 
miniaturisation and desensitisation help to explain how these new boundaries are drawn and 
how it is possible for this process to occur (Lyotard 2004, pp124-125).  Social relations on 
the internet have become the focus in contemporary society and when considering the way 
that knowledge and privacy is altering within this context, the importance of finding a 
solution to how both emotion and appetite can operate in conjunction with reason becomes 
all the more apparent. 
 
Concluding Comment 
This chapter provided an account of the way that privacy may be conceptualised, defined and 
valued through the broad privacy framework provided by Rossler (2004) while also provided 
a review of the current literature on privacy that was found to be fragmented and disjointed.  
Therefore, in order to more clearly understand privacy the chapter detailed a social history of 
privacy through the use of the ‘sociological imagination’ (Mills 1959, pp7-221) that included 
four important moments in privacy history.  This exploration revealed the underlying patterns 
associated with the operation of privacy throughout each period.  These included; a clear 
account of the public and private domains in ancient Greece, the rise of private property and 
fragmentation of privacy subsequent to the decline of the sovereign state, the paternalisation, 
fixity and homogenisation of society resultant from the introduction of ‘The Right to Privacy’ 
(Warren & Brandeis 1890, pp193-220) legislation, and the concurring and paradoxical 
relations between the public and the private on the internet.  The chapter outlined how 
attempt is made in the final period on the internet to reproduce the type of public and private 
domains that characterised ancient Greece, however these are only able to be reproduced here 
on a very superficial level (Blatterer 2010, p76-82).  Yet in saying such, an exploration of 
privacy on the internet does provide certain information that is otherwise unavailable in the 
physical space.  The following chapter will further investigate how privacy operates on the 
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internet and will detail the gradual development of this type of privacy that leads to the use of 
privacy apps. 
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Chapter 3 
Developing a Privacy Solution 
 
This chapter provides a detailed account of how privacy operates specifically as a result of 
the development of the internet and with respect to smart technologies.  Because privacy is 
such an important aspect of our lives, it is imperative to understand how privacy pursued 
through the use of smart technologies is impacting on traditional types of privacy.  Where at 
the end of Chapter Two certain issues associated with the practice of privacy on the internet 
were introduced, this chapter now explores these issues in greater detail.  This chapter shows 
that privacy on the internet in many respects attempts to replicate the processes to have 
occurred to privacy since ancient Greece.  This in turn raises questions about the nature of 
social relations both on the internet and more generally.  Here the chapter begins by 
clarifying how a social relation is understood in the current literature and how social relations 
operate on the internet by detailing the various types of privacy software that operate through 
smart technologies today.  Here, each stage in the development of privacy software presents 
the same issues that were raised in each section of the social history of privacy in Chapter 
Two, however what this current chapter offers is a solution to each of these issues.  For 
example, Chapter Two detailed privacy issues that concerned the fragmentation of privacy in 
Feudalism, then the paternalisation, fixity and homogeneity in society associated with the 
introduction of ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-220) legislation, and 
then the concurring yet competing relations between public and private associated with the 
development of computers.  However, in this chapter the various types of software that are 
connected to privacy on the internet are discussed (Anthony et al. 2017, pp249-269), and 
each of these also provides a certain privacy solution.  These various types of software 
include; email, networking and then apps. 
 
As such, the types of social relations that occur via each of these software provides further 
understanding to the privacy issues raised in Chapter Two.  For example, the solution to the 
loneliness of the fragmentation of privacy during Feudalism is the sense of connection and 
support that is gained through email.  The solution to the dislocation resultant from ‘The 
Right to Privacy’ (Warren & Brandeis 1890, pp193-220) legislation is the sense of rapport 
gained through networking.  The solution to the sense of confusion associated with the 
development of computers is the sense of control gained through accessing various apps to 
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suit specific needs.  These solutions may be used to inform social processes in order to access 
justice.  Finally, the chapter introduces and discusses the three privacy app categories that 
have been developed via this research.  These categories have emerged as a result of a close 
content analysis of each of the twenty-seven privacy apps that were available at the time of 
the research (that is, 2015).  These three categories will be integral to the methodology and 
analysis to follow in the thesis. 
 
What is a Social Relation? 
What defines a social relation is something that is contentious in the literature and by way of 
explanation to such a claim, The Blackwell Dictionary of Social Thought may be referred to 
where it was found to omit a definition of the word ‘social’.  Instead, the dictionary only 
refers to the word social when combined with another word, for instance in terms of social 
‘change, choice, contract, control, democracy, differentiation, history, mobility, movement, 
policy, psychology, structure, welfare and, of course, -ism’ (Howson 2017, p2).  Further, the 
word social has been applied loosely and disparately with these other words and in such 
instances has been widely and imprecisely disseminated throughout the literature.  More 
importantly, that which is being defined as social in this thesis contains both a social and an 
individual component and as such, is able to connect with comprehensive bodies of meaning 
and context.  Such a definition is arguably only possible as a result of sociological endeavour.  
However, much of the literature more generally considers the results of such endeavour to be 
a naturally occurring feature in society.  Either the work of sociologists is not acknowledged 
or the word ‘social’ is used in a way that focuses only on the individual (Howson 2017, p2).  
Therefore, given the problems with a definition of social, it becomes necessary to establish a 
working definition here, in order to address the final part of the research question. 
 
A social relation has been described as involving the meaningful connection between two that 
may become evident through work, friendship, family or intimacy (Giddens 1992, pp49-64).  
It is a relation that is oriented toward the behaviour of others and is entered into consciously 
and voluntarily (Weber 1968, p7).  The communication within a social relation is also 
thought to involve the verbal and mutual exchange of ideas where each partner has some 
level of influence on the other and where each partner is equally dependent upon the other 
(Bauman & May 2001, p85).  Further, it may relate to a connection between individuals or 
groups provided there is some sense of uniformity in the group and that there are only two 
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groups involved (Giddens 1992, pp184-188).  This is not to be confused with the dynamics 
associated with triads or larger and disparate group interactions (Lyotard 2004, pp123-146).  
Some social relations, such as marriage for instance, are bound within certain legal 
circumstance and may be thought of as publicly sanctioned, yet privately practiced for the 
most part.  However, more generally, where one partner fails to co-operate the social relation 
will cease to continue (Giddens 1992, pp49-64).  Therefore, taking all of these approaches 
into consideration, it is concluded that a social relation may occur within either a public or 
private place and there is an underlying requirement of co-operation, reciprocity and trust.  
Further, the strength of the social relation may be measured by the amount of time that the 
partners spend together or by the emotional intensity and therefore attachment involved in the 
social relation. 
 
Social Relations on the Internet 
Where social relations as traditionally understood are based on notions of obligation and 
permanence, social relations on the internet provide the means for the development of social 
relations that are instead based on commitment and the building of trust between partners 
(Giddens 1992, pp49-64).  As was outlined in the Introduction, privacy apps utilise the same 
hardware as the internet (Dillet 2014).  The internet if facilitated by the the binary logic of the 
computer and was developed by the US military as a potential solution to post-nuclear 
communication during the Cold War that extended for much of the second half of the last 
century.  The internet is disseminated from four main centres in the US that are supported by 
the Pentagon and use the same data cables that continue to be used for telephone 
communication generally throughout society today (Sterling 2006).  With the significant use 
of the internet in contemporary society, social relations on the internet have become a topic 
of interest with respect to whether such social relations may be considered to be 
‘transformative’ or an ‘add-on’ (Cavanagh 2007, p10) to traditional conceptions about social 
relations.  Further, although various software available on the internet support different types 
of social relations, what remains generic about social relations on the internet is that they are 
mediated through a developer rather than accessed directly by two people. 
 
Although the internet has become an integral part of daily life, how it is being used and the 
impact of such use is still being explored.  One issue that is raised in relation to the 
development of the internet concerns the heightened levels of surveillance over populations.  
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Surveillance now occurs in almost every facet of our lives and impacts profoundly on the 
nature of our social relations (Bauman & Lyon 2013, pp1-17).  Another particular issue that 
has increased in severity with the development of the internet is harassment and bullying.  
This has become a topic of concern, particularly with regard to women.  Due to its lack of 
physicality, the internet was originally considered to provide the potential for more 
egalitarian social relations.  It was considered that inequality between the sexes in particular 
would become less prominent and that women would be provided with the opportunity to 
interact on an equal footing to men.  However, harassment of women occurs regularly on the 
internet and has in many respects become normalised.  This if often framed in terms of 
misogyny (Vitak et al. 2017), however what is not considered is the bullying of women on 
the internet by other women.  A recent case of what is referred to as ‘catfishing’ occurred in 
Australia, in relation to a star from a popular television series.  The case involved a woman 
impersonating the star on the internet and luring female victims into believing they were 
involved in an intimate social relation with the star.  One victim was deceived and harassed to 
the extent of taking her own life.  The female perpetrator not only deceived strangers but also 
close school friends where in some cases the deception lasted for a number of years (White 
2019). 
 
A similar type of harassment is considered to have occurred in the academy.  Academic 
knowledge has been generated by its knowledge being held in contention and always open to 
critique and review.  This is the nature of knowledge production and creativity that is the 
result of co-operation and integrity.  These principles are connected to discussions that 
concern the means to access justice (Morawetz 1991, pp3-31).  However, in more 
contemporary society, certain members of the academy may be considered to have become 
subject to unfair harassment.  This is considered to have occurred in certain instances more 
generally within the academy but particularly in relation to the contributions made by 
women.  Where women pursue privacy on the internet, particularly through the use of 
privacy apps, the production of knowledge loses its creativity and integrity.  Not only does 
this preclude women from being able to access privacy in the physical world, it also 
precludes consideration about the possible gain that may be derived from this line of 
thought15.  By means of initiating such enquiry, Cavanagh (2007, pp1-19) describes three 
                                                
15 Kennedy, H 2006, ‘Beyond anonymity, or future directions for internet identity research’, New Media & 
Society, Vol. 8, Iss. 6, pp859-876 provides a detailed justification for this claim. 
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ways that academic integrity has been challenged by the pursuit for privacy on the internet.  
These involve the imprecise use of language, the merging of academic and vernacular types 
of knowledge, and the duplication of knowledge.  Each of these is explained briefly as 
follows. 
 
The degree to which social relations on the internet can be clearly defined has become 
problematic.  The conflation of value systems between academia and both advertising and 
military imperatives has had the effect of collapsing disciplinary and academic boundaries in 
a way that is consistent with the logic of hyperlinks16.  The hyperlink promotes the 
arrangement of knowledge that dispenses with hierarchies and different classes of knowledge 
and instead considers all knowledge to be connected and to carry equal weight.  As a result, 
confusion arises where terminology associated with the internet becomes used inconsistently 
both within and across disciplines.  In such a case, the existing body of literature becomes 
ambiguous.  Extending from these issues, where existing bodies of theory are insufficiently 
considered new theory is inadvertently developed.  This creates a number of problems 
concerning the reinvention of existing knowledge that drives increasing specialisation 
(Cavanagh 2007, pp3-9).  The boundaries concerning what constitutes integrity become 
unclear at this point.  What this process also produces is a certain obscurity surrounding 
traditional types of social relations.  Traditional social relations become conflated with the 
types of social relations that occur on the internet.  Yet the development of the internet did 
not occur spontaneously, it has a history that derived from certain social processes that are 
important to understand. 
 
Establishing a Privacy Model on the Internet 
Subsequently, a discourse about a customise and configure your own reality style of living 
has emerged through the use of such technologies.  Such discourses are deployed to suggest 
that individual social lives may be tailored to each individual yet it is suggested that these 
varying realities overlap with certain commonalities that link people with loose ties (Bauman 
& May 2001, p88).  Therefore, rather than referring to an overarching narrative that guides 
society about how to live, the use of the internet in contemporary society is purported to 
provide a certain flexibility about how individuals may choose to arrange and determine their 
                                                
16 Kennedy, H 2006, ‘Beyond anonymity, or future directions for internet identity research’, New Media & 
Society, Vol. 8, Iss. 6, pp859-876 provides a detailed justification for this claim. 
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own lives.  While this scenario involves a greater amount of work and personal investment in 
formulating lifestyle choices by each individual (Bauman & May 2001, p88), it also provides 
an opportunity for the exploration of practices that do not cohere with dominant cultural 
values or are unable to be physically fulfilled.  The internet itself is considered to represent a 
certain type of privacy to those who are unable to attain a satisfactory type of privacy through 
traditional channels (Blatterer 2010, pp82-84).  In recalling from Chapter Two that privacy 
was described as being traditionally associated with women, family, intimacy and that which 
is hidden (Rossler 2004, pp2-11), it is of interest that users increasingly search for privacy on 
the internet.  This has occurred gradually through the various types of software that include 
email, networks and apps more generally. 
 
E-mail 
Notions of privacy on the internet began to emerge around 1999 with the Hushmail 
(Hushmail 2014) private email site and the PostSecret (PostSecret 2015) community mail art 
project in 2005.  The Hushmail private email site began via a Canadian company and 
operated as a site involving encrypted email, file storage and a vanity domain.  The site is 
accessed via an encrypted password and if a free account is not used within three consecutive 
weeks the site is deactivated and may only be reactivated via a premium paid version 
(Hushmail 2014).  PostSecret on the other hand was a US based community art project that 
involved the display of postcards with confessions where people sent a homemade postcard 
to PostSecret disclosing an anonymous confession they had never before revealed.  The 
project was created by Frank Warren and began as an art exhibition that travelled throughout 
the US showcasing the postcards but eventually the project was uploaded to the internet as a 
blog where the postcards were displayed.  The site is free to access and every Sunday ten new 
confessions are uploaded.  It is especially popular in the US with female students (Schaffer 
2014).  Essentially, Hushmail (Hushmail 2014) began as a means to connect and to 
communicate privately with another person on the internet within a business model, while 
PostSecret (PostSecret 2015) was about confession in a public area that was anonymous and 
community based.  While both of these privacy sites are internet based, they each provide the 
means for users to connect with other users via a different mode of privacy that occurs either 
confidentially between two people or anonymously within a crowd. 
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Networking 
Yet sites like Hushmail and PostScript posed certain limitations on user social relations.  
Hushmail provided the means for users to communicate only in pairs and PostScript 
controlled how and which user communications were publicised.  The emergence of SNS in 
the mid 2000's provided the means for users to interact in groups and to have a greater 
influence over what was uploaded to the internet site.  However, SNS and its associated 
culture of exposure has been well documented in the literature (De Wolf & Pierson 2013, 
pp1-5). SNS has in some instances been considered a regressive step on ICT's because of the 
way that such communication has been associated with elements of exploitation.  SNS is 
mostly used by females who frequently reveal personal information within a domain that is 
considered to be inherently public (Boyd 2008, pp13-20).  Although SNS such as Facebook 
has begun to provide the user with the means to access certain privacy features, it is often 
unclear how these are to be used while they are also often reconfigured without notifying the 
user (Papacharissi 2010).  In addition, the use of SNS has begun to pose privacy problems 
with what is becoming the obviously permanent nature of information that is uploaded to the 
internet (Bond 2010, pp591 & 600-601, Garcia-Montez et al. 2006, pp67-82, Groening 2010, 
pp1331-1347, Haddon 2013, pp89-95, Hall & Baym 2011, pp316-331, Henley 2013, Hjorth 
& Pink 2014, pp40-57, Humphrey 2013, Kiss 2013, Rettie 2009, pp421-438, Ruggieri 2011, 
Sevignani 2013, pp733-739).  Yet SNS remains attractive to many as a type of catharsis and 
for connecting with others. 
 
In response to the public nature of SNS, private networking sites emerged.  These sites 
provide users with the means to interact on the internet in a private network style.  Users 
perceive these private networking sites to provide increased levels of privacy because the 
user downloads the software to their device rather than accessing the software externally.  
Silent Circle (Silent Circle 2014) is one of the more well-known of these software based 
products and was released in 2012 in the English language.  The company is based in 
Switzerland and claims to be 'The World's First Enterprise Privacy Platform' and claims to 
provide a variety of secure communications for mobile devices and desktop.  It operates on a 
subscription model and uses encryption that is controlled and updated by users.  The product 
is considered to provide users with a greater level of privacy because the software is able to 
be controlled by users on their device as well as by the developer through the developer 
server rather than through the use of an ISP.  It is considered that the control of privacy in 
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many hands is more private than privacy being controlled by a single developer (Silent Circle 
2014).  But this involves subscribers effectively working to update the software.  This 
arrangement of data exchange and communication effectively replicates the operation of the 
larger network of the internet itself.  Further, unlike internet based community privacy sites 
like PostSecret (PostSecret 2015), the user pays for software like Silent Circle (Silent Circle 
2014) twice.  Effectively, once for the initial internet connection and then again for the 
software, plus the user contributes to the maintenance and further development of the 
product.  However, all of this purchase for privacy on the internet where traditional types of 
privacy are without monetisation. 
 
Intimacy 
Increasingly, users search for greater levels of privacy on the internet.  Subsequently, apps 
have proved to be a popular alternative to networking because they promise a greater level of 
background connection by circumventing ISP’s and thus avoiding government detection 
(Callaway 2018).  In addition, communication apps provide a specific and seemingly 
personalised way of interacting on the internet that is at this point generally free of charge.  
Where the internet represents the convergence of the computer and a telephone cable, smart 
software brings the additional use of a satellite signal in order to render devices such as 
laptops and telephones mobile (The Washington Post 2014).  As mentioned in the 
Introduction, it has been estimated that there were around 1.75 billion smartphone users 
worldwide at the end of 2014 (eMarketer 2014) and that approximately 85% of the Australian 
population own a smartphone (Rogers (Freeman) 2015).  It is in this most recent search for 
privacy on the internet beyond network based types of privacy that apps have become 
popular.  Communication apps such as WhatsApp have been extremely popular in Brazil 
with around 800 million users (Dillett 2014), and the attraction of this particular app is that 
not only does it provide inexpensive communication that is channeled via a private app server 
rather than through an ISP, it also alludes to a heightened level of discretion on the internet 
because the app is often perceived by users to bypass telephone cable altogether and instead 
to operate only wirelessly.  Although virtual privacy networks (VPN’s) do operate in this way 
where the message is exchanged via radio and satellite technology, apps operate via a 
combination of wireless and cable connection (Vaezi & Zhang 2017, pp67-70 & 82).  
Nonetheless, WhatsApp’s buyout by Facebook in 2015 and resultant privacy breaches, 
alerted app users to the need for a greater degree of privacy to be exercised when using 
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communication apps and many WhatsApp users migrated to the privacy app Threema (Dillett 
2014).  Threema is only one of a wide range of privacy apps to have been released over the 
past five years that promise to provide privacy on the internet. 
 
The Deception of the Serpent 
Privacy apps cater to social relations on the internet that avoid the cost, technical knowledge 
and investment associated with software downloads like Silent Circle (Silent Circle 2014) 
while provide prima facie additional privacy features over standard communication apps.  
Privacy apps also promote purchase and use of devices associated with smart software (Eaton 
2016).  For the most part privacy apps are free to download and use but the user must often 
exchange their phone contacts list via the user agreement.  Each privacy app focuses on a 
particular aspect of privacy ranging from a confidential connection between two people to the 
anonymity that is derived from uploading anonymous information to a crowd.  For example, 
some privacy apps state that they facilitate one-to-one communication (Confide 2015).  
However, in the instance of the Whisper app, users anonymously upload information that 
may potentially be viewed by millions (Whisper 2015).  Further, some privacy apps claim to 
provide limited group sizes or cells that may communicate privately on the app (Wire 2015, 
Yik Yak 2015), while others provide impenetrable storage areas (CoverMe 2015).  Others 
claim to enact privacy through the use of time limited and disappearing or self-destructing 
messages (Snapchat 2015, Wickr 2014), some of which only activate momentarily through 
the touch of a finger (Confide 2015).  While others provide the means for users to interact 
through secret languages that are between close friends (Yo 2014).  Some privacy apps are 
location based and facilitate a connection between users in order to physically meet up 
(Popcorn Messaging 2013, Yik Yak 2015), while others use location based data in order to 
avoid certain others (Cloak 2014).  As mentioned in the Introduction, the entire list of privacy 
apps that have been used in the research are detailed in Appendix A. 
 
What Privacy App Websites Look Like 
Although the operation of privacy apps themselves bypass an ISP and connect through the 
use of smart software, all of these apps have a website that provides information about the 
app and details about how to connect to the app.  These websites are located by entering the 
name of the app followed by the word ‘app’ in an internet search engine.  The majority of 
these websites’ front pages are brightly coloured with a background that is both saturated in 
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colour and contains some type of movement, aspects of which are either expensive or 
difficult to convert to print.  Although when these app websites first began to emerge the 
websites generally were a single front page with hyperlinks to further pages of information, 
more recently the front pages of these sites have been extended to also scroll down to further 
information while retaining the original hyperlinks to additional pages.  The top of the front 
page that fills the screen after the first click still contains bright, saturated colour and 
movement, usually with white text, but the scroll down section that is beyond the initial 
screen display contains a white background with black text.  The top of the front page in the 
bright section contains very limited information about the app, often single words that link to 
further pages, for example, ‘Contact’, ‘Support’, ‘Privacy’ and ‘Jobs’. 
 
In the process of collecting the data for the research, efforts to make contact with privacy app 
developers through the ‘Contact’ link on these websites usually proved ineffective.  The link 
connected to a generic company email where a computer generated response was returned 
stating that enquiries would be dealt with in due course, however most often developers did 
not respond.  The bright section of these websites often also contain icon links to the app’s 
SNS page for various sites such as Facebook (Facebook 2017), Twitter (Twitter 2017) and 
Instagram (Instagram 2017) that enables users to either friend or follow the app’s social 
networking site.  In addition, the bright section of the app’s website also often states the 
various brands of devices that the app is compatible with, for example, Apple (Apple 2017), 
Android (Android 2014) or Windows (Microsoft 2017) that may be downloaded via the App 
Store (iTunes Preview 2017), Google Play (Google Play 2017) or the Microsoft Store 
(Microsoft Store 2017).  Further, this bright section of the app’s website also offers the means 
for the user to download the app to a device that uses smart software, such as a mobile phone, 
a laptop or desktop computer.  Use of the app in this way will facilitate communications on 
the device to travel via the app server rather than through the use of an ISP.  Scrolling down 
through each privacy app website there is additional information and images about the level 
of encryption, security, anonymity and confidentiality that the app itself and the integrity of 
the developer provides the user.  Most sites do not state explicitly from whom user 
information is being protected, but government, other users and the developers themselves 
are implied variously depending upon the app. 
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Three Privacy App Categories 
As a result of investigating each of the twenty-seven privacy apps available at the time of the 
research, three privacy app categories have been developed and introduced.  These three 
categories were able to account for all privacy apps and were derived from a compilation of 
information from articles on the internet written about privacy apps by technology journalists 
and by searching through the available information on privacy app websites.  The first 
category of privacy apps was found to cater to users who use privacy apps for recreational 
purposes and to interact with friends, this category is named Online Connect.   The second 
category that was found included those apps that catered to users who have an interest in 
privacy issues in contemporary society.  This included users who are concerned mostly about 
the current level of monitoring by governments over populations.  This category of privacy 
app is named Activistic.  Finally, the third category that was found catered to users who use 
privacy apps to physically meet other users through the use of geo-tracking.  However, it 
became apparent later during the data collection process that users in this category are more 
often themselves being tracked by developers rather than using the app to facilitate their own 
privacy.  This final category is named Offline Connect.  What follows is a more detailed 
description about each of these three privacy app categories that includes examples of privacy 
apps that are characteristic of each category. 
 
Online Connect 
The first category of privacy app found from the information provided by developers and 
journalists caters to users who primarily seek to interact with others on the internet.  Privacy 
apps in this category usually cater to younger female users who enjoy using privacy apps to 
interact with friends they already know or to consolidate their reputation on the internet 
(Dredge (b) 2013, Gannes 2013, Shontell 2013).  Such use seems to focus for the most part 
on the app as an ends in itself, however such activity would also serve to produce a perceived 
physical social capital (Shontell (a) 2014).  Privacy apps that are characteristic of this 
category include apps such as Confide (Confide 2015), Cyberdust (Cyberdust 2017), 
Snapchat (Snapchat 2015), Signal (Signal 2015), Squealock (Squealock Crypto 2017), Vault 
(Vault 2017), Vent (Vent 2015), Whisper (Whisper 2015) and Yik Yak (Yik Yak 2015) for 
example.  All of these privacy apps essentially promote communication on the internet and 
users have little concern about privacy beyond avoiding being identified by certain friends, 
parents, teachers or partners.  The majority of users in this privacy app category use privacy 
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apps for either entertainment, self presentation, company or as a means of catharsis.  What 
follows is a more detailed description about two of the privacy apps that characterise this 
category. 
 
The Snapchat App 
One of the most characteristic apps from this first privacy app category is the Snapchat app 
(Snapchat 2015).  This app is also amongst one of the first privacy apps to be released and 
started to gain popularity in 2013 (Dredge (b) 2013).  Although the app’s developer states 
that the app now provides end-to-end encryption, the app essentially enacts privacy through a 
combination of disappearing messages and through the prevention of screenshots being 
taken.  The disappearing message function operates where the message is only revealed for 
the number of seconds chosen by the sender, after which the message is deleted from the 
device of the recipient.  As such, the app has been essentially designed to prevent messages 
being forwarded beyond the intended recipient and this is how privacy is produced through 
the use of this particular app (Nair 2019).  Snapchat founders, Bobby Murphy and Evan 
Spiegel, developed the app out of Stanford University.  Although the app was originally 
designed as a result of having sent a regretful photo to a friend, it was also designed as a 
means for sending messages quickly.  In contrast to SNS, the interface of the app is much 
more simple.  When the app was first developed it is claimed to have been able to send 
messages ten times more quickly than most other messaging services (Dredge (b) 2013).  The 
company most recently markets the app as ‘The fastest way to share a moment!’ (Snapchat 
2019).  Although privacy breaches have been reported with the app (Burnham 2014), recent 
reports about the SNS Facebook having released user data to major advertisers further 
promoted use of the Snapchat app (Eyal 2018). 
 
The Whisper App 
Another privacy app that falls within this first privacy app category is the Whisper (Whisper 
2015) app.  The privacy of this particular app is enacted through its absence of friends lists 
and groups, plus the app does not link directly to any other site on the internet or require the 
use of real names.  Messages are uploaded potentially to the entire audience of Whisper users 
and the privacy of the message is derived from the detachment from identity and the 
anonymity of the crowd.  As such, users upload personal confessions superimposed over an 
image to what the app claims to be 'Your Secret Public' (Bereznak 2014).  This entails 
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uploading a confession that the user has never previously disclosed to all other users who 
have downloaded the Whisper app.  ‘Whispers’ that receive the greatest response from other 
users are displayed when users open the app (McGarry 2014).  In addition to public 
confessions, the app also enables users to privately message each other.  Whisper’s popularity 
began among UCLA students, where the app was first launched and tested, and has continued 
to maintain popularity with 18-24 year olds, 70 percent of which are female (Bereznak 2014).  
The app is said to provide users with the means to access the unseen world around them and 
to build a community premised on trust and honesty (App Annie 2015). 
  
Reportedly, the original plan in the development of this app was to build a site around 
messaging that placed an emphasis on connecting people.  Whisper founder, Michael 
Heyward, explains his rationale for developing the app by stating that there is enormous 
pressure for young people to maintain their image and to present themselves as confident, 
happy and in control of their lives.  He states that Whisper provides a means for people to 
relax on the internet and to share how they feel in a way that they would not be comfortable 
with on SNS.  He states that sharing such emotion with others is freeing within the context of 
Whisper because it is anonymous and acts as a support group on the internet.  He states that 
there is psychological research about how stress is elevated when you try to keep a secret and 
that confession can be a valuable way of releasing such stress.  Further, Heyward states that 
he sees the future of social networking on the internet as becoming more about connecting 
with people than with reputation management.  He states that managing an array of facades 
on the internet can be very tiring because profile based networks only allow users to maintain 
a single identity or persona on each site so users have to manage a number of different profile 
bases.  However, on Whisper, users are connected around content rather than around a user 
profile and that connecting via content is only possible because user content is separated from 
identity through the anonymity of the app.  Heyward claims that when using Whisper, users 
may express many aspects of their persona in a way that is private, frank and without 
pretence and that this is possible within a single site (Gannes 2013).  Yet, as mentioned, 
media reports began to surface that question the integrity of the app and reported that 
Whisper had forwarded user content and location data about its users to the US government 
(Hill 2014, Lewis & Rushe 2014, Reyburn 2014, Ribeiro 2015, RT.com 2014). 
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Activistic 
The second category of privacy apps is referred to as Activistic and caters to users who are 
concerned about privacy more generally.  Unlike the first privacy app category, this category 
of user takes a greater interest in social and political issues that concern privacy and is 
unhappy with the current level of government surveillance over populations that occurs in 
contemporary society.  The developers of this category of privacy app focus mostly on 
providing privacy through encryption, although some do utilise timed and self-destructing 
messages like many of the apps in category one.  While the pathway of the message remains 
transparent, this category of privacy app most often enacts privacy by obfuscating the content 
of the message while it travels between user devices.  Users in this category are considered to 
be much more cautious about communicating on the internet than users from category one, 
while also generally have a greater technical understanding about the development and 
operation of these apps.  Privacy apps such as ChatSecure (ChatSecure 2014), Heml.is 
(Heml.is 2013), Silent Phone (Silent Circle 2014), Telegram Messenger (Telegram 
Messenger 2015), Threema (Threema 2015), Wickr (Wickr 2014) and Wire (Wire 2015) 
characterise this second category of privacy apps. 
 
The Wickr App 
Again, amongst one of the first of these privacy apps to be released is the Wickr app.  This 
app provides an instant and secure messaging service that uses end-to-end encrypted and self-
destructing communications where photos, documents, videos and audio files may be 
attached.  Wickr claims to be 'The Most Trusted Messenger in the World' and is marketed to 
world leaders, executives, journalists, human rights activists through to those who just want 
to talk to their friends.  Its code, policy and promise is to protect the user from government 
scrutiny and to not accede to government requests for user data unless compelled to do so by 
the law (Wickr 2014).  The app was praised by Electronic Frontier Foundation in its recent 
'Who Has Your Back' report for the level of privacy it provided (Electronic Frontier 
Foundation 2015).  The app was released in 2012 and promises 'to leave no trace'.  It also 
promises a safe connection stating that user address books will always remain private and 
will never be stored on the Wickr server.  Similarly, Wickr promises that it will remove all 
records, geotags and identifying information from user messages and media.  The developer 
claims that conversations on Wickr cannot be tracked, intercepted or monitored and that user 
ID's are anonymous to Wickr and anyone outside Wickr's network (Wickr 2014). 
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In addition, users may set an expiration time on all messages to ensure that messages delete 
from the recipient device within a chosen timeframe.  The app provides a shredder feature 
that irreversibly removes all deleted messages, images, and video content from the user 
device.  The developer claims that the user is able to control how aggressively the app 
overwrites deleted data in the background.  Users can also manually ‘sanitize’ their entire 
device, but the developer warns that this may temporarily trigger a low memory warning on 
the device as user messages are overwritten with junk data.  The messages sent on Wickr are 
also encrypted when they travel between devices.  Messages are encrypted locally while all 
keys are randomly generated and claimed to be unique for each message and user.  When a 
user receives a message the message is decrypted locally and the message is bound to the 
device.  Keys are used only once and then 'forensically' wiped from the device.  The app also 
allows users to communicate with groups of up to ten and has a function that enables stickers, 
graffiti and photo filters to be added to messages (Wickr 2015).  It has recently been decided 
that the app will split into a non-profit and for-profit company.  The original founder, Nico 
Sell, will pursue the non-profit arm with her interest in privacy and human rights.  While 
former investment banker, Mark Fields, will look to expand the business by assisting large 
corporations to maximise their profit through the use of the Wickr app (Fried 2015). 
 
The Threema App 
Another privacy app that is characteristic of the second privacy app category is the Threema 
app.  This app was released in 2012 and caters to users who are interested in interested in 
social and political issues associated with privacy (Dillet 2014).  Threema's slogan states that 
the site provides 'Seriously secure messaging' (Threema 2015).  The app claims to keep user 
data out of the hands of hackers, corporations and governments by maintaining its anonymity 
via encrypted instant messaging (Threema 2015).  The company headquarters is located in 
Switzerland and the app has become extremely popular in German speaking countries since 
popular communication app WhatsApp was found to be experiencing security breaches 
(Dillet 2014).  All messages on Threema are encrypted end-to-end including group chats, 
media files and status messages.  Threema claims that only the intended recipient receives the 
message and even Threema cannot access user messages.  There are two layers of encryption 
on the app, the end-to-end layer between the conversation of participants, and an additional 
layer to protect against eavesdropping on the connection between the app and the servers.  
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There is no need for users to link their email address or phone number to Threema in order to 
send messages, instead the app operates via an eight-digit user ID that is devised by a random 
generator when the user first signs up (Threema 2015). 
 
Further, the user ID is only one of two components that make up user profiles on the app.  
The other component is the key pair that is generated by the app after the user registers.  This 
consists of a public key and a private key.  The app sends the public key to the server that 
remains attached to the user ID, while the private key is kept on the user device.  So while the 
public key is sent to Threema's servers to be distributed to the partners with whom users 
interact, the private key remains on the user's device where it is securely stored.  The app then 
encrypts all messages and media files that are sent to other users and these messages can only 
be decrypted with personal private keys that are stored on user devices.  This means of 
encryption precludes backdoor access or copies by anyone other than the intended recipient.  
It is possible to find other users by phone numbers if the user allows the app to synchronise 
their address book, however users may decline this option.  In addition, the app claims to 
provide ‘forward secrecy’ on the network connection although not on the end-to-end layer.  
This means that both the user and the app server can access secure network connections by 
negotiating temporary random keys that are replaced every time the app restarts.  An attacker 
who has captured the network traffic will not be able to decrypt it even if they find out the 
long-term secret key of the client or the server (Threema 2015).  Further, minimal amounts of 
data are generated on the Threema server and messages are immediately deleted after they 
have been delivered.  Threema states that it does not engage with either user messages or user 
meta data. 
 
Offline Connect 
The third category of privacy apps are those that are used primarily to physically either meet 
up with or avoid other users.  These apps are referred to as Offline Connect.  Although it is 
not always the case, this category of privacy apps includes those apps that utilise geo-
tracking.  These apps connect with other location based sites on the internet such as 
Instagram (Instagram 2017) or Foursquare (Foursquare 2019) in order to connect users with 
other users who are nearby or within a selected radius.  This group also includes the various 
dating or what is referred to as lifestyle apps.  Although users in this category of privacy app 
do often attempt to conceal their identity in some way, this category of privacy apps caters to 
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users who focus on managing their connection with others both physically and on the 
internet.  As such, many of the dating apps incorporate anonymous chat between users prior 
to meeting in person.  This category of privacy app also includes apps that operate to reduce 
the content of the message in order to gain privacy on the internet that in turn bears certain 
connection to the physical world.  What is characteristic of all of the apps in this category is 
that they centre around managing connections with other users in the physical world.  Privacy 
apps that are characteristic of this third privacy app category include; Cloak (Cloak 2014), 
Dabble (Dabble 2017), Popcorn Messaging (Popcorn Messaging 2014), Tiger Text (Tiger 
Text 2017), Tinder (Tinder 2017) and Yo (Yo 2014). 
 
The Yo App 
The Yo app characterises this third privacy app category that bears certain connection to the 
physical world.  Communication on this app is extremely limited because the only word that 
may be sent is the word ‘yo’ (Shandrow 2015).  Such communication indicates that the 
sender is thinking about the recipient (Crook 2014).  The app operates by the user choosing a 
username and then adding friends.  When the user wants to acknowledge someone they select 
another user name and the app sends a text message that simply states the word 'yo' (Hern (a) 
2014).  In a way, the Yo (Yo 2015) app defaults users into reciprocity because when users 
receive a ‘yo’ it appears in their Yo (Yo 2015) inbox with the sender’s name, and then when 
users tap on the name to open the message the app automatically sends a ‘yo’ back (Crook 
2014).  When the user receives a ‘yo’ from someone the sender's name moves to the top of 
the receiver's friends list.  A swipe to the right lets the user know how long ago the 'yo' was 
sent and a swipe to the left deletes the 'yo' and enables the user to block people.  There is also 
a counter that lets the user know the total number of 'yo's' they have received.  The attraction 
with the app seems to be in being acknowledged or 'seen' by others and included in their 
friends list.  While additionally, users may assess their impact on others by the number of 
times they have been acknowledged by another particular user.  There is also the possibility 
of randomly receiving a 'yo' from a celebrity (Hern (a) 2014).  Further, the word ‘yo’ has 
very little agreement over its meaning or origin.  Some have mentioned that the word existed 
as far back or even prior to the 14th century and originated in Asia and Africa before being 
taken up in Europe.  It has also been suggested that the word was originally coined by sailors 
as a word to mean 'accounted for' or 'present'.  In addition, it is a noise used in many 
languages that can travel long distances.  In some cultures, the word ‘yo’ refers to the first 
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person, me.  In other cultures, it refers to the second person, you.  But essentially it is agreed 
that the word is about directing the attention of two individuals toward each other and of 
making a connection between two people (Crook 2014). 
 
The app aims to capture a niche market with the catchphrase 'It's that simple.' (Yo 2015).  
The app was originally launched on April Fool's Day as a joke by Or Arbel.  Arbel is an 
Israeli citizen who holds a degree in computer science.  He states that because the app is so 
simple its possibilities are unlimited, while in addition it would be difficult to partake in 
malicious behaviour or to offend someone with the word 'yo' (Halutz 2014).  The app is not 
anonymous because all users within a certain friend’s list can see the yo's being sent to other 
users.  However, the word ‘yo’ is the same salutation being used by all users, the app is 
deemed to facilitate private communications (Cuthbertson 2014, Halutz 2014).  As such, the 
privacy on this app comes from the connotation and context that is embedded within each 
‘yo’ that is derived from the physical social relations between users.  For example, a ‘yo’ to a 
friend is different to a ‘yo’ to a partner, and a ‘yo’ may allude to some recent activity or 
inside joke between friends.  Arbel states that he will never introduce an option to buy more 
words beyond the word ‘yo’ (Crook 2014).  However, after criticism for its simplicity, Arbel 
has redesigned the app to also provide users with information about new videos, images and 
articles from 150 partner websites.  And as a result of this change, Yo (Yo 2015) content has 
since been channeled into ten basic categories including; productivity, business, news and fun 
(Shandrow 2015). 
 
The Cloak App 
The Cloak app claims to provide privacy because it assists the user to control who they 
physically encounter.  The app uses geo-tracking sourced from other location based software 
on the internet to enable the user to avoid certain family and friends they would rather not 
see.  The app has been coined ‘the anti-social’ app and operates by creating an ‘avoidance 
map’ on the user device.  The user selects a particular radius from their location and the app 
alerts the user when certain people they wish to avoid enter this zone.  Users may either 
physically change their location in order to minimise an encounter with an undesirable other 
or will at least have time to prepare for the encounter (Mott 2014).  The app claims to provide 
the user with ‘Social Sense’ and the means to access ‘Incognito mode for real life’ (Cloak 
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2014).  Entrepreneur and fashion mogul Chris Burch recently invested $1 million in the 
company (Perez (a) 2014), while the app was cofounded by Chris Baker and Brian Moore.  
Baker has previously created quirky and unusual websites that are also associated with 
tracking people, as well as projects in conjunction with Facebook that concern replacing user 
baby photos with pictures of cats in a product named ‘unbaby.me’ (Fox 2014). 
 
Concluding Comment 
This chapter has provided a definition of social relations and a detailed account of how 
privacy and social relations operate on the internet.  These ideas were discussed specifically 
with respect to privacy apps through examination of the various types of software to have 
emerged.  These various types of software provided a range of privacy solutions and showed 
how privacy operates with respect to the new smart technologies.  This examination of the 
development of privacy software provided key information that may be used to elaborate the 
previous patterns that reduced privacy into the controlled typology that we find today.  The 
chapter then applied the information about the development of privacy software to the use of 
privacy apps and described how from this process the three privacy app categories were 
developed.  Here two characteristic apps from each category were described.  It is anticipated 
that the information derived from these privacy apps will ultimately provide both the 
justification and the means for users to access more fulfilling and sustainable types of 
privacy. 
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Chapter 4 
Methodology – 
Developing a Theoretical Framework 
 
The next two chapters will detail the broad methodology used in the research.  Informed by 
Walter (2010, pp32-58), this includes the development of a theoretical framework, the 
researcher’s standpoint and the ‘case study’ method of data collection.  This particular 
chapter will focus on the development of a theoretical framework while Chapter Five will 
detail the method for collecting the data.  Considering the remote location of privacy app 
users, this became evident in Chapter Three, this current chapter aims to both explain privacy 
app use and to situate such use within the existing body of sociological literature.  These apps 
have not yet been researched and as shown in Chapter Three, the pursuit for privacy on the 
internet seems contradictory because the internet is an inherently public space.  Considering 
the significant use of privacy apps (Cuthbertson 2014, Dillet 2014, Franceschi-Bicchierai 
2014, Gannes 2013) as was detailed in Chapter Three, it is of importance to better understand 
why these apps are being used and what the implications are for such use.  In turn, there are 
also certain privacy issues associated with researching privacy apps that were mentioned in 
the Introduction (Australian Government NHMRC 2014).  However as also stated, this 
research only consults with how users use privacy apps and what users think about privacy 
more generally, it does not probe for details about the content of user social relations on these 
apps. 
 
In order to better understand how the use of privacy apps relates to privacy, the privacy 
definition from Chapter Two may be referred to here.  Recalling the definition stated that 
although individuals have the ‘right to be left alone’ (Warren & Brandeis 1890, pp193-220), 
falling into a crevasse does not constitute privacy.  The definition explained that this is 
because a certain amount of control over access to and from others is requisite for privacy to 
exist (Rossler 2004, p8).  Although there are certain benefits that users derive from their use 
of privacy apps that were discussed in Chapter Three, it is considered that privacy apps only 
offer users limited access to privacy that ultimately preclude access to justice.  Where 
government policy seeks to either over develop or dismantle support systems and social 
networks are altered in order to prioritise the efficiency of the economy, places everyone in 
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society under increased pressure.  But for those who are in genuine need of such support 
systems, this drive for economic efficiency only serves to create a whole new set of more 
profound and long term issues (Fuller 1999, pp583-586).  Subsequently, this chapter firstly 
situates privacy app use within what is referred to as the Modern/Postmodern divide in order 
to explore the issue of access to privacy and then outlines the theoretical framework.  This 
framework is constituted from relevant parts of Jean Francois Lyotard’s work, ‘The 
Postmodern Condition’ (2004), Zygmunt Bauman’s conception of ‘fluidity’ (2000) and 
Anthony Giddens’ work on ‘intimacy’ (1992).  The aim of the framework is to provide a link 
between our understanding of the relation between traditional types of privacy and privacy in 
privacy apps as presented in the data. 
 
Theory 
The Modern/Postmodern Divide 
The traditional type of privacy outlined in Chapter Two was found to vary in many respects 
to the type of privacy outlined in Chapter Three that concerned privacy on the internet and 
specifically in relation to the use of privacy apps.  While each chapter provided important 
information about privacy, the theory will now be used to translate the use of privacy apps 
into the ‘sociological imagination’ (Mills 1959, pp7-221).  The position taken in this research 
is that because the use of privacy apps can only partially be explained through the more 
‘foundational’ sociological theory, use will be made of both Giddens and certain postmodern 
theory in order to explain the changes occurring to privacy and social relations through the 
use of privacy apps.  Postmodern theory effectively holds modern contexts in suspension in 
order to consider ideas that occur outside the mainstream of society.  Where traditionally the 
work of sociologists within a modern context centre around social stratifications and network 
configurations concerning class or divided and consensus models, postmodernity provides a 
critique of these types of modern meta/narratives and calls in to question the most 
fundamental arrangements within them (Lyotard 2004, pp130-132), the role of privacy is 
included.  The Enlightenment project was originally introduced as a means of overcoming the 
domination of religious thought and instead focussed on rational and material ideas about 
how social change and stability was possible in society.  The project was an attempt by 
philosophers to investigate society in order to direct it on a clear and reasoned path that was 
with purpose.  It developed around the time of the French Revolution and at a time that 
coincided with the rise of bourgeois culture and the Industrial Revolution (Kilminster 1998, 
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pp10-14).  From this project, sociology and the modern metanarrative developed and 
provided the means for investigating society in a way that was considered to emulate the 
natural sciences (Rundell 1987, pp56-58).  The metanarrative was based on the tenets of truth 
and progress and had clearly outlined foundations and boundaries.  These were developing 
within a nascent metanarrative that concerned the mutually legitimating discourses of 
philosophy and science (Lyotard 2004, pp127-128). 
 
Subsequent to the implementation of this project and its extension into what is now 
understood as modernity, ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-220) 
legislation was also introduced.  As discussed in Chapter Two, this meant that a range of 
privacy laws that had previously been available to the individual within the Common were 
now drawn together under the single legislation of ‘The Right to Privacy’ (Warren & 
Brandeis 1890, pp193-220) and automatically afforded to the individual.  This also meant 
that the individual was assumed to always already be in possession of privacy and that 
therefore there would be no reason to access privacy as had been previously been done 
through the Common.  The reason for the implementation of this legislation was to protect 
celebrities from excessive media attention (Glancy 1979) but it effectively awarded nothing 
to the average individual and had the effect of the privacy laws in the Common becoming 
neglected.  This placed the individual in an awkward position where traditional access to 
privacy laws through the Common operated in conjunction with privacy understood as being 
continuously held within.  In this way, privacy for much of the population became something 
that was thought of as internalised through ‘The Right to Privacy’ (Warren & Brandeis 1890, 
pp193-220) legislation and consequently privacy in the Common became thought of in this 
way also.  Considering privacy from ancient Greece as discussed in Chapter Two was 
thought of as mysterious, hidden and effectively everything that was separate to the public 
sphere (Lloyd 1984, pp2-5 & 36) privacy under the Common now internalised with ‘The 
Right to Privacy’ (Warren & Brandeis 1890, pp193-220) has the effect of orientating privacy 
away from the public sphere. 
 
Further, since privacy is considered to be the fundamental basis of Western thought (Rossler 
2004, pp1-11), privacy internalised and reorientated in this way becomes thought of as 
constituting reality (Blatterer et al. 2010, pp82-84).  Yet memories still linger of how privacy 
was before ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-220) and rather than the 
past and the present competing for reality as had been the case in the past, reality becomes a 
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competition between the space between past and present and the space between privacy 
internalised as two types; that of the Common and that concerning ‘The Right to Privacy’ 
(Warren & Brandeis 1890, pp193-220).  This imports complications surrounding the nature 
of time, space, direction and orientation, and in turn the internalised aspects of privacy 
supplants privacy itself and reality competes between objective and subjective accounts 
(Blatterer et al. 2010, pp82-84).  Objectively, privacy is viewed as a single reality that 
concerns the various privacy laws available in the Common, while subjectively privacy is 
internalised and is viewed as infinite dimensions after the implementation of ‘The Right to 
Privacy’ (Warren & Brandeis 1890, pp193-220), otherwise what has manifested as the 
internet.  Subsequently, this focus on subjective internalisation that is without recourse to any 
knowledge of the privacy laws available in the Common has come to represent the 
postmodern lens (Blatterer et al. 2010, pp82-84).  The operation of apps exposes the 
workings of postmodernism while also represents a certain degradation of the modern 
metanarrative in which the modern worldview is seen instead as only one view among other 
possibilities (Lyotard 2004, pp124-127). 
 
Similarly, privacy apps show the internal workings of privacy and are able to explain how 
traditional types of privacy are being impacted by their use.  Where traditional types of 
privacy operate with all aspects of privacy connected and working together while are also 
able to be directly controlled by the individual (Rossler 2004, pp1-11), privacy apps have 
been released as a range of unrelated apps that only each provide one aspect of privacy.  
Although users are able to select which privacy apps to use, these apps are developed and 
remain controlled by developers.  One particular privacy app that was discussed in Chapter 
Three, the Wickr (Wickr 2014) app, provides a particularly relevant example of how the use 
of privacy apps impacts traditional types of privacy.  Although this is how the majority of 
privacy apps effectively operate, this app is transparent about these operations and uses these 
as a selling point (Franceschi-Bicchierai, L 2014, Fried 2015, Hillen 2014, Pangburn 2013).  
This particular app claims to affect privacy through various features that include timed and 
‘self destructing messages’ that occurs through the notion of ‘shredding’, all of which creates 
a zero knowledge system on the app.  The aspect of timed and self destructing messages on 
this app operates similarly to other apps such as Snapchat (Snapchat 2015) and Cyberdust 
(Cyberdust 2017).  Messages on Wickr (Wickr 2014) in particular are only able to be seen by 
the recipient briefly after which shredding of the message occurs by overwriting the message 
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with junk data.  It is effectively due to the lack of any information per se on its app as a result 
of having been flooded with junk data, that the type of privacy this app provides is affected. 
 
This has far reaching and profound implications for both user social relations and social 
relations more generally (Giddens 1992, pp49-64).  The use of privacy apps effectively 
creates a world with limited access to traditional types of privacy.  As can be seen through 
the use of the Wickr (Wickr 2014) app, privacy app users are attempting to create a world on 
the internet that has turned its back on the public sphere as traditionally understood and 
instead occupies a space that is inherently public while also fragmented.  Neither is privacy 
accessed directly in privacy apps as it would be traditionally (Rossler 2004, pp1-11), but is 
rather mediated by developers and represents a space that is intimate in the nature of its social 
relations with other users (Giddens 1992, pp50-53).  In the short term it would seem that this 
would all have the effect of degrading privacy, however the subsequent longer term impact 
on privacy, particularly in terms of the Social Contract, is unclear (Rousseau & Betts 1994, 
pp45-168).  Because it is privacy that underpins the operation of Western culture (Rossler 
2004, pp1-11), it is crucial to understand what impact the use of privacy apps is having on 
privacy more generally and how this in turn impacts on access to justice (Freeman 1970, 
pp70-110 & 230-235).  Traditional frameworks of knowledge provide the means for social 
history to be written through the ‘sociological imagination’ in conjunction with reason (Mills 
1959, pp7-221).  Further, access to justice only occurs through the nature of exchange 
combined with dedicated and hard work (Morawetz 1991, pp3-31).  With access to traditional 
types of privacy, users are able to access intimate social relations that are based on what 
Giddens’ refers to as ‘loving’ (Giddens 1992, p137).  What follows is the theoretical 
framework that will provide the means to understand the relation between traditional types of 
privacy and privacy on the internet in conjunction with the data that is presented in Chapter 
Six. 
 
Theoretical Framework 
Locating Privacy App Frameworks in the Literature 
Recalling from the beginning of the chapter, postmodernity provides a way of seeing the 
world that enables a critique of modernity by creating a certain incredulity toward modern 
metanarratives (Lyotard 2004, pp123-124).  Modern metanarratives began with the 
Enlightenment project and were premised on the tenets of truth and progress.  These 
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developed within a broader metanarrative that concerned the mutually legitimating discourses 
of philosophy and science (Lyotard 2004, pp127-128).  This project was designed as a tool 
for investigating society while sociology was designed as a means of critiquing this system.  
However, although the project was itself arranged as a metanarrative, sociology when it 
began was also based on metanarratives, which began with the dual system of Marx.  Later, 
the structural and functional society devised by Parsons was introduced as an alternate 
metanarrative, and where Marx’s system is based on conflict, Parsons’ is based on consensus.  
Where Marx’s system that is based on conflict is premised on the nature of people as co-
operative and society being the reason for such conflict, namely capitalism and bourgeois 
culture, Parsons’ system sees the nature of people as competitive and society as the means for 
creating consensus.  In this way, the introduction of Parsons’ model had the effect of 
duplicating certain aspects of Marx’s model that related to the nature of competition and in 
effect described the outcome of what Marx had already described as the effect of capitalism 
on society (Kilminster 1998, pp5-14, 41-60 & 115-117). 
 
This aspect of Parsons’ model was not recognised in this way at the time and was posited as 
being separate to or as extending Marx’s model.  This had the effect of splitting the site of 
debate into two areas and thus creating two competing perspectives on what constitutes the 
basis of reality and the nature of people.  From a Marxist perspective, debate was considered 
to have broken down and Parsons’ model was considered to constitute the whole of society.  
On the other hand, from the perspective of Parsons’ model, debate had shifted to be between 
Marx and Parsons’ models.  What this perspective provided was a certain distance from 
Marx’s model and this in turn provided the means to critique this model potentially as a mean 
for improving it.  Yet over time, the objectivity surrounding the means for postmodernity to 
critique Marx’s model gave way to the subjectivity of the postmodern perspective.  In this 
instance, Marx’s model was effectively placed in the past and Parsons’ model came to 
represent the beginning of new thought about the operation of society where the nature of 
people was understood to be competitive.  It is this notion of the beginning of new thought 
through the lens of Parsons’ model that constitutes the postmodern perspective.  This 
perspective has had the effect of breaking metanarratives down and knowledge is instead 
more localised (Kilminster 1998, 41-60 & 93-119).  This perspective is further explained by 
Lyotard’s comment in ‘The Postmodern Condition’ that perceives the the dual system of 
Marx as having been recuperated by Parsons’ model as simply another of its functions.  In 
turn, Lyotard likens the knowledge associated with the postmodern perspective to a logic of 
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heterogeneous elements or language particles where the legitimacy surrounding structure and 
systems theories associated with Newtonian physics has begun to break down.  He argues 
that legitimacy is now placed in more localised practices and that the individual is placed at 
the intersections of these (Lyotard 2004, pp123-124, 130-131). 
 
Privacy apps may be considered to operate similarly in relation to traditional types of privacy.  
Where as outlined in Chapter Two, privacy was traditionally associated with the home, 
family and reproduction while the public sphere and political power was associated with men 
(Lloyd 1984, pp2-5 & 36), the metanarratives produced throughout modernity are in certain 
ways consistent with the arrangements of ancient Greece.  Marx’s metanarrative in particular 
outlines a capitalist system with a clear distinction between the public sphere and the private 
domain.  Marx details the relations between the bourgeoisie and the proletariat in the 
workplace that relates only to men, while women take care of the home and family in order to 
support and sustain the male workers and to produce the next generation of workers (Marx & 
Engels 2004, pp37-56).  Yet the type of privacy provided in privacy apps may be likened to 
the language particles that Lyotard describes and may be seen to operate as more localised 
where the individual is placed at the intersections of these apps as they variously access 
different types of privacy.  In this way, the type of privacy provided in privacy apps may be 
seen as privacy having become subject to a more intensified version of processes that have 
been occurring to privacy since ancient Greece.  These were detailed in Chapter Two and 
described privacy through Feudalism, the introduction of ‘The Right to Privacy’ (Warren & 
Brandeis 1890, pp193-220) legislation, to the development of the computer.  As such, this 
process can be seen to recur under a similar set of circumstances during modernity through 
Marx and Parsons’ metanarratives that began with Parsons’ work providing a critique of 
Marx and then subsequently becoming the postmodern perspective (Kilminster 1998, 41-60 
& 93-119).  This transition from postmodernity offering a critique of Marx to the subject 
viewpoint of the postmodern perspective was detailed in Chapter Three and discussed 
privacy on the internet culminating in the use of privacy apps. 
 
However, in order to investigate the use of privacy apps in more detail, Lyotard’s discussion 
on language games provides the means to further explain the process that is occurring to 
privacy and how the use of privacy apps is impacting more traditional types of privacy 
(Lyotard 2004, p129).  Where change that occurs through language within the bounds of 
words and grammar is considered to occupy the domain of traditional types of privacy, 
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language games can be seen to challenge of this process.  The type of change associated with 
language games is considered to constitute the use of neologisms, as discussed in Chapter 
Three, that degrade existing bodies of knowledge associated with traditional types of privacy 
by breaking the rules of words and grammar.  By way of further explaining from where 
language games are derived, Lyotard’s discussion on the pragmatic aspects of language may 
be referred to.  He discusses various pragmatic aspects of language that concern denotative, 
performative and prescriptive utterances, the latter he elaborates in terms of how they may be 
‘modulated’ (Lyotard 2004, 129).  Here he mentions ‘orders, commands, instructions, 
recommendations, requests, prayers, pleas’ (Lyotard 2004, p129) for example.  Yet aside 
from the pragmatic aspects of language he raises the notion of the efficiency of such 
utterances.  In focussing less on the pragmatic aspects of language and instead on the various 
types of utterances that are possible, he states that the underlying features that are common to 
all of these various types of utterances can be summarised as language games.  These 
language games comprise three main rules (Lyotard 2004, pp128-129). 
 
The first language game rule states that language games do not carry with them their own 
legitimation but are agreed upon between partners for the purpose of facilitating the social 
relation (Lyotard 2004, p129).  This infers that language games become in part temporarily 
disconnected from broader institutions of knowledge and partners in an interaction are able to 
look internally in order to make decisions.  This is how regimes of knowledge are reviewed 
by the individual and change is enacted.  However, this does not occur in a disorderly way 
and change occurs within particular boundaries.  It is of relevance here to consider what 
constitutes a rule more generally.  Unlike the law where behaviour is legislated and offenders 
of the law face the consequences of court or jail, a rule is based on a moral obligation.  
Although it is expected that the individual will choose to abide by the rules, where the rules 
are not adhered to there are also consequences.  In this way, rules are not without condition 
and involve the accepted norms in society, the proper way to behave.  Therefore, we may 
choose which norms we would like to access however, we are required to comply with the 
rules of these norms.  Where rules are not adhered to and this becomes a social issue, a law is 
enacted and there is no longer the choice to comply with the rule, rather there is the 
consequence to incur if the law is broken.  When individuals do not choose to adhere to the 
rules, rules increasingly become governed by the law and the choice to adhere to the rule is 
taken from the individual (Rachels 1993, pp117-120). 
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Yet rules also have certain mechanisms that motivate the compliance of the individual in 
order to avoid having to enact laws (Rachels 1993, pp125-138).  In the instance of privacy 
apps, users occupy a space that does not fall within the rules that govern the type of privacy 
associated with the Social Contract because where users have been given privacy as a gift as 
a result of the previous work of others, the type of privacy provided in privacy apps does not 
preserve privacy for others and future generations.  Although the Social Contract is not a law, 
it is up to the individual to choose to honour this contract.  It is considered that privacy 
accessed through compliance with the Social Contract offers the individual the greatest 
possible control over their privacy and where this contract is not honoured there are certain 
social consequences (Rousseau & Betts 1994, pp45-168).  The type of privacy available in 
privacy apps is considered to be one of these consequences and to offer a type of privacy that 
is more difficult for the individual to control.  In fact, this type of privacy is considered to 
confine the individual and to preclude access to justice (Morawetz 1991, pp3-31).  It is also 
considered to act as a type of mechanism that isolates the threat of ‘wrongdoers’ from 
harming society (Rachels 1993, pp125-138).  Such confinement is considered to act as a 
motivation to the individual to pursue access to justice and the type of privacy that is more 
easily controlled by the individual through the Social Contract (Rousseau & Betts 1994, 
pp45-168).  Further, rather than considering this process as a type of punishment, the focus 
should be instead on the notion of rehabilitation.  As such, psychological assistance and job 
training should be offered so that the individual can re-enter society as a productive citizen.  
Hence the ‘prison’ is now referred to as the correctional facility (Rachels 1993, pp125-138) 
and acts to motivate the individual to access privacy through channels associated with the 
Social Contract.  Yet although Kant claims that such an approach toward rehabilitation is a 
violation of a wrongdoer’s autonomy because it is telling a person what to think and how to 
behave, protecting society from wrongdoers during a rehabilitation period is considered to be 
of greater benefit to society overall, and therefore also the individual in question.  This 
process ultimately promotes adherence to the rules and avoids the imposition of the law 
(Rachels 1993, pp125-138). 
 
The second language game rule states that given rules are required for language games to 
operate, even a slight change in any rule will alter the entire game.  As such, if the rules of a 
particular language game are not adhered to, then it is some other game that is operating 
(Lyotard 2004, p129).  This infers that when the rules of a particular game are broken, 
another type of game is entered into with a different set of rules.  By extension, we can only 
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operate within rules, yet when we break the rules the nature of the game and reality as we 
know it changes.  Games are generally associated with amusement or fun where a set of rules 
and certain goals are devised and agreed upon.  Games provide a recreation of ‘authentic’ life 
in certain respects and players generally understand this to be so.  Yet although a game is 
devised in this way its outcome and consequences can be profound (Stanford Encyclopaedia 
of Philosophy 2004).  Privacy apps operate in a similar way in that the use of these apps is 
largely considered to be innocuous.  These apps are being used in order to gain a personal 
type of privacy on the internet as outline in Chapter Three.  Users comply with user 
agreements and are to a certain degree aware that there are privacy issues surrounding the use 
of these apps from media reports (RT.com 2014).  As mentioned in the previous rule, the use 
of privacy apps does not fall within the rules associated with privacy and the Social Contract 
(Rousseau & Betts 1994, pp45-168).  With such a breach in the rules, it is considered that a 
different privacy game is operating with a different set of rules through the use of privacy 
apps and although this game seems innocuous it has more serious consequences for privacy.   
 
In relation to the third language game rule where every utterance is considered to be a 
“move’ in the game’ (Lyotard 2004, p129) not only is it inferred that we always act, it is also 
inferred that we are always held within the game.  That is, all interactions or utterances 
always carry meaning and can never be considered as neutral.  In this way, every utterance in 
privacy apps, regardless of whether it is positive or negative, serves to establish the rules 
about the appropriate way to interact on the app.  This process is continuous and cannot be 
halted or undone.  Lyotard likens the language games associated with such ‘moves’ to the 
rules that govern individual chess pieces about how to move within the game (Lyotard 2004, 
p129).  As such, language games describe particular modes of discourse that provide 
instructions about how to use language in particular situations.  Therefore, as mentioned in 
the first rule, the rules cannot be changed as such but rather we move in and out of different 
rules and each time we speak signals a determined participation in a language game17 
(Lyotard 2004, pp124, 129).  However, when the use of privacy apps is considered from the 
perspective of the entire range rather than as individual privacy apps, the rules that are 
adhered to for each individual privacy app occur within the rules associated with the game 
                                                
17 The use of language games here represents a departure from the work of Erving Goffman who instead takes a 
micosociological approach that is not representative of the thesis theoretically.  Goffman, E 1959, The 
Presentation of Self in Everyday Life, Doubleday, New York. 
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that is the practice of privacy through the use of privacy apps.  As such, privacy app users 
having chosen to access this type of privacy in preference to traditional types of privacy may 
be considered to signal a ‘move’ in the game over what is to constitute reality.  In this way, it 
is the ‘move’ itself that becomes the focus rather than the partners involved in the interaction. 
 
The Dead-End of Privacy 
Where language games situate privacy apps within the literature as well as explain how 
change occurs through language (Lyotard 2004, pp128-130), it is considered that Bauman’s 
conception of fluidity provides the means to further explain the processes occurring to 
traditional types of privacy through the use of privacy apps.  In describing the conception, 
Bauman states that fluidity may be compared to the ‘structural arrangement of atoms’ 
(Bauman 2000, pp1-2).  He explains that solids are associated with bonding and stability 
while fluidity makes reference to mobility and separation while also entails a notion of 
flexibility.  Rather than considering fluids to accommodate solids, fluidity relates to the 
shearing force that fluids have on solids (Bauman 2000, pp1-2).  Bauman describes fluidity 
as a process that involves ‘dissolving whatever persists over time’ (Bauman 2000, p3) or as 
the ‘profaning of the sacred’ (Bauman 2000, p3).  From this perspective, movement and 
change is considered to degrade that which is stable or settled.  Bauman describes fluidity as 
involving the ‘smashing of the protective armour forged of the beliefs and loyalties that 
allowed the solids to resist ‘liquefaction” (Bauman 2000, p3).  In this manner, the conception 
of fluidity may be seen to offer the means to critique that which has been held fixed in 
tradition.  As such, where language games provide the framework of the privacy app in order 
for users to interact, the conception of fluidity may be used to provide insight into the 
outcome of the use of these apps. 
 
Still considering the use of privacy apps from a sociological perspective and with the 
conception of fluidity in mind, Cavanagh introduces competing views of the impact of the 
internet on society in terms of whether such impact may be considered as an ‘add-on’ or as 
‘transformative’ (Cavanagh 2007, p10).  It is considered that users perceive their use of 
privacy apps as having a transformative effect on society and in this way it is considered that 
they focus on what Cavanagh describes in terms of cultural studies as ‘the emergent 
properties of culture rather than their phenomenal forms’ (Cavanagh 2007, p10).  This 
involves the idea that focus is drawn to the activities of users rather than what is occurring in 
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society more broadly.  Users are effectively looking at the impact of the use of privacy apps 
on privacy in terms of how they are themselves being impacted rather than from the broader 
perspective of how society is being impacted from such use.  In this way, the privacy app 
user is considered to be projecting their own experience of privacy onto the entirety of 
society in a way that is unrealistic and that conflates their own perception with what is 
actually occurring.  The culture of narcissism in contemporary society has been well 
documented and is relevant at this point (Lasch 1979, pp31-51).  In light of these ideas, it is 
considered that the use of privacy apps in and of itself does not have a transformative effect 
on privacy more generally and users use these apps per se largely in isolation. 
 
Yet it is considered that further complications arise where privacy app use has become 
significant and the perspective of the user begins to take hold in society.  Where users are of 
the belief that their use of privacy apps has a transformative and degrading impact on society, 
such impact in fact begins to occur.  Just as Lyotard’s report, ‘The Postmodern Condition’ 
(2004, pp123-146), reported on events that had not yet occurred and by doing so brought 
them to fruition, significant numbers of privacy app users that are of the belief that their use 
of privacy apps degrades traditional types of privacy in fact has the effect of materialising 
such a perspective.  Subsequently, society has become divided between those who adhere to 
the perspective that privacy app use should be viewed as an add-on to traditional types of 
privacy and privacy app users who believe privacy app use to be transforming and degrading 
traditional types of privacy18.  Bauman provides an explanation for this divide in 
contemporary society by referring to pre-modern society.  He states that in pre-modern 
society there were two distinct groups of people that he refers to as settled and nomadic.  He 
states that nomads wage a systematic assault of sedentary life that challenges the territory and 
boundary associated with modern pursuits and place blood above the soil.  Nomads are 
considered to hinder progress and to be ‘underdeveloped, …behind time, suffering from 
cultural lag’ (Bauman 2000, p12) and reluctant to engage with ‘the universal pattern of 
development’ (Bauman 2000, p13).  He states that nomadic existence constitutes a stateless 
and lawless underclass that is without citizenship or fixed address. 
                                                
18 This claim is also supported by Steve Fuller who maps the social divide between academic post-structuralist 
thought and the more postmodern versions associated with civil society that occurred as a result of resistance to 
traditional types of knowledge that began after World War Two.  Refer: Fuller, S 1999, ‘Making the University 
Fit for Critical Intellectuals: recovering from the ravages of the postmodern condition’, British Educational 
Research Journal, Vol. 25, Iss. 5, pp583-595. 
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While he considers such a way of life to be subject to the control of panoptical power where 
much of the settled population had been free of such control, he states that the nomadic way 
of life has begun to take precedence in contemporary society (Bauman 2000, p13).  Like the 
pre-modern nomads that Bauman discusses, privacy apps users may be considered to 
challenge the notions of territory and boundary associated with the modern pursuit.  Privacy 
app users have not yet been specifically placed in the sociological literature and attempt to 
evade meaning.  Bauman states that nomads now constitute a group of mobile and 
exterritorial elite.  Subsequently, what has come to denote power and progress in 
contemporary society is associated with that which is small, light, portable and disposable as 
opposed to the large, weighty, fixed and durable.  Priority is placed on the speed of 
circulation of commodities along with a continual process of recycling, dumping and 
replacement in the pursuit for profit.  In this way, power is able to flow freely in a global 
world and the social networks and organisations of collective action that represent barriers to 
such free flow are minimised (Bauman 2000, pp12-14).  It is considered that through the use 
of privacy apps, users have similarly impacted traditional types of privacy and this has 
created a circular and regressive way of thinking that ultimately departs with settled life and 
the institutions associated with it.  As a result, it seems that privacy app users have 
abandoned the pursuit for truth and progress associated with the modern metanarrative. 
 
Further, Bauman likens this assault on settled life by the nomads to a war that is fought with 
smart bombs and that avoids ground contact.  This war, he states, involves a pursuit for 
power that is no longer about territory but rather concerns a propaganda that eradicates the 
desire of the enemy to establish their own rules (Bauman 2000, pp10-13).  Although from its 
inception, the modern project was about the ‘melting of solids’ (Bauman 2000, p6), this was 
in order to construct stronger and more durable solids and not in order to completely abandon 
these solids (Bauman 2000, pp3-4).  By pursuing privacy within the structures of privacy 
apps that are premised on the rules of language games (Lyotard 2004, pp128-130), users are 
effectively not adhering to any rule as such but are rather attempting to operate within a space 
where they can create their own rules.  Yet without access to traditional types of privacy, 
privacy app users are limited with how they are able to create new rules.  This may be 
explained by recalling Chapter Two where privacy was discussed in terms of the two ways 
that it may be conceptualised and these two conceptions were further elaborated in Chapter 
Two and Chapter Three.  These firstly included privacy considered as the shifting and 
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relative relation of the public and the private between the four levels that included the 
individual, the family, society and then the state.  Secondly, privacy was considered as a 
countless number of dimensions that entailed the decisions and responsibilities made by the 
individual and acted as a skin or protection for the individual (Rossler 2004, pp6-7).  It is 
considered that where privacy app users attempt to operate in a space where they create their 
own rules they conceptualise privacy exclusively as a countless number of dimensions.  Yet 
without considering privacy additionally in relation to four layers of shifting and relative 
relations between the public and the private (Rossler 2004, p6), privacy app users remain 
within the layer of the individual and are unable to gain access to either the family, society or 
the state. 
 
In terms of such a dynamic, Bauman’s discussion of post-panoptical19 power may be applied 
here.  He refers to this type of power as being an intensified type of power and states that it is 
denoted by a lack of mutual engagement.  He states that where in panoptical society the 
supervised are aware that they are confined and monitored, in post-panoptical society the 
supervised become unaware that they are subject to supervision.  Post-panoptical power is a 
cheaper type of power to administer because it does not involve the upkeep of the prison 
building or feeding inmates for example.  As such, with post-panoptical power the supervisor 
is no longer confined to the task of supervising but rather does so by a means that is remote 
and this may be likened to the arrangement that existed between landlord and tenant in 
Feudal society (Bauman 2000, pp9-11).  In the instance of privacy apps, developers may be 
considered to operate remotely where they are unable to be contacted by users.  Further, 
where privacy app users only consider privacy as a countless number of dimensions and fail 
to consider privacy also as four relative and shifting layers that connects with the public 
sphere, they also dismiss the role of developers in the operation of these apps and focus on 
their interactions with other users. 
 
Artificial Intimate Relations 
Consequently, where developers operate remotely and the social relation between privacy 
app developers and users are considered to lack mutual engagement, users are able to gain a 
sense of intimacy with other users in privacy apps.  Further, where users pursue privacy 
                                                
19 Bauman’s application of post-panoptical power is recognised as being drawn from Foucault’s work on 
panopticism from Discipline and Punish and relates to ideas about institutionalisation.  Foucault, M 1977, 
Discipline and Punish: The Birth of the Prison, Random House, Inc., New York. 
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through the use of these apps, they effectively turn their back on the pursuit for intimacy 
through traditional types of privacy that are connected to the public sphere.  Due to the nature 
of privacy provided in privacy apps as was outlined in detail in Chapter Three, the type of 
intimacy that may be experienced on these apps is limited.  Although privacy apps provide 
users with the means to interact discreetly, it is considered that users are precluded from 
developing intimate social relations that are based on commitment and trust.  These latter 
types of social relations are only able to be established through traditional types of privacy 
that are connected to the public sphere (Giddens 1992, pp137-138).  Giddens outlines two 
types of intimate social interactions that resonate with the development and use of privacy 
apps.  Although Giddens has contributed a large body of work to the sociological literature 
(Maynard 1989, pp77-79), it is specifically his work on the ‘pure relationship’ (Giddens 
1992, p58) and its ‘confluent love’ (Giddens 1992, p61) that are most important here. 
 
These two intimate social relations emphasise how intimacy is being transformed in modern 
societies as a result of changes to amongst other things, sex and its disassociation with 
reproduction but nevertheless are organised around the concept of ‘romantic love complex’ 
(Giddens 1992, p52).  But importantly they differ from more traditional romantic intimate 
social relations that are situated within systems of patriarchy that focus on obligation because 
they are based on mutual commitment and trust.  Further, where patriarchal relations are 
based on heterosexual social relations, the ‘pure relationship’ and its ‘confluent love’ are able 
to account for homosexual social relations (Giddens 1992, pp49-64).  The ‘pure relationship’ 
in particular involves ‘a close and continuing emotional tie to another’ (Giddens 1992, p58) 
where the relation is entered into for the sake of the relation itself and what each partner can 
practically provide the other rather than focussing on a special person.  This type of social 
relation will only last for as long as the relation is satisfying and useful to the partners 
involved and many intimate relations and marriages are moving toward the ‘pure 
relationship’ in contemporary society.  The ‘pure relationship’ is based on equality between 
partners rather than hierarchy.  This type of intimate social relation jars with the ‘romantic 
love complex’ because where the the type of love associated with the ‘romantic love 
complex’ involves a feeling of wholeness between partners, the ‘pure relationship’ is based 
upon a certain reticence within partners that enter the social relation.  The type of love 
associated with the ‘romantic love complex’ is a passionate love where partners are drawn 
and bound to each other through projective identification (Giddens 1992, pp49-64). 
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‘Confluent love’ on the other hand, involves a certain opening of oneself out to the other.  
This type of love is contingent and less open to projective identification between partners.  It 
conflicts with intimate social relations that are based on one lifelong relation with a partner.  
It is considered that it is this type of love that has led to the prevalence of separation and 
divorce in society today.  ‘Confluent love’ is dependent upon a certain emotional 
commitment to the social relation by both partners and love can only develop in accordance 
with intimacy.  In this way, each partner becomes vulnerable to the other and recourse to 
strength and invulnerability that is associated with the ‘romantic love complex’ becomes 
relaxed and disclosed.  This type of love approaches sex as an art form that is premised on the 
art of pleasure and in this way breaks down the divide between good and bad women because 
the notion of being ‘sexually accomplished’ (Giddens 1992, p63) is now available to 
everyone in society.  This type of love is not a monogamous type of love and partners are 
only held together for as long as the partnership is deemed mutually worthwhile.  
Importantly, it is a type of love where a person’s sexuality is an integral factor within the 
relationship (Giddens 1992, pp58-63). 
 
Although the ‘pure relationship’ and its ‘confluent love’ are intimate social relations that vary 
from each other in certain ways, they are both connected and have evolved out of the 
increasing fragmentation of the romantic love complex (Giddens 1992, p52).  The type of 
intimate social relations associated with the ‘pure relationship’ are considered to be 
facilitated by the frameworks of privacy apps that have been provided to users by developers.  
These intimate social relations are considered to proximate ‘confluent love’ and to focus on 
the type of privacy that occurs where the individual is faced with numerous decisions and 
responsibilities.  This individualised type of privacy (Rossler 2004, pp6-7) was discussed in 
Chapter Two and in the previous section on fluidity.  In the context of privacy app use, focus 
on such individualised types of privacy is considered to be at the exclusion of the type of 
privacy that is connected to the public sphere.  This latter type of privacy was also discussed 
in Chapter Two and related to privacy as four relative and shifting layers between public and 
private that included the individual, family, society and the state (Rossler 2004, pp6-7).  
Recalling also from the previous section on fluidity that this latter space was likened to post-
panoptical types of power (Bauman 2000, pp11-14). 
 
While the operation of both of these intimate social relations is based on a greater level of 
equality between partners (Giddens 1992, p58), social relations that occur within the context 
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of the ‘pure relationship’ more generally are based on a deep level of emotional development 
(Giddens 1992, pp49-64) where partners are able to create trust through commitment.  
However, because ‘confluent love’ is not associated with commitment, trust is unable to be 
secured with intimate social relations based on this type of love (Giddens 1992, pp137-138).  
Yet where it is women who have introduced these types of intimate social relations through 
processes associated with the ‘romantic love complex’, Giddens remarks that romantic love 
presents an obstacle for men in their search for intimacy.  This creates a certain tension in the 
‘pure relationship’ between men and women because where women plan their future lives 
around narratives of love and emotional connection with a partner, men are concerned 
primarily about their material status among other men (Giddens 1992 pp59-60).  It is 
considered that it is this unresolvable tension that motivates privacy app users to seek out 
intimate social relations with other users more exclusively through ‘confluent love’.  Within 
such a context, the romantic man would seem to operate contrary to the imperatives of 
validation from other men.  However, it is considered that such men are insincere because 
they are unable to understand how women construct their future lives through narratives that 
are based on romance (Giddens 1992, p59). 
 
Further, although social relations based on ‘confluent love’ are associated with intimacy, 
these relations have not firstly secured privacy because they only consider privacy from an 
individual perspective that neglects consideration of the type of privacy that connects to the 
public sphere (Rossler 2004, pp6-7).  Further where privacy is requisite for intimacy (Rossler 
2004, pp73-94), without having secured privacy it is considered that intimacy is unable to be 
accessed.  This type of love then is really only referring to sex, therefore without privacy 
having been secured there is no possibility for intimacy with a deep emotional context to 
occur through ‘confluent love’.  Further, where ‘confluent love’ is deemed to be associated 
with a social relation that has not secured privacy, the continued pursuit for intimacy through 
‘confluent love’ is effectively the pursuit for intimacy within a space that is inherently public.  
Likewise, where privacy app users pursue intimate social relations through the use of these 
apps, not only are users unable to access intimacy but they also become subject to intense 
types of monitoring more generally (BBC News 2019, Bowscott 2014, Burns 2014, Hern (b) 
2014, Hill 2014, Lewis & Rushe 2014, Olson 2014, Reyburn 2014, Ribeiro 2015, RT.com 
2014, Shontell 2013).  Where users attempt to pursue privacy by a means that bypasses the 
Social Contract (Rousseau & Betts 1994, pp45-168), they effectively enter the public 
illegitimately (Lloyd 1984, pp18-37) as was discussed in Chapter Two.  It is precisely in this 
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way that privacy app users submit to the post-panoptical types of power (Bauman 2000, 
pp11-14) that have been discussed.  The monitoring associated with post-panoptical power is 
not to be confused with the type of acknowledgement that is the basis of democracy and that 
was discussed by Blatterer et al. (2010, pp78-82) also in Chapter Two.  Acknowledgement 
that is the basis of democracy runs in direct contrast to the monitoring associated with post-
panoptical power. 
 
Giddens’ work on the ‘pure relationship’ and its ‘confluent love’ is instructive for the 
purposes of locating the development and use of privacy apps within the literature as well as 
gaining an understanding about the nature of intimacy, privacy and social relations operating 
through these apps.  However, this work itself needs to be placed within some context.  
Throughout his work Giddens describes women as the leaders in matters of intimacy and men 
as lagging behind.  He goes on to describe the tension women experience, tension that was 
predicted by earlier feminists.  Under such tension, he states that women often retreat into 
liking marriage and desiring to have children.  He paints a bleak picture of heterosexual 
social relationships for women and states that women have become accustomed to being 
romantically disappointed and unappreciated by men.  Sections of the text effectively 
advocate for women to flee romantic heterosexual attachments because women’s means to 
adequately express themselves lies in their physical and emotional independence from men20 
(Giddens 1992, pp52, 57 & 59).  These types of discourses have had the effect of making 
women who desire these things feel extremely inadequate and such discourses only focus on 
the negative aspects of heterosexual relations for women.  They portray an idealised version 
of what intimate social relations constitute and put unrealistic expectations on such social 
relations to the extent that no intimate social relation would be able to withstand the test of 
commitment.  They also infer that any dissatisfaction in heterosexual social relations is 
untenable but provide very little information on what the alternative to such intimate social 
relations may offer (Rhodes 2004, pp1-94). 
 
 
 
                                                
20 Giddens’ work has been critiqued for inadequately portraying the relationship between structure and agency 
and for placing too greater emphasis on the agency of the individual.  See: O’Boyle, B 2013, ‘Reproducing the 
social structure: a Marxist critique of Anthony Giddens’s Structuration Methodology’, Cambridge Journal of 
Economics, Vol. 37, Iss. 5, pp1019-1033 and King, A 2010, ‘The odd couple: Margaret Archer, Anthony 
Giddens and British social theory’, The British Journal of Sociology, Vol.61, Iss. S1, pp253-260. 
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What the Theoretical Framework Will Do 
The theoretical framework recognises the tension that exists in the modern/postmodern divide 
but also the value of bringing key aspects from either side to bear on our understanding of 
social relations today and in particular the impact of the technologisation of privacy.  This 
includes the breakdown of the modern metanarrative around knowledge, love and intimacy, 
as well as stability.  This framework firstly identifies a key aspect of the development of 
privacy apps as the operation of specific sets of rules or language games via Lyotard (2004, 
pp128-130).  This offers a way of better understanding the patterns of use and also apparent 
control inherent to privacy app frameworks that have been provided to users by developers.  
The constant development of the language games inherent to privacy apps can in turn be 
explored and explained through Bauman’s conception of fluidity (Bauman 2000, pp1-15) that 
specifically refers to what appears to be the certain degrading effect that technology has on 
more traditional types of social relations.  In the context of critiquing the sustaining power of 
tradition, Giddens too offers work on intimacy (Giddens 1992, pp49-64) that is able to 
unpack the types and operation of social relations within various private spaces on the 
internet.  The maintaining of the traditional ‘pure relationship’ is made problematic via 
privacy apps that enable the operation of a form of ‘confluent love’.  The effect is that 
intimacy and trust (as described by Giddens 1992, p59) are compromised and altered.  The 
theoretical framework will be used to further present and analyse the data in forthcoming 
chapters. 
 
Concluding Comment 
This chapter has detailed the methodology used in the research that is informed by Walter 
(2010).  The chapter firstly provided a discussion about the modern/postmodern divide that 
was informed by Lyotard’s work, ‘The Postmodern Condition’, before proceeding to detail the 
theoretical framework.  This framework included selected texts from the work of Lyotard, 
Bauman and Giddens.  These included Lyotard’s work on language games, Bauman’s 
conception of fluidity and Giddens work on the ‘pure relationship’ and its ‘confluent love’, the 
latter of these intimate social relations most clearly connected with the use of privacy apps.  
This framework will be used forthcoming in order to direct the data.   
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Chapter 5 
Methodology – 
Method of Data Collection 
 
This chapter details the method used to collect the data in the research and describes how the 
data was collected.  As mentioned at the beginning of Chapter Four, this chapter also aims to 
outline the broad methodology used for the research informed by Walter (2010, pp32-58).  
As also mentioned, a ‘case study’ method has been used due to the remote nature of privacy 
apps and thus lack of available information.  A search of the literature turned up nothing 
specifically about privacy apps and also very little about apps more generally.  Developers 
were reluctant to disclose information about these apps specifically for the reason that they 
are deemed to be private.  In addition, there was only limited information provided by 
technology journalists as much of their reporting was informed by what little information 
developers had released about these apps coupled with information derived from what other 
technology journalists had reported.  For this reason, primary data needed to be collected in 
order to begin to further investigate privacy app use.  Privacy app developers and journalists 
as well as users were found to be remotely located, therefore the ‘case study’ method was 
chosen.  This method has been used in order to access these three privacy app stakeholders 
and makes use of what little information is available about privacy apps.  The method also 
employs a mixed method approach (Walter 2010, pp389-394) where data has been collected 
through the use of survey instrument, semi-structured interviews and a focus group involving 
privacy app developers, technology journalists and privacy app users. 
 
Method 
Researching Privacy Apps 
Although there has been extensive research on mobile phones in the academic literature as 
well as other types of internet software (Bond 2010, pp591 & 600-601, Garcia-Montez et al. 
2006, pp67-82, Goold 2002, pp21-27, Groening 2010, pp1331-1347, Haddon 2013, pp89-95, 
Hall & Baym 2011, pp316-331, Hjorth & Pink 2014, pp40-57, Rettie 2009, pp421-438, 
Ruggieri 2011), little research has been conducted on smart software and nothing was turned 
up in the literature searches that focussed specifically on privacy apps.  At the beginning of 
the research library database alerts were set up in Scopus and Web of Science in order to 
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track any other research being conducted on privacy apps.  These two databases are 
considered to be the most comprehensive bibliographic databases for peer-reviewed literature 
(Fenerty 2015) and were set by the search criteria ‘privacy’ AND ‘mobile phone 
applications’ AND ‘soci*’).  However, neither of these databases turned up any other 
research in the literature specifically on privacy apps (this remained the case for the duration 
of the thesis). 
 
Due to the omission of previous research on privacy apps within the academic literature, this 
research began with internet keyword searches via the Google Chrome browser.  This 
internet search browser was chosen because it is considered to be the most comprehensive 
browser on the internet.  Internet keyword searches via the Google Chrome (Google 2018) 
browser revealed the existence of a large number of privacy apps.  Yet, it was found that 
privacy app developers had released little information about user demographics or active user 
numbers to the public.  The privacy app websites only provided the name of the app, a 
slogan, a logo and a brief description about how the app operated technically at most.  
Reports released by the Australian government concerned smartphone app purchases by 
Australian consumers but did not refer specifically to privacy apps (Commonwealth 
Consumer Affairs Advisory Council 2013).  Media reports and technology magazines often 
published descriptive articles about privacy apps that reported the information provided by 
privacy app websites and reports published by other journalists (Bereznak 2014, Bilton (a)(b) 
2014, Burns 2014, Crook 2014, Crook 2015, Cuthbertson 2014, Dillet 2014, Dredge 2014, 
Eldon 2012, Flegerman 2014, Fox 2014, Gannes 2013, Halutz 2014, Hern (a)(b) 2014, Hill 
2014, Hillen 2014, Himler 2014, Fried 2015, Lawler 2013, McGarry 2014, Newton 2014, 
Olson 2014, Pangburn 2013, Perez (a)(b) 2014, Price 2015, Reyburn 2014, Ribeiro 2015, 
Schaffer 2014, Shandrow 2015, Shontell (a)(b) 2014, Sloane 2014).  However, internet 
searches did reveal the existence of the twenty-seven privacy apps that have been detailed as 
mentioned in Appendix A. 
 
Overcoming Obstacles 
Nonetheless, these searches revealed two impediments to answering the research question.  
Firstly, the large number of privacy apps that were available could not all be adequately 
studied within the time constraint of the thesis.  Secondly, the lack of information available 
about privacy apps and privacy app users made it difficult to know where to begin the 
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research.  The solution to the first problem was to devise a representative sample of all the 
available privacy apps and to focus the research on a selection of the apps.  This was 
achieved through the development and use of three privacy app categories that are detailed in 
Chapter Three.  These three categories were derived from a systematic review of all available 
privacy app information about all available privacy apps (as at 2015 when the research 
began).  In the second instance, the collection of primary data became necessary due to the 
lack of available information in the literature and this was collected from within the sample.  
Therefore, it was decided that a range of stakeholders associated with privacy apps would 
need to be consulted.  This was arranged as a case study in order to best utilize available data.  
The stakeholders that were used in the case study include privacy app developers, technology 
journalists and privacy app users.  It was considered that these three stakeholders would 
provide the broad range of perspectives and experience needed to address the research 
question.  In this way, the research is arguably both valid and reliable21. 
 
Representative Sample 
As mentioned previously, in order to work within the timeframe of the thesis, twenty-seven 
privacy apps proved too many apps to investigate thoroughly.  Nor were there the funds 
available to investigate the entire privacy app population in-depth.  For this reason, a 
representative sample of the privacy app population was developed.  This began with the 
development of the three privacy app categories that were detailed in Chapter Three.  These 
categories were derived from a cursory exploration of all available privacy apps that were 
found to provide users with three essential functions or use value.  From each of these three 
categories, the two most characteristic privacy apps were selected.  These six privacy apps 
were investigated in detail in Chapter Three.  By looking at a selection of these apps a 
manageable range of stakeholders associated with the use of privacy apps could be 
effectively involved in the research and then these results22 generalised across the privacy app 
population. 
 
 
                                                
21 This position is supported by Walter, M 2010, Social Research Methods 2nd Edn., Chapter 3, p71 on ‘validity 
and reliability’. 
22 This relates to Swanborn, P 2010, Case Study Research: What, Why and How?, Sage Publications Ltd, 
London, p2 that is titled ‘What is a Case Study?’.  In the absence of information, all available data is to be 
employed for the research as a Case Study. 
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Case Study 
Consulting with the various stakeholders within a case study framework provided the means 
for privacy apps to be investigated holistically and also, given the absence of existing 
research in this area.  A first benefit of using a case study approach meant that what little 
research data was available about privacy apps could be brought to bear and utilised in this 
research.  Where a case study usually refers to a single case, the privacy app population that 
constitutes twenty-seven privacy apps will be considered as a single case in this research23.  
Secondly, it was considered that by consulting with a range of stakeholders that the least 
‘biased’ framework may be established24 also, by including these various perspectives, a 
more comprehensive representation of the use of privacy apps may be established. 
 
Ethical Considerations 
All volunteers participating in the research were at least 18 years of age.  Volunteers that are 
at least 18 years of age does not place them within a vulnerable population25.  It is important 
also to note that this research is not concerned with the private details of any individual but 
rather focuses on what the various stakeholders think more generally about the social 
implications of privacy and how this relates to privacy apps (King 2012).  As such, ethics 
approval was granted for this research while information sheets and consent forms were used 
with all volunteers.  All data was also coded and kept secure throughout the transcription 
process whilst also stored securely afterward (University of Wollongong HREC 2016)26.  In 
addition, where it was found that specific direction had not been provided by the Ethics 
Committee for communications with participants on the internet, every effort was made to 
comply with what was anticipated would be expected by the UOW Ethics Committee. 
 
 
                                                
23 This relates to Swanborn, P 2010, Case Study Research: What, Why and How?, Sage Publications Ltd, 
London, pp14-15 that is titled ‘What is a Case Study?’.  A case study usually denotes a single (n) instance, 
however in this current research the case study will include all twenty-seve privacy apps and six privacy app 
categories. 
24 This relates to Swanborn, P 2010, Case Study Research: What, Why and How?, Sage Publications Ltd, 
London, p3 that is titled ‘What is a Case Study?’.  The lack of representativeness for the research is replaced by 
the emphasis on its exploratory nature. 
25 Refer Walter, M 2010, p90 on ‘Why is ethics an issue in social research?’ that discusses vulnerable 
populations and refers specifically to ‘young people, criminals, women, ethnic minorities and the sick’. 
26 The ethics approval number for this research is HE16/013 and is dated 10 February, 2016. 
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Methods Used to Collect the Data 
It was always anticipated that investigating the nature and use of privacy apps was going to 
be fraught with a lack of interest for exposure from stakeholders involved in these apps.  As 
will become clear in the following discussion overcoming this lack of interest would be 
difficult but not completely impossible.  So in order to collect the data from the various 
stakeholders in the case study and to subsequently answer the research question, it became 
necessary to use a mixed method approach where a range of qualitative methods were used to 
collect the data27.  Some privacy app stakeholders were in remote locations and/or were time 
poor, while others were local.  As such, it was considered that the use of surveys28, semi-
structured in-depth interviews29 and focus groups30 would be the most suitable means to 
collect the range of data that would enable addressing the research question.  The following 
graph lists the various methods that were used to collect the data from stakeholders and how 
each method is being used to answer the three components of the research question.  
Following the graph is a detailed discussion of how the data was collected for each method 
from stakeholders. 
 
  
Use of Privacy 
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Effect on User 
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The Survey 
App Developers 
Privacy app developers were approached to participate in the research and were sourced from 
the matrix previously mentioned as Appendix A.  Attempts were made to contact two 
                                                
27 Refer Walter, M 2010, p71 on ‘validity and reliability’. 
28 Refer Walter, M 2010, Chapter 6 on ‘Surveys’. 
29 Refer Walter, M 2010, pp294-313 on Interviewing as a method of data collection. 
30 Refer Walter, M 2010, pp314-318 on Focus Groups as a method of data collection. 
 100 
developers from each of the three categories used in the sample and the most well known 
apps within each of these categories were contacted firstly in quite a targeted way.  In the 
absence of a street address and contact telephone number they were contacted via email 
where possible.  The email was sent directly to the main developer or founder of the app with 
a word processed version of a self-administered style survey31 32.  The list of the Survey 
Questions that were sent to developers is attached.  However, only two developers replied 
stating they did not have time to participate in the research.  Subsequently, the survey was 
forwarded via email to the entire list of twenty-seven privacy app developers and founders in 
order to see who would respond.  Two rounds of emails were sent and this resulted in only 
one response (D1).  At this point, developers were contacted instead via the Twitter (Twitter 
2017) and LinkedIn (LinkedIn 2017) social networking sites where subsequently another five 
surveys were completed and returned (D2-D6).  However, due to the limited word count 
available for messaging on these platforms, use was made of Google Forms (Google 2018) in 
order to forward the survey as an attachment.  Ultimately, a total of six surveys were returned 
by developers. 
 
Many of these app developers were originally sourced through Google (Google 2018) 
searches in the English language, and although developers were turned up in a variety of 
European countries outside the US, the research is Western centric.  Yet it is also considered, 
due to the role that privacy plays in Western democracies (Rossler 2004, pp2-5), that it is 
Western countries that would largely be concerned about privacy issues.  In addition, the 
developers that contributed to the research were for the most part sourced from only two 
internet networking sites while also concerned developers that were looking to promote their 
app on these sites.  As such, some of the more discreet developers and their associated 
privacy apps were more difficult to contact and are not represented in the study (Walter 2010, 
pp314-318).  In this respect, the developers represented in the research tend to be associated 
mostly with the type of privacy apps concerning category one, Online Connect in 
contradistinction to the type of privacy apps belonging to category two, Activistic, for 
instance. 
 
 
                                                
31 Refer Walter, M 2010, p162 on ‘Self-administered surveys’. 
32 Refer Walter, M 2010, pp168-174 that include the sections; ‘Develop the survey questionnaire’, ‘Framing 
your research questions’, and ‘Selecting the question format’. 
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The Semi-Structured Interview 
Technology Journalists 
Firstly, a list was made of the most active journalists who wrote about privacy apps in 
newspapers and technology magazines on the internet.  This list was developed from the 
original searches that were made throughout the process of researching privacy apps.  
Attempt was originally made to contact technology journalists via telephone at work, 
however all of these calls were diverted to message machines and although a number of 
messages were left, no calls were returned.  Technology journalists were then approached via 
email and Twitter (2017), the latter proving to be the most successful means of contacting the 
journalists.  Subsequently, two Skype (Skype 2018) interviews were secured (J1 and J2), 
one short message conversation interview via Twitter (2017) (J3), and one email 
conversation interview (J4).  A total of four technology journalist interviews were secured.  
Both the journalists interviewed via Skype (Skype 2018) provided links to further 
information about privacy apps recently written either by themselves or other technology 
journalists. 
  
Again, the journalists interviewed tended to relate mostly to privacy apps from category one, 
Online Connect and therefore, the other two categories of privacy app that were referred to in 
Chapter Three were largely underrepresented in these interviews.  In addition, all four 
technology journalists interviewed were US based and therefore, the journalist data does not 
include information about privacy apps from Europe for instance.  Recalling in Chapter Two 
in the discussion by Rossler (2004, pp2-5) that privacy in the US and Europe have quite a 
different focus.  Where in the US, emphasis is placed on privacy in a more general sense, 
Germany for instance focuses on privacy as primarily concerning the protection of one’s 
home and person.  As such, the technology journalist data may be skewed toward a more 
general type of privacy at the expense of including more individualised types of privacy33. 
 
 
                                                
33 This raises certain issues surrounding the ‘validity and reliability’ of the research, refer Walter, M 2010, p71.  
However, the research acknowledges that privacy apps have not previously been researched and the current 
study provides the basis for future research in this area.  While in addition, the research also acknowledges that 
the stakeholders involved in this research are remotely located and due to the nature of the research concerning 
the topic of privacy, it was difficult to ensure that all categories of privacy app were represented in certain areas 
of the data. 
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Users 
It was originally intended that privacy app developers would assist in the recruitment of 
privacy app users through the placement of banner ads on their sites.  However, developers 
were not responsive to this and instead privacy app users were invited to participate in the 
research through the use of flyers.  The flyers were placed on UOW campus noticeboards 
across all faculties and campus cafes as well as on local community and restaurant 
noticeboards.  In addition, the flyers were posted on the researcher’s Facebook (Facebook 
2017) and Twitter (Twitter 2017) networking sites.  The flyers asked for participant 
volunteers for both interviews and focus groups.  Subsequently, thirteen (I1-I13) user 
interviews were secured, the majority of which were conducted on the UOW campus.  An 
announcement was also made at at a first year sociology lecture about the research.  Although 
around 30% of the lecture indicated that they were familiar with these types of apps, this did 
not lead to any further volunteers.  Three of these volunteers went on the participate in the 
focus group. 
 
As such, the research is not representative of privacy app users more generally as the study is 
for the most part limited to Wollongong, Australia and most specifically to students at UOW 
(Walter 2010, pp124-141).  The technology journalists indicated that high school students are 
also using these apps (Dredge 2013, Shontell 2013), as well as a middle-aged group on some 
of the more secure of these apps that employ the use of encryption (Dillet 2014, Fried 2015).  
These groups of privacy app user are not represented in the data and it is therefore unclear 
what the overall impact on privacy is from the use of these apps.  However, as these apps 
have not previously been researched, the current study rather provides a basis upon which to 
conduct further research in this area (Walter 2010, p11).  Many of the volunteers also 
indicated that they responded to one particular flyer placed at a café on campus near the arts 
building.  Therefore, it is unclear whether law and engineering students for instance, who did 
not volunteer for the research, do not use these apps or whether they simple did not notice 
any of the flyers on campus.  In this way, it is unclear whether the study represents all of the 
faculties at UOW even though the flyers were well distributed around campus (Walter 2010, 
pp314-318). 
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Focus Group 
Users 
Focus group participants were also canvassed on the same flyer that was used to recruit the 
user interview participants.  As mentioned, this flyer was distributed on UOW noticeboards, 
various local community and restaurant noticeboards as well as on the researcher’s Facebook 
(Facebook 2017) and Twitter (Twitter 2017) sites.  Three user volunteers who participated in 
interviews (I3, I5 and I7) also participated in the focus group while an addition two 
volunteers were also recruited for the focus group from the flyers.  This brought the total in 
the focus group to five (F1-F5).  Although further volunteers had originally responded to the 
flyer and agreed to participate in the focus group, this resulting in ethics approval to video 
record the focus group for transcription purposes as the group was so large34 (Puchta & Potter 
2004, p2), four of these volunteers cancelled on the day. 
 
As such, the focus group was small and only one focus group was conducted.  The focus 
group comprised only females as the four volunteers who cancelled on the day were all male.  
Although the technology journalists indicated that it is mainly females who use privacy apps, 
the recruitment of the user interviews indicated otherwise as there were nearly as many male 
as female volunteers.  For this reason, it would have been of benefit to the research to gauge 
the group interactions with male volunteers also included.  In addition, three of the volunteers 
in the group knew each other from within the university as they were completing the same 
course.  This raised certain issues concerning the lack of heterogeneity within the group.  
However, outside of the university these three students, other than all being international 
students, came from diverse backgrounds.  Of the other two focus group volunteers, both 
lived locally and where one was young the other was a retiree, so this provided both a diverse 
range of nationalities and a large age range within the group (Walter 2010, pp314-318). 
 
 
 
                                                
34 Refer Walter, M 2010, pp427-429 on ‘Extending the analytical challenge: Analysing focus groups’ that 
emphasises the the importance of the researcher and the participants in a focus group discussion being able to 
monitor group social relations and situational context that may be derived through verbal and non-verbal types 
of communication. 
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Concluding Comment 
This chapter has detailed the methodology used in the research that is informed by Walter 
(2010).  The chapter detailed the method that was used for collecting the data.  Certain 
obstacles were encountered with the research and the chapter discusses how these were 
overcome.  As such, the research makes use of a representative sample while also uses a case 
study approach.  This has incorporated a mixed method approach where data has been 
collected from developers, journalists and users.  What follows in Chapter Six, is the 
presentation of the data that has been guided by the theoretical framework. 
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Chapter 6 
The Data Presentation 
 
While over 85,000 words of data was collected and transcribed in this research, only selected 
sections will be presented in this chapter.  The data that has been selected indicates the key 
moments in the data that highlighted how privacy and the nature of social relations are 
changing through the use of privacy applications.  The basis for the selection of the data is 
also cognisant of the theoretical framework as set out in Chapter Four.  This was situated 
within a modern/postmodern divide and included Lyotard’s (2004) discussion on language 
games, Bauman’s (2000) conception of fluidity and Giddens’ (1992) work on the 
transforming nature of intimacy in contemporary society that in particular, refers to the ‘pure 
relationship’ and its ‘confluent love’.  As was also discussed in Chapter Five, a ‘case study’ 
method was used that involved three different participant groups with three different methods 
of data collection.  In this chapter, this data is presented in four sections: developer surveys, 
journalist interviews, user interviews and then a user focus group.  The data from the 
developer surveys outline the structure that is set in place by developers through software 
development in particular and the type of privacy this provides users.  The data from the 
journalist interviews outlines the challenges journalists face in reporting on privacy apps, 
while the user interview data outlines the social aspects of interpreting and applying the 
‘rules’ that are established by users within these apps.  Finally, the user focus group data 
outlines how the use of privacy apps impact on interactions between users and in turn, the 
nature of social relations developed through the use of these apps.  The data that is presented 
reflects the changing nature of privacy occurring through the use of privacy apps and points 
to the impact this has on our understanding of social relations. 
 
Developer Surveys 
The following data presented for the developers is derived from six returned surveys.  As 
mentioned in Chapter Five, four of the returned surveys were from developers based in the 
US, while one survey was returned each from Europe and Australia.  Many of the privacy 
app software operates within the structures that have been designed by these developers and 
in this respect, use is largely determined by these designs.  Yet the development of these apps 
have been in response to the increased need for privacy on the internet.  The data in this 
section outlines the type of software structures that are provided by these apps in order for 
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users to gain access to privacy on the internet.  What follows are the key moments in the 
developer data that address the software structure of privacy apps. 
 
The Fragmentation of Privacy 
The developer data indicated a concentration of males in the development of privacy apps35.  
As outlined in Chapter Two, privacy is traditionally associated with women and is considered 
to act as counterpart to the public sphere.  Women are traditionally considered to both 
generate privacy and to occupy the place of privacy (Lloyd 1984, pp2-3 & 105, Freeman 
1970, p96).  The use of privacy apps has arguably challenged this arrangement and has 
occurred in response to the feminist drive for equality between the sexes (Giddens 1992, 
pp49-64).  It has been through privacy that the function of philosophy told the story of 
science within the modern metanarrative (Lyotard 2004, pp123-124), however through 
certain types of feminism this function has fragmented (Ribbens-McCarthy & Edwards 2001, 
p767-768).  Lyotard argued that narratives would become manifested in an array of language 
particles that he referred to as language games.  He stated that these language games would 
operate in many respects independently of one another and without any central authority 
(Lyotard 2004, pp128-130).  He described these as ‘a heterogeneity of elements’ (Lyotard 
2004, p124) that ‘only give rise to institutions in patches – local determinism’ (Lyotard 2004, 
p124).  While the internet more generally may be described as an array of language particles, 
privacy apps most specifically cater to privacy that may be understood to operate in such a 
way.  As was outlined in Chapter Three, each privacy app operates separately to other apps 
and the type of privacy provided by one privacy app is not determined by the type of privacy 
provided by another.  Privacy app developers recognised the need for privacy on the internet 
where users are able to more discretely interact with one another. 
 
Male D1 D3 D4 D5 D6 
Female      
Non-Disclosed D2     
 
(One developer (D2) declined to provide their gender for privacy reasons). 
 
                                                
35 The development of privacy apps is largely androcentric.  This became evident in the research of the privacy 
app websites and the reports by technology journalists. 
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The Western Pursuit for Privacy 
The surveys reported a concentration of privacy apps deriving in the US with four developers 
based in the US, one in Europe and one in Australia returning a survey.  Development of 
privacy apps is Western based while developers reported that users are able to access a global 
audience through the use of their apps.  This resonates with Lyotard’s prediction that the state 
of knowledge in highly industrialised societies would develop at varying speeds both 
between countries and within countries.  This he anticipated would cause a type of temporal 
disjunction where Western countries and certain sectors of the West would become more 
advanced in terms of their engagement in postmodern types of knowledge and the associated 
technology (Lyotard 2004, p124).  The search for developers and the ensuing data certainly 
suggests that Western countries have become more invested in the development of privacy 
and the associated types of knowledge connected to privacy apps. 
 
  D1 
  D4 
  D5 
D3 D2 D6 
Australia Europe US 
 
Privacy Apps Are Political 
Although privacy is fundamental to the operation of democracy because it provides the 
means to act and reflect without being watched (Freeman 1970, p96, Rossler 2004, pp1-13), 
privacy app developers did not consider themselves to be politically active.  When asked 
about their level of political engagement, developers selected indicators in the low range of 
the scale.  Three of the six developers selected the middle indicator of the scale and the 
remaining three developers indicated a low level of political engagement.  Considering the 
implications surrounding the practice of privacy on the internet and the subsequent 
complications that occur to understandings of the private domain and public sphere as 
discreet spaces (Brewer 2005, pp661-677, McCulloch 1997, pp793-799, Wyness 2014, pp59-
74), the development of privacy apps would seem to be highly political.  Lyotard’s discussion 
on language games is applicable in this instance where he states that if the rules of a 
particular game are not being adhered to then it is another game that is operating (Lyotard 
2004, p129).  Where the rules concerning political activism traditionally involve a certain 
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level of transparency (Mill 1960, pp1-5), the political activity associated with the 
development of privacy apps is obfuscated and such development is framed instead within 
discourses associated with leisure and entertainment (Featherstone 2007, p13).  The tenets of 
democracy are arranged around understandings of privacy that are both individually and 
socially orientated (Rousseau & Betts 1994, pp45-168), yet privacy apps cater to privacy that 
is individually focussed and managed.  Evidence of this can be seen where users 
independently negotiate various privacy software in order to fulfil their privacy needs on the 
internet.  Where privacy apps have been developed to provide privacy on the internet, the use 
of these apps may potentially be used to produce political change slowly and less 
transparently through language game rules rather than through direct socio-political channels. 
 
  D6   
  D4  D3 
  D1 D5 D2 
5 High 4 3 2 1 Low 
 
Youth Takes Priority Through Smart Software 
The survey data indicated a concentration of privacy app developers aged between 25-34 
years.  Developers have designed privacy apps to provide a type of privacy that coheres with 
the logic and operation of the internet.  They are of a generation that has grown up with the 
internet and as such, are well versed in this technology.  Where traditional types of privacy 
are learnt and inherited from previous and older generations (Freeman 1970, pp70-110 & 
230-235, Rossler 2004, p3), the type of privacy provided via privacy apps challenges these 
traditional stocks of knowledge.  Therefore, the data indicates that not only are young male 
developers leading the way with a new type of privacy with these apps, they are also 
neglecting traditional types of privacy as well as the older generations who are associated 
with these types of knowledge systems.  Essentially then, the type of privacy provided in 
privacy apps is administered by youth for a youth audience.  These ideas were relayed by the 
technology journalists who reported that many privacy app developers were young university 
undergraduates who had developed these apps for a young audience who were computer 
literate (Dredge 2013, Himler 2014, Mott 2014).  In addition, because the type of privacy 
enabled via privacy apps is based on the operation of smart software the new privacy does 
not require a traditional social or corporeal dimension.  This idea was mentioned in the 
previous point that discussed privacy in privacy apps being individually focussed and 
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managed while also associated with less transparent types of change and was discussed in 
terms of the degradation of the modern metanarrative (Lyotard 2004, pp123-128).  In this 
respect, the production of privacy being re-orientated to youth through smart software may be 
seen as an attempt by younger generations to write over traditional types of privacy and 
instead to favour more miniaturised and individualised types of privacy.  This over time is 
anticipated would carry through into the future and gradually these latter types of privacy 
would come to predominate in society.  As such, it is the technology associated with the 
development of privacy apps that enables the type of privacy associated with the Social 
Contract (Rousseau & Betts 1994, pp45-168) to become historical. 
  
D1   
D5   
D6 D3 D4 
25 – 34 years 35-44 years 45-54 years 
 
(One developer (D2) declined to provide their age for privacy reasons). 
 
Doing Time 
Developers were asked to select motivations for developing their app from the following list 
of ten possible motivations.  Where developers developed their apps based on perceived user 
needs, ‘Connect with others’ and ‘Provide an escape for users’ figured most prominently in 
developer motivations.  These two such motivations would traditionally be considered as 
opposing, however in privacy apps the two coincide.  In this way, choice is reduced in 
privacy apps.  However, a large part of the attraction for users to privacy apps is that they are 
considered to provide greater levels of privacy on the internet because they circumvent 
government monitored ISP’s (Callaway 2018) while also providing the means for users to 
interact with others who seek privacy on the internet.  Here, the discussion on post-panoptical 
society is relevant to the use of privacy apps because while users look for an escape while 
wanting to connect with others, the nature of privacy is challenged.  While panoptical types 
of control liken society to a prison, post-panoptical types of control involve the creation of 
the perception of freedom (Bauman 2000, pp9-11) in which citizens are largely unaware that 
they are being traced/watched/logged.  This latter type of control is possible through the 
technology of privacy apps because the relation between developers and users is disengaged.  
Where panoptical types of control are associated with the mutual engagement between the 
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supervisor and supervised, with post-panoptical control supervision occurs remotely 
(Bauman 2000, pp9-11).  Users interact with other users on these apps and apart from the 
development of the framework of the app, it is considered that developers are largely 
undetected by users. 
 
       Total 
1. Avoid government surveillance D1   D4 D5  3 
2. Connect with others D1 D2 D3   D6 4 
3. Make work pleasurable  D2  D4   2 
4. Niche marketing        
5. Own personal growth        
6. Promote leisure in online space        
7. Provide community service   D3  D5  2 
8. Provide an escape for users D1  D3  D5 D6 4 
9. Right social power imbalance        
10. Improve privacy in communications  D2     1 
 
Developers Invite User Feedback 
Where traditionally companies released their products once fully formed, in the instance of 
privacy apps the data revealed that developers often release privacy apps only partially 
developed.  Users are involved in the subsequent and ongoing development process where 
developers invite user feedback in order to improve the design of their apps.  One developer 
(D3) reported; 
 
‘Initially our app was designed to be a platform for people to express their anger and 
frustration.  Our users were using it to express their feelings and connect with other 
people who share similar feelings.  We adapted and designed the app around this new 
use case’. 
 
‘We are working on better ways to connect people to one another based on common 
feelings and interests, we still have a long way to go with this and many ideas on 
improving things’. 
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Where developers incorporate user feedback into the design of their apps, users in a sense co-
author the ongoing development of these apps.  The type of relations being developed on 
these apps between developers and users resemble certain aspects of Giddens’ work on the 
‘pure relationship’.  This intimate social relation concerns ideas about partners being equal 
where the partnership is beneficial to both partners involved rather than being based on 
hierarchy or obligation like more traditional patriarchal-based social relations (Giddens 1992, 
pp58-61.  Developers are responding to the needs of users through user feedback and 
developing privacy apps to better cater to user needs.  Hence, it could be argued that privacy 
is being developed to incorporate current social imperatives inexorably connected to internet 
technology. 
 
Increasing User Engagement 
When asked whether developers planned to further develop their site, two developers (D2) 
and (D6) declined to answer this question.  However, the remaining four developers 
uniformly indicated that they plan to further develop their app.  Developers indicated the 
various ways they plan to do this that included; 
 
the addition of ‘mail and phone service’ including a ‘privacy oriented phone’, a 
‘desktop, embedded application’, enhanced ‘mood tracking’ in order to help users 
‘feel better/happier’, and an ‘educating poll’ feature. 
 
The introduction of additional services in privacy apps is considered to promote investment 
in the use of these apps whereby not only traditional types of privacy become increasingly 
redundant but also other services in the physical world such as phone and mail for example.  
Again, Giddens’ work on the ‘pure relationship’ is relevant here.  Giddens describes the ‘pure 
relationship’ in certain instances to be based on use value and states that the relationship will 
end when it is no longer useful to either of the partners involved (Giddens 1992, p58).  
Likewise, it is considered that privacy app developers seek to extend this type of social 
relation with users by ensuring that their service continues to remain useful to users while 
users become increasingly engaged in their use of privacy apps.  Yet ultimately, it is the 
developers that navigate the design and further development of these apps. 
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Journalist Interviews 
The following data presented is drawn from four semi-structured interviews with IT 
journalists.  The data importantly, exposes the challenges associated with investigating and 
reporting on privacy apps when journalists are unable to access the appropriate language to 
describe these apps.  As a result, journalists conflate the type of privacy provided in privacy 
apps with more traditional types of privacy and this acts to re-center privacy and to only more 
firmly establish privacy on the internet.  Bauman’s discussion on the processes involved in 
the ‘modernisation of modernity’ (Bauman 2000, p6) in part explain this effect.  Here he 
refers to the dominance of ‘instrumental rationality’ (Bauman 2000, p4) or ‘the determining 
role of economy’ (Bauman 2000, p4) in contemporary societies resulting from ‘the whole 
complex network of social relations [having been left] bare, unprotected, unarmed and 
exposed’ (Bauman 2000, p4).  Similarly, where journalists conflate different types of privacy, 
privacy may be considered to have been left exposed and defenceless.  In addition, Giddens’ 
work on ‘confluent love’ that is associated with the ‘pure relationship’ describes a type of 
intimate social relation that accords with such instrumentality and primacy of economy.  This 
type of social relation involves a certain opening out to a partner that is based on contingency 
and impermanence.  Where imperatives of economy and profit favour the turnover of goods 
and consumption, this type of social relation resonates with such imperatives (Giddens 1992, 
pp58-62).  In fact, the data shows that the more journalists attempt to report and critique 
privacy apps in this way, the more they inadvertently substantiate privacy on the internet.  
Yet what this type of intimate social relation does demand is emotional equality between 
partners where the vulnerability of one partner to another is a proviso for the development of 
intimacy in the social relation (Giddens 1992, pp58-62).  As such, through the efforts of the 
journalists, other important information is revealed about privacy apps in this exchange.  
What follows are the key moments from the journalist data that provide further explanation 
for how privacy and the nature of social relations are changing. 
 
Only Apps 
One journalist confines their discussion on privacy to a comparison between privacy apps and 
more general communication apps.  Although the journalist does not specifically mention 
privacy in the physical world and effectively conflates traditional types of privacy with the 
type of privacy provided in privacy apps, the journalist does provide important information 
about how privacy apps are situated in the app space.  As such, privacy apps have manifested 
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as a range of smaller apps (See Appendix A) and then one extremely large app (Telegram 
Messenger), while communication apps more generally have manifested as two large apps 
(Facebook Messenger and WhatsApp).  These last two communication apps are associated 
with an SNS that provides a confidential type of connection and a general communication 
app that is considered to be private because it bypasses an ISP (Callaway 2018).  The 
journalist effectively maps out a framework for the app space.  Further, the journalist 
distinguishes between these two groups of apps by suggesting that where privacy apps only 
address privacy in terms of security, the more general communication apps include additional 
elements of privacy.  This claim contradicts that of developers who state that it is rather 
privacy apps that provide additional privacy features over the more general communication 
apps.  As such, this claim by the journalist is more generally considered to represent a turn 
around in where perceived access to increased levels of privacy lie; 
  
J4:  ChatSecure, Cloak, Confide, Signal, Squealock, TextSecure, Threema, Vent, 
Whisper, Wickr, Yik Yak, I’d be interested to understand exactly how popular they 
are.  My suspicion is that only Telegram in the secure messaging genre has got any 
kind of traction, I think it has one hundred million active users.  Facebook 
Messenger’s Secret Conversations and WhatsApp’s end-to-end encryption are much, 
much bigger in terms of their impact on mainstream smartphone owners.  It may be 
turning out that security is just a feature in the bigger apps, rather than a convincing 
selling point for one of the smaller ones. 
 
Only Anonymity 
Another journalist makes a more elaborated point about privacy apps.  However, again where 
journalists conflate the type of privacy provided in privacy apps with traditional types of 
privacy, they only act to re-center privacy and thereby further establish privacy on the 
internet.  Although the following journalist clearly discerns two sides of privacy, these are 
described in terms of privacy breaches and privacy management on the internet rather than in 
terms of anonymity and confidentiality as would be traditionally understood (Rossler 2004, 
pp2-11).  In doing so, the journalist disregards the privacy app that by traditional standards 
most clearly resembles anonymity, the Whisper app (Reyburn 2014) (as discussed in the 
Introduction), and instead describes an app that more clearly resembles confidentiality as 
anonymous, the Secret app, (Reyburn 2014) (as also discussed in the Introduction).  Although 
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as a result of this it is unclear whether the journalist is referring to the anonymity associated 
with the internet more generally (Rossler 2004, pp194-210) or the anonymity associated 
specifically with privacy apps, what does become apparent is that what is missing more 
generally from the journalists’ consideration of privacy is confidential types.  Where 
anonymity concerns the concealment of identity when information is released into a public 
forum, confidentiality concerns rather the concealment of information where identity is 
known (Rossler 2004, pp2-11).  As such, journalist’s who report only anonymous types of 
privacy only report on one side of privacy.  This discussion by the journalist however, raises 
questions about what constitutes the boundaries of privacy and where confidential types of 
privacy fit in; 
  
J2:  So, I don’t call these apps privacy apps, Secret or Whisper or Snapchat.  I call 
them ephemeral, ephemeral messaging apps.  Because what you post is short-lived, 
it’s ephemeral.  … now privacy is a hot button in the industry.  If you want to read 
about privacy you should look up what Julia Angwin ANGWIN has written for the 
Wall Street Journal and elsewhere.  She talks about data privacy and … so it’s how, 
how Facebook knows exactly who you are and exactly what we like and exactly what 
we read.  … and now it was just this week it was announced that WhatsApp which is 
based on phones is going to be making its users, some of its users’ data available to 
marketers which is a real, it’s a huge, it’s being seen as a betrayal by many, many 
people.  …and so even Snapchat now is starting to, you know, leverage its users’ data, 
personal data, personal information to its advertisers and I bet … so that’s one side of 
the privacy equation.  The other side, well if I go on Secret and I post something and 
it’s anonymous, you know, my privacy is protected.  And so those are, they each 
come with all kinds of different sets of, you know, issues. 
 
Only the Internet 
 
Another journalist provides a much more detailed account of how privacy apps are situated in 
relation to other types of privacy on the internet.  Again, privacy is discussed only in terms of 
the internet while traditional types of privacy are not specifically mentioned and this has the 
effect of re-centering privacy to focus on privacy on the internet.  Bauman’s discussion on 
the ‘modernisation of modernity’ (Bauman 2000, p6) and how this relates to the turnover of 
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goods may be recalled here (Bauman 2000, p4) because in this instance, privacy is drawn 
clearly within a commercial context through the discussion of the journalist.  Here the 
journalist focusses on a comparison between the type of privacy provided in privacy apps and 
that provided by large internet companies and states that the trend is now toward seeking 
privacy from the larger companies.  Although of the three journalists this particular journalist 
most firmly situates privacy on the internet at the expense of traditional types of privacy, this 
journalist also reveals the most information about the aspects of privacy that are absent on the 
internet.  Giddens intimate social relation, ‘confluent love’, applies here where the opening 
out and emotional equality between partners involved in this social relation facilitates the 
exchange of information (Giddens 1992, pp58-62).  As such, where the type of privacy 
provided in privacy apps may be considered to be managed by the user after entering the 
internet, the type of privacy provided by large internet companies provides privacy to the user 
at the point of entry.  In this latter instance, although already in the inherently public space of 
the internet, users are deemed to be largely without the need to manage their privacy.  This 
type of support associated with privacy reminisces of traditional types that operate through 
social institutions; 
 
J1:  So, I think that there are two trends that are happening concurrently.  Which make 
it seem like there’s not as much coverage of privacy when in reality there’s quite a bit 
of it.  The first one is that apps like Whisper, Secret especially, Yik Yak, they had all 
kinds of problems whether its an editorial stance that Whisper had problems, Secret 
had problems with it’s founder basically being a bit of a dick, and not being able to 
figure things out with his investors and trying to pivot failing.  And Yik Yak you end 
up with the problem of they need it to be in schools because that’s where people want 
to gossip the most but schools don’t want them there because they end up having 
bomb threats and harassment threats and all these other allegations and real problems.  
So people have stopped using those for one reason or another and some of them may 
be kind of shambling along, I saw that Yik Yak has (user) profiles now which kind of 
defeats the purpose.  But those apps kind of fell out of favour, I mean it’s kind of fun 
to be anonymous and share these things with the world for a while but you then 
realise that as soon as people have the mask of anonymity, they start behaving poorly.  
You know, they threaten people, they harass people, they spread rumours and 
eventually people get sick of that or it kind of collapses in on itself because it turns 
out that hate isn’t the most sustainable business to be in.  So that’s one trend, and then 
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the other trend is that you have these large companies like Apple, Facebook, Google 
especially, who are moving into the privacy and securities space whether it’s by 
adding it to end-to-end encryption messenger which is happening later this year.  
WhatsApp are getting the Signal integration and Apple and the FBI kind of took over 
everybody’s collective imagination and focus for a couple of months, … and as you 
have these larger companies doing that, it’s a bit of a bigger deal … So, at least on my 
end, a lot of my coverage has been focussed on that. 
 
User Interviews 
The user data presented in this section is derived from selected portions of thirteen semi-
structured interviews that included six males and seven females aged between 19 – 67 years.  
Users essentially look to the internet in order to interact with other users in a way that is not 
possible physically.  Privacy apps are attractive because they provide the means for such 
interactions to occur where additional privacy features may be accessed.  As discussed 
previously, developers provide only partially developed frameworks in privacy apps and 
invite users to contribute to the ongoing development of the app.  The data indicates that 
users are establishing rules about acceptable ways to interact in privacy apps.  In doing so, 
users convey important information about what they consider to be the most fundamental 
aspects of securing connections with other users, which in turn provide the basis for more 
satisfying forms of social relations. 
 
Users Are Establishing Rules 
As mentioned in the developer section, where developers invite user feedback in the ongoing 
development of privacy apps, users, it could be argued, set up what has been described here 
through Lyotard’s work as a form of language game that provides developers with the 
information they need in order to move forward with the app development.  These language 
games concern the rules that users establish surrounding acceptable ways to interact in 
privacy apps.  However, because journalists are unable to access the language they require in 
order to accurately report on privacy apps, users are not provided with the information they 
need to make adequate judgements about whether the use of these apps is achieving their 
desired ends.  This in turn has repercussions for user social relations.  It may be recalled from 
the developer section that certain language games were operating in order to conceal the 
political nature surrounding the development and use of these apps.  In addition, in the 
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journalist section certain issues were raised surrounding the legitimacy of the type of privacy 
provided in privacy apps.  The discussion on language games in Chapter Four outlined the 
underlying rules associated with language games.  Recalling that these rules stated; that there 
must be rules in order for there to be any game, if the rules of a particular game are not being 
adhered to then it is some other game that is operating, and that rules do not carry with them 
their own legitimation (Lyotard 2004, p129).  These underlying rules outline how it is 
possible for the rules about privacy to change through the use of language games through 
certain ‘moves’ (Lyotard 2004, p129) that are made by users.  The data indicated that where 
users contribute to the ongoing development of privacy apps through their interactions, users 
gain a sense of control over these apps and establish rules about appropriate ways to interact.  
These rules concern three main themes; support, misrepresentation and monitoring.  What 
follows are the key points from the user interview data that reflect how privacy is being 
impacted by the use of privacy apps and how this in turn effects user social relations. 
 
Rules About Support 
Users mentioned a variety of reasons for their use of privacy apps that clearly incorporated 
the notion of support.  The data indicated that interactions in these apps provide users short 
term relief from what they describe as a sense of anxiousness and isolation.  Users often 
described their interactions in a therapeutic style where users either act as counsel or gain 
counsel from other users but did not engage in an exchange of support with any other 
particular user as such.  Where users establish rules about either giving or receiving support 
in privacy apps, it is considered that users submit to global flows of power.  These global 
power flows are associated with the removal of any barriers that would include traditional 
social networks that involve social relations based around mutual support with a partner 
(Bauman 2000, p14).  These traditional types of social relations were discussed in terms of 
the meaning associated with privacy in Chapter Two where privacy was discussed in terms of 
four relative and shifting layers in relation to the public between the individual, the family, 
society and the state (Rossler 2004, p6).  However, the rules being established within privacy 
apps neglect these traditional types of relations that are associated with mutual support with a 
partner and instead promote relations that occur variously with a number of different 
partners.  Where a therapeutic style of support with a variety of different users becomes the 
rule in privacy apps, these apps increasingly submit to global flows of power; 
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I2:  … and then when it gets to things like Whisper, … I tend not to post a lot on 
Whisper itself, but I will like reply to a lot of comments.  … and the interesting thing 
I find there is that because of the sort of, the … anonymity of it, ah, I can kind of 
change my tone up a little bit more than I normally would.  And I find myself almost 
sounding like a kind of, a bit of a like Buzzfeed article motivational speaker where 
it’s like people will kind of post like these problems, or like this is bad or something 
and I’ll, you know, shoot back with, like, you know, ‘Keep your chin up, you’re doing 
ok’ or something. 
 
I3:  … You know, if my thoughts are a huge big jumble I can just sort of put it all 
down and it [Vent] helps me to make sense of things myself.  But it’s also great 
‘cause you can ask questions or advice or for support from people you know.  Or you 
can just, you know … ‘cause my account is on private so it’s just kind of, I have my 
group of people and no-one else can see it.  But you can be on private and shout into 
the void and anyone can … see your status.  But … I prefer to have people who I sort 
of have at least had one interaction with before they’re sort of listening to all my 
thoughts and rants and stuff … Like there are people on there that I would go out of 
my way to … help and make sure they’re ok and I don’t even know their names... 
 
I7:  … I was like pretty new over here and I was … going through some depression 
kind of thing … that I was away from my house and all that sort of thing.  I’m not … 
finding any friends or something like that.  And then a few of my friends are like, 
‘Why don’t you use Tinder?’  And I was like, ‘Alright.  Is it good to use?’.  And they 
were like, ‘Maybe, just try it, maybe you’ll find someone … and I just like uploaded it 
and put up my profile … I met quite a few people from Tinder. 
 
I7:  I think I use Whisper more for a psychology kind of thing … so just to talk to 
someone … without disclosing my identity or what am I doing or where I’m coming 
from ...  So Whisper is more for the psychology and Tinder is just like to meet people, 
to meet people over here. 
 
I12:  … I think ages ago I put up a thing on Whisper saying I’m really confused, 
something along those lines or whatever, and I had people messaging me, trying to 
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help me and talk me through things.  And it was, absolutely beautiful to have 
something like that, so. 
 
Rules About Misrepresentation 
The data also indicated that users consider misrepresentation to be unacceptable in privacy 
apps.  Though it is acceptable for users to withhold their identity and location and to thereby 
interact anonymously, it is unacceptable for users to intentionally lie or mislead other users.  
In effect, users are redefining notions of authenticity and what it means to be genuine in ways 
that are compatible with the use of privacy apps.  In this way, authenticity is becoming 
disassociated with the meanings and conditions associated with traditional types of privacy 
that are associated with the decisions and responsibilities encountered by the individual in the 
course of everyday life.  These were discussed in Chapter Two and conceptualised privacy 
acting as a skin or protection (Rossler 2004, pp6-7).  It is suggested that such a shift in 
authenticity is associated with global flows of power that involves ‘the new technique of 
power, using disengagement and the art of escape as its major tools’ (Bauman 2000, p14).  
Bauman states that these global powers will continue to degrade social networks in order to 
increase their fluidity and are perpetuated through impermanent social relations that are 
premised on use value (Bauman 2000, p14).  These types of social relations were discussed in 
Chapter Four in relation to Giddens’ work on the quest for intimacy that resulted in the ‘pure 
relationship along with its ‘confluent love’.  These types of social relations were seen to act 
as an escape from the type of social relations found in the more traditional romantic love 
complex that was based on systems of patriarchy (Giddens 1992, pp49-64).  Consequently, 
users redefining authenticity through the use of privacy apps may be considered to situate 
authenticity within global flows of power that bear little relation to the permanence or 
accountability associated with more traditional social relations; 
 
I13:  It just shows your first name.  You can put six pictures, or one, just up to six 
pictures and whatever they put in their little profile.  Just a little description.  Most 
people put like a quirky line ...  Every chick seems to put, ‘I love dogs’.  Yeah, you 
see their age.  Some people actually write a full-on description about themselves.  But 
usually it’s just something quirky or funny that gets something going. 
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I4:  No, it’s [Yik Yak] all anonymous names.  Like my name is xxxxxxxx on it ‘cause 
that’s [part of] my actual last name and what not.  All the other people have like 
smartcat or, no actual names, so it’s good that way. 
 
I3:  You could say your name is George and people don’t know otherwise … your 
email is not displayed to the other people who use the app … I recognise their 
username or their profile picture or something, even if it’s not of a person.  I’ll be 
like, ‘Oh yeah, that’s a cloudy sky, and that’s that user’… Like some people will 
share stuff in their little bio on their profile but some people will share nothing except 
like a little sunflower or something … so it’s kind of like you know them but you 
don’t know their identity… You can choose to, you know, reveal your name and your 
location and some people do and some people don’t. 
 
I7:  I think with the Whisper app you usually feel that people are pretty honest about 
… what they’re putting on ‘cause they need not to pretend … Otherwise they could 
have used Facebook or Twitter handles.  They can post anything over there too, but 
… when it comes to Whisper where there is like, you know, anonym[ity] … I think 
it’s pretty reliable.  More than Facebook and Twitter, I would say… 
 
I2:  So I found out about Whisper, as I said, because I saw a Buzzfeed video.  They’ve 
kind of made it into a bit of a theme where it’s like ten confessions from like people 
working in the restaurant industry, or ten confessions from nurses, or ten confessions 
from cheaters or something like that.  And it’s all done through the Whisper app.  
[But] I feel like they might be paid promotions. 
 
I8:  … they’re like fake people just like you start to chat and they’re like, ‘Oh, I’m 
Brittany, come see me, meet me on this website’.  It’s all fake.  Like it’s probably 
virus or something. 
 
Rules About Monitoring 
The data indicated that users consider monitoring in privacy apps to be unacceptable, yet 
users are considered to occupy a highly monitored space in privacy apps (Hill 2014, Lewis & 
Rushe 2014, Reyburn 2014, Ribeiro 2015, RT.com 2014).  In this way, users are considered 
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to be largely unaware of the degree to which they are monitored on these apps, regardless of 
recent media reports that have reported a number of privacy breaches.  In addition, although 
users deem monitoring to be unacceptable, users are not sufficiently self-reflective to realise 
that they themselves are being monitored when they use these apps.  Traditionally, privacy 
occurred either confidentially where the identity of partners in an interaction is known but the 
content of that interaction is unknown, or anonymously where information is released but 
identity is unknown (Rossler 2004, pp6-7).  However, in the instance of privacy apps, the 
content of user interactions is known to developers as well as the identity of users.  Where 
populations in contemporary societies have become aware of how heavily they are monitored 
by governments (Poitras 2014, Rusbridger & MacAskill 2014), users consequently search for 
privacy on the internet.  As mentioned in Chapter Three, certain of these apps provide users 
the means to track other users either to physically avoid other users as with the Cloak (Cloak 
2014) app, or to meet up with other users who are nearby, as with dating apps like Tinder 
(Tinder 2017).  However, this feature also enables users themselves to be tracked by 
developers.  Recalling from the developer data section, the arrangement between developers 
and users in privacy apps was described as being post-panoptical (Bauman 2000, p11).  This 
was because through the lack of mutual engagement between developers and users, users 
were unaware that they were subject to confinement and monitoring.  Yet in the user 
interview data, users mentioned a number of instances where they found monitoring in 
privacy apps to be unacceptable. 
 
The data indicated that privacy under conditions of monitoring has the effect of further 
breaking down the arrangement of privacy that was provided in Chapter Two (Rossler 2004, 
pp7-9).  Previously in the user interview data section, the rules about support and 
misrepresentation being established by users was shown to involve the breakdown of the 
meaning of privacy that was outlined in Chapter Two.  This concerned the four relative and 
shifting layers of privacy in relation to the public between the individual, the family, society 
and the state, as well as privacy as a range of decisions and responsibilities encountered by 
the individual that acted as a skin or protection (Rossler 2004, pp6-7).  This current section 
shows how the various ways that privacy may be defined begins to break down through the 
process of monitoring.  Recalling that privacy was defined in Chapter Two as involving; the 
means to combine general and specific definitions of privacy, control over information, 
access to and from others, the ‘right to be left alone’ (Warren & Brandeis 1890, pp193-220), 
and biological privacy (Rossler 2004, pp7-9). 
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Segmented Regions 
This user interview data indicated a certain controversy over the reach of these apps where it 
became evident to users that they were being grouped or segmented into more local or 
regionalised areas rather than interacting within what they understood to be a global context.  
This type of control provides evidence to users that their interactions on these apps are being 
monitored by developers and users find such practices unacceptable.  Where the developers 
create segmented areas in privacy apps that are more local than global, such an arrangement 
may be likened to that of the absentee landlords of the Feudal order (Bauman 2000, p12).  
Evidence of this can be seen where users find themselves designated to a confined area that is 
subject to economic power and where developers are remotely located.  Although privacy 
apps were discussed at length in Chapter Three, this process of fragmentation was discussed 
in Chapter Two in the Feudal section.  This section concerned the rise of bourgeois culture 
and the privatisation of what was previously public property (Devons & Gluckman 2007, 
pp13-19).  In addition, due to the segmented and confined nature of the supposedly global 
context of privacy apps, users are confined to only narrow aspects of privacy that are 
concerned with either information, protection from ‘public view’ or the maintenance of 
intimacy and are unable to combine general and specific concepts of privacy within the one 
definition (Rossler 2004, p9).  Such confinement to these narrow aspects of privacy were 
discussed in Chapter Three in terms of the three privacy app categories.  These included; 
users who want to interact with others on the internet more privately, users who have issues 
with surveillance more generally in society, and users who use privacy apps in order to avoid 
or meet up with other users in the physical world.  This latter category includes privacy apps 
that make use of geo-tracking.  The data indicates that where users are unable to combine 
general and specific definitions of privacy because they are confined to narrow aspects of 
privacy users become subject to monitoring; 
 
I8:  That time I was in Dubai, I just came here this year.  So I was in Dubai at that 
time and when I went on Whisper, I logged in and everything.  … everything that I 
saw on that app seemed like it related to a person living here ‘cause like it was so hot 
and that, it was summer.  They’re like, ‘Oh, it’s so hot, it’s 43 degrees’ and 
everything.  ‘My ice cream is melting’.  And people are confessing all these weird 
things.  So it looked like the app knew where I am so they’re trying to bring whispers 
 123 
around the place.  So sometimes it feels like the app was trying to hook people up in a 
way ‘cause they’re like, ‘Oh, this person has whispered near you’.  Like I never saw a 
whisper which is like, ‘Oh my God, it’s so cold here’.  And like when I was looking 
through the app … it just keeps updating itself so everything seemed like it was 
during the day.  Like, you know how you get a vibe like, ‘Oh, this person’s probably 
saying something that happened today’?  So it felt like Whisper was not trying to give 
me a global network of secrets.  ‘Cause even how we speak in Arabic, ‘cause I speak 
a little bit of Arabic, so when you type Arabic you use numbers, like for particular 
alphabets.  So sometimes, and even if you say it on the phone, you can type it in 
proper Arabic, you know how they write it.  But there are people who are typing it out 
of the English we made up ... 
 
Lack of Images 
Such monitoring by developers was not only apparent through the text and the language but 
also became apparent through the images that were used on the app.  These images were 
generated by the app itself and concerned a very limited range of local landmarks and icons 
for users to select from.  Bauman’s reference to the rule of the exterritorial elite and the 
burdens they choose to disassociate themselves from is relevant in this instance.  He states 
that this elite rejects the chores of managing society that are associated with ‘administration, 
management, welfare concerns…with the mission of ‘bringing light” (Bauman 2000, p13).  
Further, he states that ‘engagement in the life of subordinate populations is no longer needed’ 
(Bauman 2000, p13) and is in fact avoided due to their expense.  The discussion on the range 
of available privacy apps from Chapter Three may be referred to here where the majority of 
these apps was found to be text based and to make limited use of images.  Recalling from 
Chapter Two, privacy is defined as the means to control information that is either withdrawn 
from the public or held within the private domain (Rossler 2004, pp8-9).  The internet is an 
inherently public space and the practice of privacy within such a space constitutes the 
breakdown of such a distinction.  Where users are unable to distinguish between these two, 
users are unable to discern privacy as being constituted of the three distinct privacy app 
categories previously mentioned that related to control over information, protection from 
‘public view’ and intimacy (Rossler 2004, p9).  As mentioned in Chapter Three, privacy in 
privacy apps is instead distinguished as timed and self-destructing messages, locked-up 
vaults and decontextualized messages for example.  Each privacy app often provides only 
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one aspect of privacy and each privacy app operates independently of other privacy apps.  
Subsequently, as a result of the breakdown in the distinction between information that is 
withdrawn from the public and held within the private domain and the isolated nature of the 
type of privacy provided in privacy apps, users are able to gain only limited access to images.  
Consequently, it is as a result of the limited access to images in privacy apps that users 
become subject to monitoring; 
 
I8:  … one thing that I noticed on Whisper, ‘cause the last time I was in Dubai it was 
a Middle Eastern country, Arab … all the pictures that came in the background 
suggested that it was something to do with Arabic or something to do with that 
culture.  And obviously when people confessed something it was something to do 
with their shisha or their car.  So … I know the pictures over here will be different 
compared to the ones that I saw in the background appearing there.  So … when I 
confessed, … Whisper asked to upload a particular picture, and I was like, ‘No, I 
don’t want to’.  So they would suggest … something to do with like … the beach of 
the Burg Al Arab, like the iconic building in the background. 
 
User Focus Group 
Five females between the age of 19 and 67 attended the focus group.  Four males also 
volunteered, however two cancelled on the morning of the focus group due to unforeseen 
work commitments and two failed to attend without explanation.  The focus group discussion 
provided an insight into how privacy app users interact with one another and therefore the 
nature of these types of social relations.  Where privacy is considered to be the individual’s 
most personal way of managing their existence (Freeman 1970, p96), it is considered that it is 
through privacy that intimate relations are established.  However, the type of privacy that is 
accessed will determined the type of intimate social relations that are possible.  Yet where in 
the past intimacy was something that was deemed to be private, intimacy is now more openly 
and publicly practiced.  As outlined in the previous section, Giddens discusses the changes to 
have occurred to intimacy in modern societies surrounding the development of contraception 
(Giddens 1992, p2).  Here Giddens argues that where sex has become disassociated from 
reproduction, women have become liberated from the dominance of male sexual imperatives 
(Giddens 1992, pp49-64).  As a result, two particularly important types of social relations 
have developed out of more traditional social relations and both are considered very relevant 
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to the development and use of privacy apps.  These two types of social relations have been 
previously discussed and are reflected in the work of Giddens as the ‘pure relationship’ and 
its ‘confluent love’ (Giddens 1992, pp58-61).  What follows are the key moments from the 
user focus group data that show how the use of privacy apps is effecting user social relations. 
 
Focussing on the High 
The ‘pure relationship’ is a relation based on equality between partners and is also based on a 
particular use value where it is possible for the relation to end when it is no longer beneficial 
to the partners involved.  However, what is important about this relation is that it is based on 
a deep level of emotional development that varies from traditional relations based on 
obligation.  ‘Confluent love’ is contingent on the ‘pure relationship’ and involves a certain 
opening out to a partner that is considered to proximate a greater level of intimacy because all 
barriers between partners have been relaxed (Giddens 1992, pp49-64).  Yet where life is 
generally premised on a dynamic that involves exchange (Giddens 1992, pp153-154), the 
user data indicated that interactions of only a positive nature are preferable in privacy apps.  
Where intimacy expressed as the ‘pure relationship’, and particularly of ‘confluent love’, is 
sought in privacy apps, it becomes focussed on the ‘high’.  This relates to intense and 
continuous emotional gratification where the ups and downs associated with everyday life 
seem mundane.  Such types of intimacy, referred to as being ‘in love’ (Giddens 1992, p137), 
represent the fusion of the physical and the mental/emotional high that does not entail nor 
require a downside (Giddens 1992, pp62-63).  This approach resonates with what focus group 
users spoke about suggesting that they tend to isolate the positive interactions occurring on 
these apps and predominantly overlook the negative; 
 
F1:  … also because you can search by emotions so if you’re happy and you want to 
find other happy people, you hit the happy button and only the happy vents will come 
up … You can delete all the sadness from the world. 
 
F4:  I usually just read through and there’ll be only sometimes when I upload 
something because it’s like knowing what people are doing more ...  When you have 
something really nice going on then maybe you want to post it.  Otherwise just 
flicking through others’ posts. 
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Episodic Encounters 
In searching for the positive, the focus group data also showed that there were seldom long 
term interactions and that the objective was to search for the ‘pure relationship’ regardless of 
how long it exists because what was important is the length of its usefulness.  Giddens argues 
that ‘after an initial period of intense physical attraction to the partner has faded’ (Giddens 
1992, p141) ‘pure relationships’ seldom remain monogamous and very often conclude.  
However, users also preferred to spend their time on-line interacting with a wide range of 
different people in order to experience intimacy.  Such actions begin to reconfigure the idea 
of the ‘pure relationship’ because the idea of a single lifelong narrative is set aside for the 
acceptance of episodic encounters.  Where women have come to demand equality with men, 
intimacy for many female users is now less about narrative and more about episodic 
encounters; 
 
F1:  It’s as anonymous as you want it to be.  When you write up your bio you can sort 
of put your name, age and location if you want to or you can just put, you know, a 
little smiley face and that’s all, you don’t have to put any more.  A lot of the people, I 
don’t know their names [but] I talk to them fairly regularly.  … I go by whatever 
name they want to use.  And you feel really close to people … you click on an 
emotion and you can search a user and go through there.  Go through their profile … 
 
F1:  I use mine sort of all the time ‘cause I can just check it really, really quickly.  But 
often, you know, sitting on the train to get to uni, so in the morning.  … and because 
all my friends are on, in different timezones, they’re on overnight, so in the morning 
there’s heaps of fresh feed to sort of scroll through. 
 
The Dilemma of Gaining Trust 
The user data also indicated that there are certain issues surrounding the attainment of trust 
where the ‘pure relationship’ and its ‘confluent love’ are pursued in privacy apps.  The 
previous user interview section on monitoring detailed issues surrounding privacy disclosures 
in privacy apps where users were attempting to establish intimate relations with a partner on 
the Tinder (Tinder 2017) app.  As the data in this current section has indicated, without 
privacy the ‘pure relationship’ and its ‘confluent love’ are sought in episodic encounters.  
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However, because commitment to a relation is necessary for intimacy and trust to develop, a 
dilemma occurs where users search for intimacy in episodic encounters (Giddens 1992, 
p137).  Although episodic encounters reduce the risk of hurt and rejection in the future 
because the partner holds reservation, without any further guarantee of dedication to the 
relation, intimacy and trust, or what Giddens refers to as ‘loving’ (Giddens 1992, p137), 
becomes impossible to attain (Giddens 1992, pp137-138).  Although the search for intimacy 
in privacy apps may promise the attainment of intimate relations, the connections that are 
made effectively bypass the work involved in building relations that are based on trust.  Users 
indicated in the focus group data that the type of relations established on these apps, although 
looking for intimacy, are approached with elements of reservation and detachment that 
preclude intimacy and trust from developing; 
 
F1:  … I’ve met some really great friends on there… most of them live in different 
time zones and different continents.  … But I have some friends that I would go to 
before I’d go to the people who I know here … But just scrolling through … everyone 
on Vent area and [if] I don’t know anyone … I don’t really care.  But … with my 
friends and stuff I’m just always posting.  If they have a sad vent I’m like, ‘Chin up 
buddy, it’s ok’ and you know, hugging the vents and all this sort of thing.  There’s all 
these different interactions there … and you feel really close to people. 
 
F1:  The only problem was one time, you can like invite your friends to join your app, 
and it gives you the option of like, ‘Oh, do you want them to know your profile or do 
you want to do it like anonymously?’.  … that was kind of cool but I was still, ‘What 
if I hit the wrong thing’ … 
 
Rules and Intimate Social Relations 
Where users establish rules surrounding support, misrepresentation and monitoring as was 
outlined in the user interview section, a corresponding set of intimate social relations were 
seen to eventuate as outlined thus far throughout the focus group data.  These types of social 
relations were discussed in terms of the ‘pure relationship’ and its ‘confluent love’ (Giddens 
1992, pp58 & 61).  Where users develop rules around support in privacy apps that give and 
receive support variously with different users, the type of social relations to result are those 
associated that focus on the high.  These were shown to occur where social relations that 
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were of a positive nature were preferred and users overlook and avoid negative emotions.  In 
this way, through the ‘pure relationship’ users focussed on only one side of social relations.  
In addition, where users establish rules surrounding misrepresentation in privacy apps and 
redefine notions of authenticity, the type of social relations to result are those associated with 
episodic social relations that where the length of the usefulness of the relation was prioritised 
over its duration more generally.  The data showed that where authenticity has been redefined 
and users also prefer to spend time on-line interacting with a wide range of different people 
in order to experience intimacy, the ‘pure relationship’ begins to become reconfigured.  This 
was stated to be because the notion of a single lifelong narrative is backgrounded by an 
acceptance of various temporary encounters (Giddens 1992, pp144-147).  In this way, users 
begin to justify the authenticity of their pursuit for intimacy in terms of their determination to 
seek an intimate relation through the sheer number of relations pursued rather than through 
the commitment associated with loyalty to one partner. 
 
Further, where users establish rules about being monitored in privacy apps, the type of social 
relations to result are those associated with issues concerning commitment and trust.  The 
data showed that users who pursue the ‘pure relationship’ through the use of privacy apps 
rather than through traditional types of privacy become subject to monitoring by developers.  
Users became aware of such monitoring in privacy apps due to the uniformity of the 
messages in terms of geography and because of the limited access to images.  Further, the 
data indicated that privacy app users become subject to monitoring not only by developers 
but also by other users and potentially by governments (RT.com 2014).  This type of 
monitoring occurs both in privacy apps and in the physical world, while also via large 
networking companies on the internet that are linked to these apps.  Subsequently, where 
users are monitored in privacy apps they are unable to experience the type of intimacy that is 
requisite for establishing social relations that are based on trust.  These differences in the 
pursuit for the ‘pure relationship’ between the language games of traditional types of privacy 
and privacy apps, resonate with Lyotard’s report, ‘The Postmodern Condition’, where after 
society has been dispersed into an array of language particles (Lyotard 2004, p124), some 
users are able to co-operate by the rules and other users operate through language games.  
Users who pursue the ‘pure relationship’ through privacy apps find that their pursuit, 
although quicker and easier, has been a singular one, and it is only through social relations 
that are built on commitment, intimacy and trust that users are able to gain access to justice 
(Morawetz 1991, pp3-31). 
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Concluding Comment 
This chapter has presented the key moments from the data.  In so doing, it has shown what is 
happening to the nature of privacy and as a consequence to the nature of social relations.  In 
effect, they are changing through the increasing use of privacy apps.  The following chapter 
will focus on how user social relations are being effected by more closely connecting the data 
with the theoretical framework that was discussed in Chapter Four.  The chapter will begin 
by analysing how the work of developers and journalists is developing a new type of privacy 
and will then look at the rules that users are establishing on these apps in some detail.  This 
will be followed by an analysis on the ways in which the use of privacy apps may be 
considered to prevent users from being able to gain adequate access to privacy.  It will be 
through this analysis that the impact of the use of privacy apps on user social relations will 
become more clear. 
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Chapter 7 
Analysis 
 
The thesis has thus far set the foundations for a closer examination of the types of impact that 
the use of privacy apps has on privacy and in turn, how social relations are effected.  The aim 
of this chapter is to investigate these impacts and effects in greater detail.  The data presented 
in Chapter Six is here, connected to the three privacy app categories outlined in Chapter 
Three and then applied to the concepts outlined in the theoretical framework from Chapter 
Four.  However, the chapter is also cognisant of the entire 85,000 words of transcribed data 
that was collected for the research.  The chapter is divided into three sections and will begin 
by looking at the ‘new’ type of privacy that is being developed through the work of the 
various app developers and explained by the journalists and based in part upon the rules that 
users are establishing.  The chapter will then focus on the effects upon intimacy and social 
relations.  The pursuit for privacy through the use of privacy apps is considered to only 
provide a limited type of privacy and this it will be shown has important repercussions for 
users insofar as their being able to operate within social relations based on commitment and 
trust (Giddens 1992, pp137-138).  Further, while it is also anticipated that the use of privacy 
apps precludes users from accessing justice (Morawetz 1991, pp3-31).  Each of these three 
sections builds on the previous with the argument leading to a conclusion that shows how and 
why social relations are being transformed via the use of privacy apps.  In Chapter Three it 
was argued that social relations operating on the internet vary from traditional social relations 
insofar as they reconfigure the nature of commitment and trust (Giddens 1992, pp137-138).  
Further, social relations on the internet are not negotiated directly between partners but are 
instead mediated by various software, developers and levels of technology.  Due to this 
mediation, the very nature of social relations on the internet are subject to intense types of 
monitoring that were often found to be directed toward women (Vitak 2017). 
 
Developing a New Privacy 
In Chapter Six, Bauman’s conception of fluidity was applied to both the developer and the 
journalist data.  However, it was shown that developers and journalists apply fluidity 
differently.  Where fluidity for developers enabled them to develop software frameworks 
with specific business imperatives in mind, fluidity for the journalists led to a certain 
confusion where their efforts to report critically on privacy apps only served to provide 
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further legitimacy to these apps.  This confusion was exemplified in the data where 
journalists conflated the type of privacy on the internet with traditional types of privacy in a 
way that further substantiated companies on the internet.  Privacy app developers on the other 
hand, develop the app frameworks in order to garner specific information from users and 
users are willing to comply. 
 
There are also other factors that contribute to the varying experiences of fluidity by 
developers and journalists.  The data showed that where developers are developing software 
frameworks with consideration of social relations that include a moral dimension, journalists 
are reporting on these apps in a way that they deem to be factual.  As such, the data indicates 
that where developers operate within certain practical and technological bounds, journalists 
are trained to comply with the imperatives of the newsroom and to provide a continuous 
supply of news stories.  Therefore, developers and journalists occupy the fluid space in 
distinctly different ways yet each depends upon the other in order to perform their task.  
Developers depend upon the journalists to advertise their product to the public and journalists 
depend upon developers in order to continue to generate their stories.  The first language 
game rule that was discussed in Chapter Four is applicable here where it is stated that 
language games do not carry within them their own legitimation but are agreed upon between 
partners for the purpose of facilitating the social relation (Lyotard 2004, p129).  This is the 
nature of the relation between developers and journalists.  In this way, the privacy app 
frameworks designed by developers do not necessarily incorporate legitimate types of 
privacy but the nature of this privacy can potentially be negotiated between developers and 
journalists.  This arrangement will now be considered in more detail in terms of the data that 
was presented for the developers and journalists in Chapter Six.  This discussion will also as 
stated remain cognisant of the entire amount of data that was collected for the research. 
 
Developers 
Chapter Three outlined the pursuit for privacy on the internet that began with email and 
gradually progressed through SNS and then to apps.  Each type of software provided users 
the means to interact in different ways on the internet.  Each graduation from one type of 
software to the next was prompted by the pursuit for connection with others on the internet 
that was subsequently followed by the need for privacy.  This need for disclosure and the 
pursuit for visibility on the internet has been written about in terms of the struggle for 
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attention and then the subsequent recognition of the value of privacy (Blatterer et al. 2010, 
p78-84).  Although privacy apps are clearly advertised and marketed as an internet type of 
privacy where privacy is enacted via a number of different features, the user data indicated 
that users expect to find what we have argued here is a traditional type of privacy.  As 
discussed in Chapter Three, the information released about privacy apps is clear about the 
nature of privacy and in turn, refers to timed, self destructing messages and/or 
decontextualized messages.  However, the data indicated that users placed importance on 
interactions in privacy apps that incorporated the building of respect, trust and authenticity.  
Further, although users did not express interest or concern over issues concerning 
government, politics or economy, they did talk about the importance of family and the 
importance of being able to be alone sometimes.  Control over access was also important to 
users both in terms of users being able to access a global audience in privacy apps as well as 
being able to control who was able to connect with them on the app.  All of these aspects of 
traditional types of privacy were outlined in Chapter Two. 
 
As such, developers have created fluid versions of privacy on these apps that focus on the 
individual and direct effort away from traditional social institutions.  Social relations that are 
mediated through technology provide developers a number of business opportunities that are 
not available where users directly mediate their own social relations.  Developers have an 
interest in promoting a culture that is associated with individualisation and in maintaining 
user dependence on their products and it could be argued that because of this, developers 
designed these apps in a way that renders the user dependent in various ways.  The developer 
data showed that developers present themselves and their apps as depoliticised and as 
innocuous.  This effect was discussed in Chapter Four in relation to the second language 
game rule that stated that even a slight change in any rule will change the nature of the entire 
game and that if the rules are not adhered to for a particular game then it is another game that 
is operating (Lyotard 2004, p129).  Where developers are less than candid about the purpose 
and operation of their apps, developers are effectively presenting one game yet operating 
within quite another.  Where the use of privacy apps is presented by developers as innocuous, 
the consequences for privacy and social relations are more serious.  In this respect, users are 
largely unaware of the consequences of their actions in privacy apps.  In this way, developers 
are using users in order to gain the information they need to further promote their apps 
(Rachels 1993, pp127-130).  This effect was also discussed in Chapter Four in terms of 
fluidity where the impact of the use of the internet and privacy apps on society was 
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conceptualised as an ‘add on’ rather than as ‘transformative’ (Cavanagh 2007, p10).  It was 
effectively considered that use of the internet per se does not have the power to transform 
social relations because any effect that such use may have on an individual subsides once the 
physical world is resumed.  Yet it was found that where a significant proportion of the 
population are of the belief that society is transforming as a result of this technology, such 
transformations in fact, begin to occur. 
 
In addition, the data showed that where developers invite user feedback, users are flattered 
and as a result are willing to comply with developers.  Developers release privacy apps only 
partially developed, or in what is referred to as beta form, and invite users to contribute to the 
development process.  This relationship between developers and users is not unlike the ‘pure 
relationship’ where partners in the relation are considered to be equal (Giddens 1992, p58).  
In this way, users gain a sense of co-authoring and contributing to the ongoing development 
of these apps and they become invested in its operation at some level.  For example, users 
supply vital information to developers with their feedback about ways to improve the app.  
This relation between developers and users is based on use value and will end as soon as the 
relation is not beneficial to either of the partners involved (Giddens 1992, p58).  Developers 
are gaining information from user feedback about how to design the app to further elicit user 
data and how to make the app more popular and attractive to users.  Further, users are 
providing personal information through their use that holds a commercial value with 
governments and other companies that may be on-sold by the developer (RT.com 2014). 
 
In addition, to the notion of users co-authoring the design and development of these apps, 
developers operate these apps remotely and because of this, users gain a sense of control over 
the apps.  The data indicated that users understand themselves to be entrusted with the 
ongoing development of these apps and in certain instances this was to the point where users 
seemed to take ownership of the app.  In this way, rather than continuing to acknowledge the 
work of the developers in having originally designed the app, users focus only on the ongoing 
development aspects of the app.  Within this context, users referred to developers throughout 
the data as though their software expertise was now secondary and at user’s disposal should 
any adjustments need to be made to the operation of the app.  Here users prioritised the value 
of the information they themselves uploaded to the app over the original design and 
framework of the app.  Yet developers clearly remain in control of these apps regardless of 
the view of users, and such views by users only continue to work in the favour of developers 
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(RT.com 2014).  This type of arrangement was referred to in Chapter Four as the submission 
to global power where the world is rendered free of any obstacles to its flow (Bauman 2000, 
p14).  Privacy app users assuming ownership of privacy apps would certainly seem to 
constitute the submission to such powers. 
 
However, the data indicated that through their ongoing use of the various privacy apps, 
certain users were becoming aware of monitoring through these apps.  With the increasing 
release of media reports about the security issues surrounding these apps, users are finding 
such feedback difficult to ignore.  Media reports have recently detailed privacy app 
developers releasing user data to developers of other app companies and large SNS such as 
Facebook as well as governments, for the purpose of both selling user data as well as 
establishing alliances with other large online entities or state power (Hill 2014, Lewis & 
Rushe 2014, Reyburn 2014, Ribeiro 2015, RT.com 2014).  The data indicated however, that 
privacy app users pay little attention to these reports.  Subsequently, a significant number of 
users do not duly acknowledge the seriousness of such breaches and its impact on privacy 
and social relations (Bauman 2000, pp9-15).  These breaches have the effect of creating in 
people’s perceptions distrust, not only toward governments, but also towards institutions 
more generally. 
 
Journalists 
Within the privacy app structures set out by developers a difficulty for journalists is that they 
are unable to access language about these apps.  The data indicated that the journalists are 
attempting to critique these apps but are unsuccessful.  Where developers have specifically 
designed these apps in order to garner user data and release this to third parties, journalists 
are taking the word of developers at face value and accepting these apps as primarily a 
service to users and privacy breaches as merely anomalies.  The research revealed that 
developers have released very little information about these apps.  The data indicated that 
where journalists have little information at their disposal, they largely depend on what other 
journalists are writing in order to report on these apps.  Consequently, journalists are drawn 
in to these software frameworks where privacy operates differently and in fact begins to 
operate as something else entirely.  Ultimately, journalists are unable to report in a complete 
and fully knowledgeable way and in turn, spoke about the pressure they were under to 
continuously report on privacy apps and how in the absence of information, their dependence 
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upon other journalists was likened to an ‘echo chamber’ in once instance.  The journalists 
expressed discontent about working under these conditions but stated that they had little 
choice if they were to complete their work.  This situation may be further explained by the 
third language game rule that was discussed in Chapter Four.  This rule stated that every 
utterance must be considered a ‘move’ in the game (Lyotard 2004, p129) and so we are 
always acting in some way, meaning that we are never idle or in neutral but that we are 
always ‘doing’.  This rule also explained how when traditional types of privacy are 
considered from the perspective of a game, privacy apps are simply different expressions of 
the same game.  In this way, the ‘move’ itself becomes the focus rather than who is making 
the move.  Thus for some in the game such as the journalists, their involvement can never be 
completed and thus is counterproductive to their work but productive to the developers 
(Bauman 2000, pp1-2). 
 
As a result, the journalists spoke about the type of privacy that operates via these apps but 
interestingly it was shown that they use a language that is associated with traditional types of 
privacy.  In this way, the journalists were in effect conflating two different types of privacy 
as operating in the same way.  The data indicated that journalists understood privacy in terms 
of confidentiality and anonymity for example, as well as in terms of control over access to 
personal information and the self.  In Chapter Two was detailed privacy in terms of meaning, 
definition and value within a number of various discourses where these aspects clearly 
delineate the different domains of privacy (Rossler 2004, pp2-11).  However, the context 
within which the journalists spoke about privacy, effectively reduced these contexts to be in 
effect, a single domain.  The characteristics associated with this single domain of privacy are 
not unlike the operation of hyperlinks on the internet where value is removed from 
knowledge and all types of knowledge can connect apparently equally and invariably.  This is 
in contradistinction to pre-internet types of knowledge that are based on a hierarchy 
(Cavanagh 2007, p3).  As a result, the journalist’s discussions of privacy was often misplaced 
and this contributed to a certain disjointed discourse about these apps. 
 
Although the value of privacy was outlined in Chapter Two, it is worth briefly recalling the 
various approaches here because they are considered to largely constitute the app space in a 
somewhat compressed version and as stated, are considered to neglect traditional privacy 
discourses, meaning and definitions.  These approaches to privacy in terms of value were 
outlined as privacy being either reducible to other values or irreducible where privacy is of 
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value in and of itself.  This latter approach is broken into two separate approaches where 
privacy is considered to be irreducible either as an innate fact or in terms of the functions that 
it provides.  Privacy approached as reducible was discussed in terms of the various privacy 
laws available in the Common that relate to the protection of a person or property, and 
proponents of this approach consider that privacy must be reduced to other values and laws.  
As discussed in Chapter Two, these laws are considered to provide support to the individual 
for accessing justice.  Alternatively, where irreducible approaches to privacy included 
privacy approached as irreducible to be an innate fact or in terms of the various functions it 
affords, these functions were divided into three main areas.  These include; the protection of a 
person, respect for human beings or the protection provided by intimate relationships.  
Further, certain of these approaches to privacy also attempt to make connections between 
privacy and freedom.  Finally, privacy is justified variously in legal, moral or conventional 
terms (Rossler 2004, pp10-11).  Hence, it is of little wonder that the data indicated that 
journalists have difficulty in reporting on privacy apps when the journalists and developers 
are focussing on privacy in two different ways.  Where the journalists are reporting on 
privacy apps as though the type of privacy they are providing includes a meaning, definition 
and value, privacy apps have only been designed by developers to incorporate the value of 
privacy.  Further, Chapter Six indicated that developers have designed privacy apps to 
specifically focus on the value of privacy in the two ways that privacy is considered to be 
irreducible, that is, either as innate fact or for the various functions that privacy provides.  
This means that when journalists report on privacy apps, they incorrectly apply meaning and 
definitions of privacy. 
 
This resonates with the discussion in Chapter Four that concerned the differences between 
settlers and nomads and described how the nomads would seem to have gained dominance in 
contemporary society (Bauman 2000, p13).  This would certainly seem to be the case with 
developers in relation to the journalists and privacy app users.  Nomads are now considered 
to constitute a group of mobile and exterritorial elite and power is able to flow freely in a 
global world where the social networks and organisations of collective action that represent 
barriers to such free flow are minimised.  As such, like the pre-modern nomads, privacy app 
developers may be considered to challenge the notions of territory and boundary associated 
with the modern pursuit (Bauman 2000, pp12-14).  Privacy apps are considered to operate 
within these global networks that focus only on the value of privacy as irreducible and to 
ignore the social networks connected to the value of privacy as reducible.  It is the value of 
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privacy as reducible that is considered to be connected to privacy meaning and definitions.  
Where these former types of privacy are considered to be associated only with privacy as an 
infinite number of dimensions that are connected to individual decisions and responsibilities, 
this latter type of privacy constitutes traditional types of privacy that also include privacy as 
four relative and shifting layers in relation to the public.  The inability of journalists to 
coherently report on privacy apps is certainly explained here.  Where the journalists are using 
language about privacy that is connected to the public sphere to describe privacy apps, the 
type of privacy provided on these apps focuses on privacy that centres around the individual 
and is disconnected from the public sphere.  Therefore, when the journalists report on privacy 
apps they are importing an overload of language.  This has been described in terms of 
knowledge as the information overload that in part drives specialisation and ‘quickly 
becomes a mechanism of its perpetuation’ (Cavanagh 2007, p3).  In this way, journalists are 
not correctly targeting their language when they report on privacy apps and over time, what 
constitutes privacy becomes confused and obscured and this approach to privacy slowly 
becomes normalised. 
 
Users Contribute to Privacy Apps 
As discussed in the developer section, the data across the three participant groups showed 
that developers often release privacy apps without being fully developed.  In this case, users 
are invited to contribute to the app.  The developer section of this chapter outlined some of 
the complications surrounding this arrangement in terms of user understandings about the 
nature of control on these apps.  It was mentioned how users are flattered by the invitation of 
developers to make contributions and the lack of mutual engagement between developers and 
users provides users with a false sense of control over the use and ongoing development of 
these apps.  The data that was presented indicated that users are largely unaware that their 
data is being forwarded to third parties and that this is the essential purpose of the app.  The 
user data indicated that users are establishing rules about appropriate ways to interact in 
privacy apps.  Although the developer data showed that the design of these apps set out by 
developers largely determines their use, nevertheless users have selected certain criteria they 
perceive to be important for establishing social relations.  These three rules concern support, 
misrepresentation and monitoring, and provide further import for understanding how privacy 
is being impacted by the use of privacy apps and the subsequent effect this has on user social 
relations.  Each of these rules will be discussed in terms of the user data presented in Chapter 
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Six and then connected to the privacy app categories detailed in Chapter Three and then 
connected to the theory and concepts from Chapter Four.  Recalling that the three privacy app 
categories were derived from the entire range of privacy apps that have been included in the 
research.  The three categories included users who want to interact with other users on apps, 
users who have issues with the current levels of surveillance in society, and users who want 
to connect with other users in the physical world. 
 
Rules About Support 
The rules about support in privacy apps provide users with short term relief from what they 
described as a sense of anxiousness and isolation.  The data showed that these support 
interactions are of a therapeutic style where users offer each other various types of empathy 
and feedback as needed.  Users can act as both provider and receiver of support, often with 
strangers, variously as needed.  This arrangement is implicitly understood and pursued by 
users in privacy apps.  Unlike traditional social relations that are based on a degree of 
engagement and mutual support with a single partner (Giddens 1992, pp49-64), interactions 
in privacy apps offer a disengaged type of support with a range of different partners.  The 
data indicated that users generally connect with a range of anonymous partners rather than 
regularly with any particular partner.  The nature of the software design by developers was 
shown to facilitate these types of interactions, where in the physical world such interactions 
with a stranger would only be deemed acceptable in certain formal settings such as patient 
doctor relation.  Although users do not possess the expertise to counsel, such therapeutic style 
interactions amongst users in privacy apps is deemed to be common and without cost.  As 
discussed in Chapter Three, the first privacy app category that was named Online Connect 
detailed the type of privacy apps in the range that characterise users who use these apps 
primarily as a means of connecting with other users.  This category comprises mostly females 
aged between 18-24 years (Bereznak 2014), and was for the purpose of consolidating 
reputation and social capital amongst friends or for confession or catharsis.  Users in this 
category have little concern for privacy apart from being able to exercise discretion around 
specific people. 
 
Of the most characteristic privacy apps in this category prioritises no screenshots and fast 
messages while it associated with entertainment and fun (Snapchat 2015).  The other app 
concerns anonymous confessions that are stated to release stress and help to free the 
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individual (Whisper 2015).  This app claims to provide the user with the means to fulfil all of 
their communication needs on the one app.  Rather than accessing a range of different 
software for different types of interactions, this particular app claims to provide the user with 
all of their communication needs within the one identity or profile base.  The developer of 
this app states that managing a large range of personas and facades on different profile bases 
on the internet can be emotionally demanding and time consuming (Gannes 2013).  Yet 
although this app claims to solve what many users indicated as the problem in their lives, 
what could be argued that is not factored into this use, is that it is precisely the use of privacy 
apps that has promoted the dissolution of identity into a range of various personas and 
facades.  In particular, the nature of the therapeutic style of these types of apps promotes such 
issues with user identity (Giddens 1992, pp49-64) and in effect has created the need for the 
very solution they provide. 
 
This resonates with the first language game rule discussed in Chapter Four where language 
games do not carry with them their own legitimation but are agreed upon between partners in 
the interaction (Lyotard 2004, p129).  The language game that relates to issues concerning 
user identity certainly resonates with the user data in terms of legitimation.  This is because 
the relevant information is not provided by developers that would enable users to make better 
informed decisions about the use of these apps.  Thus it becomes evident that where 
legitimation is lacking and agreement is to be made between partners in the interaction, 
privacy app users are in effect not in a position that is either equal or fair in comparison to 
developers.  Agreements made between developers and users are made under circumstances 
that involve large power imbalances and constitute exploitation.  Without recourse to the type 
of rules that are connected to traditional social institutions, users are unable to access justice 
(Rachels 1993, pp117-126).  Chapter Four discussed these types of exploitation in relation to 
fluidity and the lack of stable orientation points available for individuals where the ex-
territorial elite prioritise power and increasing levels of fluidity (Bauman 2000, pp7 & 14).  
Rather than pursuing a solution to their problems on these apps, user issues concerning 
identity may be in part be solved by simply ceasing to use these apps.  However, the 
developer of this app then goes one step further and states that users connect around content 
rather than identity (Gannes 2013).  This notion, combined with the therapeutic style of 
support that characterises these types of apps, is certainly conducive to garnering large 
volumes of relatively candid data from users.  Further, this app has been reported to release 
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user data to a number of third parties (Hill 2014, Lewis & Rushe 2014, Reyburn 2014, 
Ribeiro 2015, RT.com 2014). 
 
Rules About Misrepresentation 
The data also indicated that users are establishing rules surrounding the nature of authenticity 
in privacy apps.  Authenticity is considered to be that which grounds privacy and is therefore 
fundamental to the nature of social reality (Rossler 2004, pp1-2).  User indicated that it is 
deemed acceptable to withhold details relating to identity and location, in effect to remain 
anonymous from other users in privacy apps, however to intentionally lie or mislead is 
unacceptable.  Users reported that using fake user names and profile pictures for example was 
not considered to be dishonest, in fact it is expected that users will be less than candid about 
these things for security reasons.  In this way, authenticity is being redefined by users in 
privacy apps in order to accommodate the technology associated with the app.  Where 
traditionally authenticity is measured by the time dedicated to build up a relationship with 
another person (Giddens 1992, pp49-64), authenticity in privacy apps is measured by how 
much personal information a user is willing to disclose to a stranger.  Where developers have 
created fluid versions of privacy that focus on the individual and direct effort away from 
traditional social institutions, users increasingly centre on the revised versions of authenticity 
being established in privacy apps.  Yet trying to establish authenticity in a space that is 
inherently inauthentic will is always have inherent to it a certain contradiction (Rachels 1997, 
pp69-76).  Yet where users increasingly prioritise the type of authenticity provided in privacy 
apps, users become subject to increasing exploitation and gradually lose the connection to 
traditional social institutions.  The previous section on support discussed how users are 
largely unaware of the exploitation they are subject to through their use of these apps.  Where 
users are redefining authenticity in this way, it is considered that users act as a weight that 
shifts public perceptions of authenticity in favour of the space where developers have control.  
The nature of this control was discussed in this chapter throughout the developer and 
journalist sections as well as in Chapter Four in relation to fluidity where it was found that 
public belief and sentiment has the power to sway populations more broadly (Lyotard 2004, 
pp123-146). 
 
As discussed in Chapter Three, the second privacy app category that was named Activistic 
detailed the type of privacy apps that cater to users who have issues with the current level of 
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surveillance over populations both on the internet and in the physical world.  This particular 
category of user is more politically aware than the previous category and comprises mainly 
middle aged male users.  Users in this category largely use these types of apps as a way of 
mobilising support against governments who are seen to be responsible for the current levels 
of surveillance in society.  Large corporations are presented to users as the solution to what is 
posited as government exploitation (Dillet 2014).  However, like in the case of the previous 
category, it is precisely as a result of developers monitoring users and releasing this data to 
governments, that governments have access to user information in the first place (RT.com).  
As much as these apps refer to the privacy features they offer users, they must also be 
considered as largely the source of such privacy breaches.  The user data indicated that users 
associate governments with traditional social institutions and deem these to be untrustworthy, 
where in turn, large corporations on the internet are deemed by users to operate to secure user 
privacy.  Where users are establishing machine compatible versions of authenticity through 
their use of privacy apps, these types of discourses surrounding governments and corporate 
business only serve to further substantiate the app space at the expense of traditional social 
institutions.   
 
Further, the privacy apps in this category attempt to enact privacy through much more 
elaborate systems than the apps in the previous category.  Recalling from Chapter Three 
where the two characteristic privacy apps in this category, Wickr (Wickr 2014) and Threema 
(Threema 2015), were described in detail, these two privacy apps attempt in many ways to 
recreate the basis for an entire social institution on their app.  The privacy apps in this 
category cater to users who are more conversant with the technology of the internet and its 
associated software.  Although these type of apps largely rely on encryption, they also 
provide a range of other privacy features such as; deleting user data from app servers, timed 
and self-destructing messages, overwriting user data with junk data, closed off and password 
protected areas for small groups, and enabling users to restart their devices in the event that 
the app network is ‘attacked’ (Threema 2015, Wickr 2014).  While the Threema (Threema 
2015) app focusses on the technical aspects of public and private key pairs that enact its 
encryption, the Wickr (Wickr 2014) app is marketed toward world leaders, executives, 
journalists and human rights activists and the company itself has been split into non-profit 
and profit areas.  So while its female founder focuses on privacy and human rights, the male 
founder and former investment banker focuses on expanding the app’s business by assisting 
large corporations to maximise their profit through their use of the app (Fried 2015).  Where 
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privacy app developers are attempting to replicate social institutions on their apps, and users 
are establishing types of authenticity that are compatible with the use of these apps, it 
becomes unclear to users what the relevance of traditional institutions is precisely and users 
become increasingly invested in the app space. 
 
The conditions surrounding the second language game rule that was discussed in Chapter 
Four may be applied here.  This language game rule stated that rules are required in order for 
there to be any game and that even a slight change in any rule will alter the entire game.  This 
rule further stated that if the rules of a particular game are not adhered to then it is some other 
game that is operating (Lyotard 2004, p129).  The user data and information about the 
privacy apps from this category provided in Chapter Three certainly do indicate that the rules 
of the game that is associated with traditional institutions are not being adhered to and 
therefore, it is some other game that is operating through the use of privacy apps.  Under the 
proviso that rules are necessary in order that there be any game (Lyotard 2004, p129), 
likewise, developers in this category do certainly seem to be developing rules that are 
associated with social institutions on their apps.  Further, that users are establishing a type of 
authenticity that is compatible with the use of privacy apps also does seem to constitute a 
slight change in the rules associated with the game of traditional types of privacy that has in 
turn, enabled entry into a new privacy game with new privacy rules.  As such, although the 
use of privacy apps can seem an innocuous pursuit, it becomes clear that the use of these apps 
has serious consequences.  Data indicated that users are largely unaware of the implications 
of their use, as was indicated in the previous section about support.  Nevertheless, most of the 
users showed that they shift their focus to accommodate the software frameworks provided 
by developers at the expense of traditional social institutional understandings. 
 
Rules About Monitoring 
Recalling from Chapter Six, the data also indicated that users sense being monitored in 
privacy apps and find this awkward and unacceptable.  Although the internet is an inherently 
public space, users found it reasonable to expect that their privacy would be respected in 
privacy apps.  As discussed in Chapter Four, where much of society has become freed from 
panoptical types of control (Bauman 2000, pp9-11), privacy app users enter heightened areas 
of such control.  The chapter also stated that where panoptical types of control entail 
prisoners being supervised, post-panoptical types of control lack mutual engagement with a 
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supervisor.  As such, prisoners in this latter instance are unaware that they are being watched 
(Bauman 2000, pp9-11).  Similarly, due to the nature of the technology and the software 
design that enables developers to operate these apps remotely, the data indicated that users 
are unaware of the controlled nature of these apps.  Within such a context, users are in no 
position to accurately assess whether or not these apps are providing them with the type of 
privacy they expect.  Thus, without feedback from developers and being largely disconnected 
from traditional social institutions, users only become aware that they are being monitored 
through their interactions with other users.  The data indicated that users noticed that the text 
messages on the app described very similar geographic features such as temperature, time of 
day and landmarks, and were described in a similar and distinct language.  This indicated a 
lack of diversity that signaled to users that the scope of their connections with other users 
were being controlled by developers.  This was the case also with the images used on the app.  
Through the use of privacy apps, users have little choice about being controlled in this way 
and they are faced with either denying or accepting that they are monitored.  Where users 
continue to pursue privacy in privacy apps and do not accept that they are monitored, users 
are faced with continuing exploitation (Blatterer et al. 2010, pp78-82).  In order for users to 
be able to increase their access to images and to build their self confidence, they will need to 
develop social relations that centre around projective identification (Giddens 1992, pp49-64).  
These types of social relations are connected to traditional types of privacy.  In this way, 
users are potentially able to access privacy in the physical world (Blatterer et al. 2010, pp82-
84) and to in turn, honour the Social Contract (Rousseau & Betts 1994, pp45-168). 
 
As discussed in Chapter Three, the third privacy app category was referred to as Offline 
Connect because it supports users who use privacy apps for an offline purpose.  These apps 
usually provide users a service of geo-tracking in order to either avoid or connect with other 
users who are nearby in the physical world and are able to provide this service through their 
connection to two large location based SNS.  Yet as discussed, the data indicated that users 
are more often themselves tracked by developers on these apps than they utilise this feature 
for their own purposes.  As such, what characterises these apps are that developers are privy 
to both user location and user data.  One of the most characteristic apps from this category is 
the Cloak (Cloak 2014) app.  This app is designed to assist the user to avoid friends and 
family they would rather not see and has been coined the ‘anti-social’ app.  The app provides 
an avoidance map that enables users to avoid chance meetings with undesirable others (Mott 
2014).  The app claims to provide the user with ‘social sense’ and the means to access 
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‘incognito mode for real life’ (Cloak 2014).  The description of this app certainly resonates 
with the data where users recount their experience of being monitored while using privacy 
apps.  Where the use of privacy apps, as previously mentioned, situates users within software 
frameworks that are subject to inauthentic versions of privacy and where users report feeling 
anxious and isolated, certainly would seem to constitute what may be described as ‘social 
sense’.  Within such a context, the role of traditional institutions becomes unclear as users 
become subject to new privacy rules in privacy apps. 
 
The third language game rule is relevant here and states simply that every utterance should be 
considered a ‘move’ in the game (Lyotard 2004, p129).  In contrast to traditional social 
institutions, ‘moves’ are associated with utilising elements of discourse that provide 
instructions about how to use language in particular situations.  These ‘moves’ are considered 
to appropriately describe the type of interactions that occur in privacy apps.  Such 
interactions are short-lived and the ‘move’ becomes the focus rather than the partners 
involved in the interaction (Lyotard 2004, p129).  This rule explains the nature of the 
interactions that occur under conditions of monitoring where within the software frameworks 
that have been designed by developers, users are precluded assess to traditional types of 
privacy that access social institutions and justice.  These interactions occur within the game 
of privacy that refers only to the type of privacy provided in privacy apps, and the ‘moves’ 
that occur within this space comprise self-conscious interactions that are associated with a 
certain desensitisation (Lyotard 2004, p129).  Such ‘moves’ are considered to occur in 
connection with users having only limited access to images while this space is also 
considered to constitute the post-panoptical confinement to which Bauman refers (Bauman 
2000, pp11-12).  This type of discussion resonates with apps like Cloak (Cloak 2014) that 
talk about ‘social sense’ and provide the means for users to focus on tracking others while 
users neglect to consider that they themselves are also being tracked when they use the app.  
‘Moves’ therefore describe a process that focusses on the self and where access to the types 
of social relations that centre around projective identification with a dedicated partner are 
unable to be accessed. 
 
What the Focus Groups Reveal 
Clearly, through their use of privacy apps users are limited in the types of privacy and 
therefore intimacy and social relations they are able to experience.  In contradistinction to the 
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more traditional types of intimate social relations that involve a deep level of emotional 
engagement with a partner (Giddens 1992, pp49-64), privacy app users are instead expected 
to socially interact via a series of brief encounters with other users in a space that is 
controlled by developers.  The data showed how privacy app developers have designed the 
software frameworks of these apps, and just as the journalists were shown to be exploited in 
this space, so too are privacy app users.  This chapter previously discussed how inherent to 
the design of these apps, the efforts of the journalists in reporting on privacy apps operated to 
build up the app space at the expense of traditional types of privacy and the associated social 
institutions.  Likewise, the previous section in this chapter detailed how users are controlled, 
confused and exploited through their use of privacy apps where the information they upload 
through their interactions is released to third parties.  The previous section has shown how in 
their efforts to establish rules about appropriate ways to interact in privacy apps, users in 
effect become the authors of their own subordination and write away their access to the 
foundational principles of privacy.  Recalling that in Chapter Two, privacy constitutes the 
basis of Western thought (Rossler 2004, pp1-11), and without adequate access to privacy 
users are unable to establish intimate social relations that are based on commitment and trust 
(Giddens 1992, pp137-138). 
 
The focus group data provided further insight into the nature of intimacy that occurs through 
the use of privacy apps.  Where the type of support that users provide one another in privacy 
apps was found to be of a therapeutic style that lacked critical feedback, users tended to focus 
on the positive aspects of their interactions and to overlook the negative.  In this way, these 
types of relations are not based on exchange but rather focus only on one side of a social 
relation.  The data indicated that the type of intimacy that users experience in their 
interactions in privacy apps may be likened to the ‘high’ that is associated with intense and 
continuous emotional gratification.  Users tended to only talk about the positive and more 
eventful or interesting aspects of their lives, otherwise they tended not to contribute on the 
app.  Recalling that in Chapter Four, these types of social relations were discussed in terms of 
being ‘in love’ as opposed to ‘loving’ (Giddens 1992, p137), and represent the fusion of the 
physical and the mental/emotional high that does not entail nor require a downside (Giddens 
1992, pp62-63).  The user focus group data also indicated that where users focus on the 
‘high’ in their interactions, these interactions were seldom long term.  As mentioned in 
Chapter Six, users pursue interactions in privacy apps regardless of how long they exist 
because what is important to users is the length of their usefulness.  Although users 
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mentioned on occasion that they interacted regularly with certain other users, it was most 
often recounted that they prefer to spend their time in privacy apps interacting with a wide 
range of different users.  These types of interactions were referred to in Chapter Six as 
episodic encounters and were likened to the types of relations that where after an initial 
intense period of physical attraction subsides, they seldom remain monogamous and often 
conclude. 
 
Recalling the last language game rule in the previous section, this rule referred to the ‘moves’ 
(Lyotard 2004, p129) that describe the nature of user interactions in the privacy game that is 
privacy apps.  This rule explained how the social relation itself became prioritised over the 
partners in the interaction.  In this way, partners in interactions in privacy apps are considered 
as a means rather than as an end in themselves (Rachels 1993, pp127-130).  As such, the data 
indicated that the types of interactions that focussed on the ‘high’ and pursued episodic 
encounters, expressed an attempt by users to offset the isolation and anxiety they experienced 
under intense types of monitoring in privacy apps.  Although they appear to be focussing on 
the ‘high’ that is one-sided and without exchange, from the perspective of users, their 
reaction of the ‘high’ is in direct proportion to the low that they experience as a result of their 
use of these apps.  Further, the episodic encounters may be considered to be an effort to avoid 
detection.  Continually moving from one interaction to the next means that users are not 
required to reveal themselves to others.  Where the search for the ‘high’ drives the episodic 
encounters, these combined may be considered to represent the logical conclusion of 
specialisation under conditions of global economic power.  Where priority is placed on the 
speed of circulation of commodities along with a continual process of recycling, dumping 
and replacement in the pursuit for profit (Bauman 2000, pp13-14), the privacy app user may 
be seen to have become fragmented under intense types of monitoring.  This includes the 
self-destructive forces that were outlined in the previous section where users established rules 
surrounding appropriate ways to interact in privacy apps.  Recalling that these occurred 
within the software frameworks designed by developers and constituted users writing away 
their own access to privacy.  Effectively, by the very process of establishing these rules in 
privacy apps, users are focussing on the ‘high’ that drives this pursuit for episodic 
encounters. 
 
Giddens (1992, pp49-64) work on intimacy is written within a modern context and is 
considered to be able to provide some explanation of the nature of privacy app interactions 
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and relations.  This work is more closely related to foundational sociological texts, and where 
postmodern material can provide information about privacy apps up to a certain point, this 
work by Giddens on intimacy is considered to be of value in further explaining the user data 
in this section.  Referring to Chapter Four, two important intimate social relations were 
discussed that were considered to be very relevant to the use of privacy apps.  These were 
referred to as the ‘pure relationship’ (Giddens 1992, p58) and its ‘confluent love’ (Giddens 
1992, p61).  The ‘pure relationship’ and ‘confluent love’ as described in Chapter Four, differ 
from patriarchal relations because they are based on mutual commitment and trust rather than 
on obligation.  This has been described as ‘a close and continuing emotional tie’ (Giddens 
1992, p58) between partners and unlike traditional intimate relations within the ‘romantic 
love complex’, these two types of relations also include homosexual relations.  The focus 
however, is on the relation itself rather than a special person and the relation will end when it 
is no longer useful to the partners involved. 
 
These types of social relations are also based on an idea of equality rather than hierarchy.  In 
terms of ‘confluent love’, it involves a certain opening out to a partner where love only 
develops with intimacy and where each partner is vulnerable to the other.  These two intimate 
social relations operating together resonate with the data drawn from the focus group and in 
particular discussions concerning the ‘high’ that drives episodic encounters.  Here the ‘high’ 
may be equated with the ‘pure relationship’ and in particular ‘confluent love’, where the 
import of only positive information and feedback between users in privacy apps may be seen 
as the continued denial of patriarchy and the promotion of an arrangement that negates any 
relation with traditional types of privacy and the public sphere.  This arrangement in turn, is 
promulgated through episodic encounters that focus on the art of pleasure and the possibility 
of sexual accomplishment for everyone in society.  These intimate social relations are not 
monogamous, are short term and are based upon use value (Giddens 1992, pp61-64).  
Through the user focus group data and Giddens’ work, it becomes clear that intimacy is being 
transformed in contemporary society via the use of certain technology.  Patriarchal relations 
are being set aside in certain contexts via different interactions.  What has emerged is the 
‘pure relationship’ that in turn, provides a number of opportunities for ‘new’ forms of socio-
private relations. 
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Concluding Comment 
The data as presented throughout the chapter, in conjunction with the theoretical framework 
set out in Chapter Four, shows that the software frameworks designed by developers control 
how journalists and users are able to operate within this space.  Within these privacy app 
frameworks, journalists were found to be largely excluded and unable to effectively report on 
privacy apps.  As a result, users are unable to make informed assessments about the type of 
privacy that is provided in privacy apps and they are exploited by developers.  As such, the 
chapter detailed the rules that users are establishing about appropriate ways to interact in 
privacy apps while developers subsequently release this information to third parties (Hill 
2014, Lewis & Rushe 2014, Reyburn 2014, Ribeiro 2015, RT.com 2014).  Through the use of 
the three privacy app categories that were derived from all privacy apps included in the 
research, in conjunction with the three language game rules included in Chapter Four 
(Lyotard 2004, p129), the chapter showed how the rules that users are establishing in privacy 
apps act to degrade traditional types of privacy.  As such, it is in the very pursuit for privacy 
in privacy apps that users become increasingly monitored and this impacts on the type of 
social relations users are able to access.  This was shown to occur by the limitations imposed 
through the use of privacy apps for accessing types of intimacy that lead to commitment and 
trust (Giddens 1992, pp137-138).  Ultimately, the choice to abandon the pursuit for privacy in 
privacy apps involves some risk, however pursuing privacy through traditional social 
institutional channels offers users the means to access more satisfying intimate social 
relations while also offers the means to access justice (Morawetz 1991, pp3-31). 
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Chapter 8 
Conclusion 
 
Evidently, social relationships have become complicated in certain ways because of the use 
of privacy apps.  Traditionally, intimacy occurred within systems of patriarchy under terms of 
obligation and more recently also within the ‘romantic love complex’ and the ‘pure 
relationship’ where new versions of intimacy are being established.  Intimacy, and how it is 
defined and produced, forms the basis of the type of society we are able to live in and the 
type of social relationships we are able to experience more broadly (Giddens 1992, pp49-64).  
The thesis has shown that privacy plays an important role in society, where the type of 
privacy that is accessed will determine the type of intimacy that may be experienced and in 
turn the types of social relations we are able to access.  Valuing a partner in a social relation 
as a special person rather than focussing on the relation itself establishes a type of intimacy 
where commitment and trust will develop (Giddens 1992, pp137-138).  In many respects, 
women have been responsible for the apparent breakdown of the modern metanarrative and 
the subsequent emergence of what Lyotard refers to as ‘language particles’ (Lyotard 2004, 
pp124-126).  These language particles have been described in the thesis as representing the 
type of social relations that occur on privacy apps that are in turn also able to describe the 
type of social relations that are arranged around use value and episodic encounters.  Here, not 
only are women and privacy disconnected from the public sphere, they also become 
disconnected from each other.  The thesis has shown that these types of social relations are 
unable to support the types of social relations that are based on commitment and trust and 
only act to further degrade privacy more generally in society.  In turn, without privacy and its 
important connection to the public sphere, society as a whole is unable to secure access to 
justice. 
 
Through the process of investigating privacy app use, language game rules showed that 
privacy app users enter a space that is thwart with contradiction and where privacy is unable 
to be secured.  Where privacy app users seek to secure support, such support is only of a 
therapeutic nature and is therefore only short lived and held within a highly commodified 
space.  Likewise, redefining authenticity in privacy apps only creates distortion about what 
privacy means and how privacy can be secured.  Further, where privacy app users are 
monitored within what is an already inherently public space, it was shown that they encounter 
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the ultimate contradiction and surrender their privacy completely where user information is 
forwarded by developers to third parties.  Evidently, more sustainable and legitimate types of 
privacy are able to be secured where privacy is sought through more traditional channels that 
are connected to the public sphere (Rossler 2004, pp2-11). 
 
The Significance of Privacy 
Thus the significance of privacy cannot be underestimated.  Privacy evidently plays a vital 
role in the healthy operation of society, and the co-operation between privacy and the public 
sphere is the preferred option when faced with the issues that occur to privacy through the 
use of privacy apps.  Although society is evidently progressing through certain profound 
changes associated with the development of the internet that concern intimacy and are 
expressed through the ‘pure relationship’ and its associated ‘confluent love’ (Giddens 1992, 
pp49-64), it is in particular through the use of privacy apps that privacy is being degraded.  
Recalling that Chapter Two mapped out a social history of privacy that detailed a pattern of 
changing privacy that occurred from the origins of Western thought in ancient Greece 
through to the development of computers in the 20th century.  This chapter used the 
‘sociological imagination’ (Mills 1959, pp7-221) to map out this fragmentation of privacy 
during Feudalism where public land became privatised and sectioned off and was managed 
by Feudal lords who charged rent to their occupants (Devons & Gluckman 2007, pp13-19).  
This was followed by the introduction of ‘The Right to Privacy’ (Warren & Brandeis 1890, 
pp193-220) legislation that effectively supplanted existing privacy laws in the Common and 
awarded a vague and nondescript type of privacy that had the effect of oppressing society.  
Subsequently, the development of the internet was found to occur not long after.  The chapter 
detailed how the internet has since become subject to widespread use throughout society 
where countless types of software have been developed and now operate in this space. 
 
This pattern of privacy change was also found to occur on the internet in Chapter Three.  This 
same pattern was detailed through the development of email, SNS and then apps on the 
internet.  However, in the instance of the internet and unlike in Chapter Two, privacy was 
found to accompany and respond to the various types of software released in the inherently 
public space of the internet.  Privacy in this way, was shown to provide a solution to a 
software problem where users had looked to connect with others on the internet, yet in doing 
so, privacy also prompted the process of yet another type of software being developed in 
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order to connect users on the internet.  As such, where privacy had all but disappeared from 
the physical world as a result of the introduction of ‘The Right to Privacy’ (Warren & 
Brandeis 1890, pp193-220) legislation, privacy on the internet was now paired with these 
various types of software.  This pattern was connected to work in the literature that referred 
to privacy in relation to social control and social cohesion, and how these relate to social 
order.  This work attempts to provide a foundation by which to understand privacy in 
contemporary society where society is largely situated within the space of the internet.  The 
paper examines the interconnections and feedback that occur in this space between privacy 
and inequality (Anthony et al. 2017, pp249-263).  However, the use of privacy apps extends 
beyond this work and beyond the domain of the ‘pure relationship’ (Giddens 1992, p58) to 
the types of intimate social relations associated with ‘confluent love’ (Giddens 1992, p61).  
Here within each privacy app category there is little divergence between the privacy apps and 
solutions to privacy become largely determined by the capabilities and dictates of the 
technology itself.  It was shown how in privacy apps users establish rules about how privacy 
can operate within this domain, while in turn developers are privy to this information 
occurring within the frameworks that they have designed. 
 
As such, the pattern of privacy change that was detailed in Chapter Two was found to recur 
in Chapter Three but then altered through the use of privacy apps as shown in Chapter Six.  
The investigation of these apps in this research has revealed a detailed account of how 
privacy is unable to be secured through the use of privacy apps while privacy more generally 
is also being degraded through such use.  This was shown to occur while has also brought 
other issues concerning intimate social relations more generally to light.  While these types of 
intimate social relations challenge traditional patriarchal relations, the use of privacy apps 
also occurs within a highly commodified space that incorporates both traditional challenges 
to privacy as well as those associated specifically with smart software.  Just as the feudal 
lords governed privatised sections of what had previously been public land for a fee (Devons 
& Gluckman 2007, pp13-19), so too privacy app developers operate the software frameworks 
of privacy apps in exchange for user data that is released to third parties (Hill 2014, Lewis & 
Rushe 2014, Reyburn 2014, Ribeiro 2015, RT.com 2014).  Similarly, where the introduction 
of ‘The Right to Privacy’ (Warren & Brandeis 1890, pp193-220) legislation provided an 
automatic and individualised type of privacy that supplanted the previous privacy laws 
available in the Common, so too privacy app developers provide an inauthentic type of 
privacy that overlooks privacy as traditionally understood.  Further, where the ‘The Right to 
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Privacy’ (Warren & Brandeis 1890, pp193-220) legislation precludes individuals from 
accessing the law when and as they see fit, so too, developers withholding the necessary 
language for journalists to report accurately on privacy apps denies users the means to make 
accurate judgements about the type of privacy available on these apps.  Yet although all of 
these issues may be applied to the internet more generally, what distinguishes the use of 
privacy apps is where under the conditions of ‘The Right to Privacy’ (Warren & Brandeis 
1890, pp193-220) legislation the individual begins subject to intense types of monitoring both 
within society more generally where privacy is degraded while also by developers through 
the use of these apps where users can only access a fragmented type of privacy.  This is in 
effect, a process of specialisation (Cavanagh 2007, pp3-9) that occurs within what is already 
a highly specialised space.  As such, it is considered, although without certain issue, that 
privacy in relation to the public sphere that is the type of privacy that occurred in ancient 
Greece represents the best type of privacy available and it is from this point that the role of 
privacy in society needs to be further explored and determined. 
 
The Current Sociological Field 
This current investigation of smart apps, social relations and privacy has shown that the type 
of privacy provided in privacy apps increasingly degrades traditional types of privacy.  
Privacy constitutes the fundamental basis of Western thought as expressed in the Social 
Contract (Rousseau & Betts 1994, pp45-168).  Considering the importance of privacy and the 
lack of research surrounding the topic in the literature, this research is considered to have 
made an important contribution to the field of sociology.  A review of the literature as 
discussed in Chapter Two found research on the topic of privacy to be fragmented, vague and 
disjointed.  Other research has made significant contributions to the sociology of privacy in 
terms of social control, social cohesion and the nature of inequality surrounding privacy 
(Anthony et al. 2017, pp249-263).  However, this work requires consideration within a 
broader socio-historical privacy context in order to account for how the nature of the internet 
impacts on this model.  It is considered that this current research provides this broader 
context, while also provides the means to begin to place the previous work on privacy that 
was found to be disparate and disjointed within a more coherent context within the 
sociological literature.  Considering the impact that privacy app use was found to have on 
traditional types of privacy and social relations in the thesis, this current research provides the 
means to better enable access to traditional types of privacy, not only for privacy app users, 
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but also for society more generally.  Likewise, where certain fields in the arts and humanities 
have been seen to balkanise in the academy more recently (Cavanagh 2007, pp3-9), the 
current research has the potential to also place these disciplines more decisively within a 
sociological context.  Recalling that Durkheim had always intended that sociology be 
established as a critique of other disciplines in the academy in order to ensure access to 
justice for society (Durkheim 1982, pp1-23). 
 
The Importance of a Case Study Approach 
Approaching the research as a case study proved important for overcoming the lack of 
available information about privacy apps as well as the large number of these apps that have 
been included in the research.  Privacy app developers, journalists and users all operate 
remotely in certain ways on these apps, and the case study approach provided the means to 
access these stakeholders.  Further, the research also employed a mixed method approach in 
order that best use could be made of what little information was available about these apps.  
Use of the social scientific method provided a critical approach to the research where the 
information derived could be connected back to the existing sociological body of knowledge.  
Where other disciplines in the humanities often struggle with a coherent body of knowledge, 
consistent use of the social scientific method ensures that research is valid and reliable.  As 
was considered at the inception of the research, and has since been confirmed throughout the 
thesis, privacy app use is considered to be both significant as well as harmful to the healthy 
operation of society.  It was considered of importance at the inception of the research that this 
aspect of the investigation be acknowledged within the approach to the research (Walter 
2010, pp3-145). 
 
Future Policy Development 
The thesis has provided a detailed insight to how profoundly the use of these apps impacts on 
society.  Such use is found to be significant and users are often in crisis situations where they 
require ongoing support in order to access more sustainable types of privacy.  Government 
sanctioned support for depression, anxiety and isolation need to be more transparent through 
media, along with campaigns for greater acceptance of sexual diversity in society more 
generally.  The thesis found that privacy app users, although prevalent in number, are 
substantially disconnected from one another.  It is considered to be the role of social 
institutions to promote the connection between users in order that they can support each other 
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in ways that are conducive to sustainable types of privacy and social relations.  Increased 
education about the value of having a diverse society that is more accepting of difference, 
and how this type of attitude benefits society overall is considered to be of importance 
(Hinman 2003, pp135-156).  More generally speaking, governments are required to maintain 
a fairer and more sustainable balance between the welfare of citizens and the promotion of 
corporate imperatives.  Likewise, politicians are required to focus more on policy and to 
exercise greater caution with their involvement in sensationalism (Herman & Chomsky 
1988).  Where much of society copes under the arduous conditions of neo-liberal imperatives 
(Lyotard 2004, pp130-132), there are those in society like privacy app users who do not fair 
so well and require increased levels of support. 
 
Future Research 
The final objective of the chapter and the thesis is to provide areas where future research is 
required in relation to the changing nature of privacy, intimacy and social relations.  Future 
research would be fruitful in areas that explore the connection between privacy app use and 
the need for a sense of belonging.  This may be further investigated in terms of what prompts 
privacy app users to make the decision to pursue privacy through traditional institutions and 
thus overcome the risk deemed to be associated with commitment and gaining trust in 
intimate relations.  This may be pursued in terms of exploring how privacy app users are able 
to become aware of the extent to which they are monitored through their use of privacy apps.  
Aside from privacy app use, intimacy and privacy are changing through the use of the 
internet more generally and these changes are expressed in the ‘pure relationship’ (Giddens 
1992, p58) and its associated intimate social relations as discussed in the thesis.  This type of 
intimate social relation has become prevalent in contemporary society and it is of importance 
to better understand the types of social relations that are becoming possible through such 
changes.  Yet in doing so, it is considered that such exploration is best pursued where in 
connection to the public sphere. 
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Summary of Available Privacy Apps    Appendix A 
As at: August, 2017 
 
 
No. App Name App 
Category 
App Slogan App Description Operating 
System 
Date 
Released 
1. ChatSecure Activistic Encrypted 
Messenger 
Open source messaging app that 
features OTR encryption over 
XMPP. You can connect to an 
existing Google account, create new 
accounts on public XMPP servers 
(including via Tor), or even connect 
to your own server for extra security.  
Seems quite tech-minded and 
'Androidish' ironically for Apple. 
iOS 2015 
2. Cloak Offline 
Connect 
Social Sense The anti-social app (yet is listed 
under 'social networking') that assists 
users to avoid people through 
location based data, creates an 
'avoidance map' for the user. 
iOS 2014 
3. Confide 
 
Online 
Connect 
Your off-the-
record 
messenger 
Provides end-to-end encryption with 
disappearing and screenshot-proof 
messages for private, unfiltered, and 
efficient communication.  Messages 
are revealed through touch swipe one 
word at a time then disappear.  The 
app has been coined the cheating app 
for affairs. 
Android 
Desktop Mac 
iOS 
Windows 
2014 
4. CoverMe Online 
Connect 
Private Texting 
Messenger 
Secure messaging app for private 
messages, sensitive photos & videos, 
with an impenetrable vault for 
protecting your personal contacts, 
call logs, messages, documents, 
notes, diary, passwords, photos & 
videos. 
iOS 2014 
5. Cupidly Offline 
Connect 
Hookup, Meet 
and Date  with 
Cupid.ly 
Lifestyle & dating. iOS 2017 
6. Cyber Dust Online 
Connect 
A safer place to 
text 
Private communications with 
deleting messages.  Can be used for 
specific product targeting for 
example to a large audience of 
connections/users. 
Android 
iOS 
2016 
7. Cyphr Activistic Encrypted 
Messaging 
Simplified! 
Uses private key pairs and refers to 
the system as concerning ‘zero 
knowledge’. 
Android 
iOS 
2017 
8. Dabble Offline 
Connect 
Dabble before 
you date 
Dating app. iOS 2017 
9. Grindr Offline 
Connect 
Gay chat Male gay dating site with intention to 
connect in the offline domain. 
Android 
iOS 
2017 
10. Heml.is Activistic The Beautiful & 
Secure 
Messenger 
Pirate Bay founder, Peter Sunde, has 
developed this app in order for users 
to communicate confidentially on the 
internet. 
iOS 2013 
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11. Popcorn 
Messaging 
Offline 
Connect 
Join in on the 
discussion, 
privately chat 
with people 
within 1 mile 
Text message friends without cell 
service or an internet connection.  
Explore conversations in any area 
around the world. 
iOS 2013 
12. Secret Online 
Connect 
Be Yourself Share messages anonymously with 
friends. 
 
Android 
iOS 
2014 
13. Signal Online 
Connect 
Privacy is 
possible. Signal 
makes it easy. 
 
(Part of Open 
Whisper 
Systems) 
Social networking.  Say Anything - 
Send high-quality group, text, 
picture, and video messages, all 
without SMS and MMS fees. 
iOS 2015 
14. Silent Text 
(Silent 
Circle) 
Activistic Mobile Secure 
Communications 
for the 
Enterprise 
Silent Circle is an encrypted 
communications firm based in 
Geneva, Switzerland.  Silent Circle 
provides a variety of secure 
communication services for mobile 
devices and desktop.  It operates 
under a subscription business model.  
The company uses open source peer-
reviewed encryption. 
Android 
iOS 
2017 
15. Snapchat 
 
Online 
Connect 
Learn more Photo sharing & social networking, 
large teenage demographic. 
Android 
iOS 
2011 
16. Spout Online 
Connect 
Anonymous 
Campus Chat 
Enables the user to upload thoughts, 
ideas, information and feelings with 
pictures.  Has a voting feature to rate 
the comments of other users.  Can 
direct message plus has a location 
base feature to connect with other 
users who are closeby. 
Android 
iOS 
2017 
17. Squealock 
Crypto 
Online 
Connect 
Secure, 
ephemeral 
messenger 
Social networking.  Private, secure 
and anonymous chat that avoids 
interception by third parties.  Self-
destructing messages. 
Android 
iOS 
2017 
18. Telegram 
Messenger 
 
Activistic a new era of 
messaging 
 
(Taking back our 
right to privacy) 
Instant messaging.  Exchange 
messages encrypted end-to-end, self-
destructing along with photos & 
videos.  Telegram is a cloud-based 
mobile and desktop messaging app 
with a focus on security and speed.  
Telegram is run by a German 
nonprofit organisation backed by 
entrepreneur and philanthropist Pavel 
Durov.  Its client code is open-source 
software, while its server-side code is 
currently proprietary. 
Android 
iOS 
Linus 
MS Windows 
OS X 
Windows 
Phone 
2013 
19. Threema Activistic Seriously secure 
messaging 
World’s favourite secure messenger 
and keeps your data out of the hands 
of hackers, corporations and 
governments.  Threema can be used 
completely anonymously via 
encrypted instant messaging.  
Located in Switzerland, the app is 
popular in German speaking 
countries.  There is no need to link an 
email address or phone number to 
Threema in order to send messages.  
Instead the app uses a user ID 
devised by a random generator.  
Android 
iOS 
Windows 
Phone 
2012 
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Under the same process, it generates 
a key pair and sends the public key to 
the server while keeping the private 
key on the user's device.  The app 
then encrypts all messages and media 
files are sent to other Threema users 
with their respective public key.  It is 
possible to find other users by phone 
numbers if the user allows the app to 
synchronise their address book. 
20. Tiger Text Offline 
Connect 
Securely Text 
Your Co-
Workers 
Text with control, communicate 
safely, message colleagues in real-
time, message anyone, message 
anywhere. 
Android 
iOS 
iPad 
iPod Touch 
Mac or PC 
Tablet 
2010 
21. Tinder Offline 
Connect 
Meet Great 
People Like You 
& Have Fun! 
Dating app. iOS 2017 
22. Vault Online 
Connect 
Hide pictures & 
videos, cloud 
backup 
Private storage. Android 
iOS 
2017 
23. Vent Online 
Connect 
Express your 
feelings and 
connect with 
people who care 
Communication with other users via 
eight specific emotions.  Users can 
connect with others who are feeling 
similar emotions. 
Android 
iOS 
2014 
24. Whisper 
 
Online 
Connect 
Your Secret 
Public 
Allows users to send messages 
anonymously and to receive replies.  
Users post messages that are 
displayed as text superimposed over 
an image, similar to greeting cards.  
Whisper has become popular on 
college campuses.  Privacy is found 
through anonymity. 
Android 
iOS 
2012 
25. Wickr 
 
Activistic The Most 
Trusted 
Messenger in the 
World 
 
(‘Escape the 
Internet’, ‘Leave 
no trace’) 
Instant Messaging end-to-end, 
encrypted and self-destructing, 
includes photos & file attachments. 
 
 
Android 
iOS 
Linux 
Mac 
Windows 
2012 
26. Wire Activistic Messaging.  
Reborn. 
Group conversations with up to 128 
people,  
YouTube videos, SoundCloud music, 
animated GIFs, encrypted calls and 
secure text communication. 
iOS 2014 
27. Yik Yak 
 
Online 
Connect 
Ride the Yak: 
Get a live feed 
of what 
everyone's 
saying around 
you 
Allows people to anonymously create 
and view 'Yaks' within a 5 mile 
radius, users contribute to the stream 
by voting like/dislike on yaks. 
Android 
iOS 
2013 
28. Yo Offline 
Connect 
It's that simple. Social networking, Yo is your own 
secret language between you and the 
people that know you so well you 
don't even have to use words. 
Android 
Chrome 
iOS 
Windows 
Phone 
2015 
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Research Participant Summary – Demographic Appendix B 
 
 
 
No. Id Age Gender Country of 
Origin 
Work/Study Apps Used/Covered 
1 J1 24 Male US Freelance Technology 
Journalist 
Cloak 
2 J2 - Male US Technology Journalist Cloak, Whisper, Secret 
3 J3 - Male US Technology Journalist Yo 
4 J4 38 Male UK Technology Journalist Yik Yak, Snapchat, 
ChatSecure, Signal, Silent 
Text, Telegram, Text Secure, 
Threema, Wickr 
 
 
5 
 
 
F1 19 Female Australia Undergraduate Student, 
Arts, UOW 
Vent, (KIK) 
F2 67 Female Australia Retired Whisper 
F3 27 Female India Masters Student, Public 
Health, UOW 
Snapchat, Tinder, Whisper 
F4 28 Female Nepal Masters Student, Public 
Health, UOW 
Snapchat, (FML) 
F5 29 Female Kenya Masters Student, Nutrition, 
UOW 
Snapchat, Whisper, (FML) 
6 I1 38 Female Kenya Masters Student, Public 
Health, UOW & Casual 
work 
Tinder, Whisper, (RSVP, 
Zoosk) 
7 I2 22 Male Australia Undergraduate Student, 
Psychology, UOW, Part-
time work 
Whisper, Tinder, (KIK) 
8 I3 20 Female Australia Undergraduate Student, 
Arts 
Vent, (KIK) 
9 I4 19 Male Australia Work, full-time, trade Yik Yak 
10 I5 67 Female Australia Retired Whisper 
11 I6 41 Male Indigenous 
Australian 
Work, full-time, two jobs Telegram, Wickr 
12 I7 29 Female India Masters Student, Public 
Health, UOW 
Snapchat, Tinder, Whisper 
13 I8 20 Female Bangladesh Undergraduate Student, 
Marketing, UOW, Casual 
work 
Tinder, Whisper 
14 I9 27 Male Jordan PhD Student, Engineering, 
UOW 
- 
15 I10 20 Female China Undergraduate Student, 
UOW 
Snapchat, Yik Yak 
16 I11 24 Female Vietnam Masters Student, 
Economics, UOW 
Snapchat, Tinder, 
(eHarmony) 
17 I12 20 Male Australia Work/Trade Apprentice Snapchat, Tinder, Whisper 
18 I13 21 Male Australia Work/Trade Apprentice Snapchat, Tinder, Whisper 
19 D1 32 Male US App Developer Squealock 
20 D2 - Male Germany App Developer Wire 
21 D3 36 Male Australia App Developer Vent 
22 D4 45-54 Male US App Developer Silent Circle 
23 D5 25-34 Male US App Developer Cyber Dust 
24 D6 25-34 Male US App Developer Whisper 
  
 181 
Summary of Data Collection – Timeline   Appendix C 
Date, Time, Venue 
 
 
Date Participant Local 
Time 
Venue Interview 
Duration 
Transcription 
Word Count 
Words/Min. 
Mon 18/7/2016 D1 - Survey via email - - - 
Mon 8/8/2016 D2 - Survey via email - - - 
Thu 11/8/2016 J1 6.00am Skype, voice only 34:55 4,980 144 
Fri 19/8/2016 J3 - Twitter – direct message - 724 - 
Mon 22/8/2016 D3 - Survey via email - - - 
Thu 1/9/2016 J2 9.00am Skype, voice only 29:34 4,086 139 
Mon 12/9/2016 F/G 12.30pm UOW, Building 24,G01 50:03 7,487 150 
Wed 14/9/2016 I2 11.00am UOW HDR Research 
Hub meeting room 
38:07 6,823 179 
Fri 16/9/2016 I1 8.00am UOW library meeting 
room 
38:55 5,638 146 
Wed 21/9/2016 I3 2.00pm UOW library meeting 
room 
33:56 5,586 166 
Wed 28/9/2016 I4 11.00am Heathcote, IGA park, 
Princes Highway 
20:47 3,268 160 
Wed 28/9/2016 I5 3.00pm Waterfall, my 
home/kitchen 
18:34 2,143 117 
Wed 12/10/2016 J4 - Twitter & email - 1,717 - 
Thu 13/10/2016 I6 6.30pm Skype (problem with 
voice my end) 
34:44 959 - 
Thu 13/10/2016 I7 11.00am UOW HDR Research 
Hub meeting room 
47:31 8,304 176 
Tue 18/10/2016 I9 10.00am UOW library meeting 
room 
46:75 5,694 122 
Fri 21/10/2016 I8 12.30pm UOW library meeting 
room 
40:43 7,607 188 
Fri 221/10/2016 I10 1.30pm UOW HDR Research 
Hub meeting room 
26:56 3,923 148 
Wed 26/10/2016 I11 1.30pm UOW library meeting 
room 
40:42 5,600 139 
Tue 1/11/2016 I12 4.00pm Waterfall, my 
home/study 
31:10 5,701 183 
Tue 1/11/2016 D4 - Survey via Google 
Forms 
- - - 
Fri 4/11/2016 I13 7.30pm Waterfall, my 
home/study 
24:56 4,656 190 
Mon 14/11/2016 D5 - Survey via Google 
Forms 
- - - 
Tue 29/11/2016 D6 - Survey via Google 
Forms 
- - - 
 
Interview Duration Total:  543.13m/9.05h 
Word Count Total:  84,896/Av. Word Count: 156 
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Summary of Privacy App Use by Users   Appendix D 
 
 
Participant Gender Age Apps Used App Categories App Most Discussed in 
Interview 
I1 F 38 Snapchat 
Whisper 
Tinder 
C1 
C1 
C3 
Tinder 
I2 M 22 Whisper 
Yik Yak 
Tinder 
C1 
C1 
C3 
Tinder 
I3 F 20 Snapchat 
Vent 
C1 
C1 
Vent 
I4 M 19 Yik Yak C1 Yik Yak 
F4 F 28 Snapchat 
Whisper 
C1 
C1 
Snapchat 
I5 F 67 Whisper C1 Whisper 
F5 F 29 Snapchat 
Whisper 
C1 
C1 
Snapchat 
I6 M 42 Telegram 
Wickr 
C2 
C2 
Wickr 
I7 F 27 Snapchat 
Whisper 
Tinder 
C1 
C1 
C3  
Tinder 
I8 F 20 Snapchat 
Whisper 
Tinder 
C1 
C1 
C3 
Whisper, Snapchat & 
Tinder 
I9 M 27 Engineer Technical Whisper & Snapchat 
I10 F 20 Snapchat 
Yik Yak 
C1 
C1 
Yik Yak & Snapchat 
I11 F 24 Snapchat 
Tinder 
C1 
C3 
Tinder 
I12 M 20 Whisper 
Tinder 
C1 
C3 
Tinder 
I13 M 21 Snapchat 
Tinder 
C1 
C3 
Tinder 
 
 
Legend: C1 = Category One (Online Connect) 
  C2 = Category Two (Activistic) 
  C3 = Category Three (Offline Connect) 
 
 
User I9 attended an interview, however did not use privacy apps but was rather researching 
these apps for an Engineering doctoral thesis. 
 
 
Dated: January, 2018 
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Apps Used by App Category     Appendix E 
 
Category One: Online Connect 
No. User Gender Apps 
1 I2 M Whisper, Yik Yak (also mentioned using KIK app) 
2 I3 F Snapchat, Vent (also mentioned using KIK app) 
3 I4 M Yik Yak 
4 F4 F Snapchat, Whisper 
5 I5 F Whisper 
6 F5 F Snapchat, Whisper (also mentioned using FML app) 
7 I7 F Snapchat, Whisper 
8 I8 F Snapchat, Whisper 
9 I10 F Snapchat, Yik Yak 
10 I11 F Snapchat 
11 I12 M Whisper 
12 I13 M Snapchat 
 
Category Two: Activistic 
No. User Gender Apps 
1 I6 M Wickr, Telegram 
 
Category Three: Offline Connect 
No. User Gender Apps 
1 I1 F Tinder (also mentioned using RSVP & Zoosk apps) 
2 I2 M Tinder 
3 I7 F Tinder 
4 I8 F Tinder 
5 I11 F Tinder (also mentioned eHarmony app) 
6 I12 M Tinder, Grindr 
7 I13 M Tinder 
 
User I9 attended an interview, however did not use privacy apps but was rather researching 
these apps for an Engineering doctoral thesis. 
 
Dated: January, 2018 
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Survey Questions 
 
 
 
What is your gender? _______________ 
 
 
What is your age? _______________ 
 
 
Where is your office located? _____________________________ 
 
 
How many employees do you have? ___________________ 
 
 
Please indicate in order of preference your motivations for developing your privacy app. 
(Please number all of the following in order of preference from 1 to 10, 1 being your main motivation and 10 being your 
least) 
 
 
☐	 Help people avoid government surveillance 
☐	 Help people connect with each other 
☐	 Make work pleasurable 
☐	 Niche marketing opportunity 
☐	 Own personal growth 
☐	 Promote leisure in online spaces 
☐	 Provide a type of community service 
☐	 Provide people with an escape 
☐	 Right social power imbalances 
☐	 Other _________________________________ 
 
 
 
Considering your top motivation in the previous list.  How important is this attribute to you? 
 
1  2  3  4  5 
Take it or leave it       This is my passion 
(Please circle one integer) 
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How politically active are you? 
 
1  2  3  4  5 
 
Not politically active       Very politically active 
(Please circle one integer) 
 
 
 
Do you consider privacy to be something that is mostly about? 
 
☐	 Inclusion 
☐	 Exclusion 
(Please select one and indicate) 
 
 
 
Do you associate privacy as being something that is mostly? 
 
☐	 Personal 
☐	 Social 
(Please select one and indicate) 
 
 
 
How many people did it take to design, build and release your privacy app? 
 
☐	 One 
☐	 Two 
☐	 Three 
☐	 Four or more 
(Please select one) 
 
 
 
Did users use your app in any way that was unexpected? 
 
☐	 Yes 
☐	 No 
(Please select one) 
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If yes, in what way did users use your app that was contrary to your app’s intended use? 
 
 
 
 
 
 
 
 
 
 
 
How does your server delete user data? 
 
 
 
 
 
 
 
 
 
 
 
How does your service generate profit? 
 
 
 
 
 
 
 
 
 
 
 
What other companies, organisations or government bodies is your privacy service affiliated 
with? 
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Does your privacy app service have a policy in place that notifies users about any 
government requests for user information or data? 
 
☐	 Yes 
☐	 No 
(Please select one) 
 
 
 
Consider your top motivation from the beginning of the survey, how have you incorporated 
this dimension into your privacy app design? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Do you feel that your privacy app has been successful? 
 
☐	 Yes 
☐	 No 
(Please tick one) 
 
 
 
 
What do you feel that this may mostly be attributed to? 
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Do you plan to develop or expand your privacy service in the future? 
 
☐	 Yes 
☐	 No 
(Please select one) 
 
 
 
If yes, in what way do you intend to expand your privacy app service? 
 
 
 
 
 
 
 
 
 
 
 
Is there anything that you would like to add? 
 
 
 
 
 
 
 
 
 
Many thanks for your participation in this survey.  All information that you have provided 
will remain confidential. 
 
 
 
 
 
